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GEANT

GEANT is the collaboration of European National Research and

Education Networks (NRENs). Together we deliver an
information ecosystem of infrastructure and services to advance
research, education, and innovation on a global scale.

Network

Europe’s essential terabit network for
research and education interconnects
Europe’s NRENs and links them to over

Community

The GEANT Community Programme
facilitates collaboration and knowledge
sharing between NRENSs, user organisations,

100 countries in every region of the world. R&E institutions, and the commercial sector.
Services Projects

GEANT develops and operates a range of GEANT's long-standing project relationship
connectivity, cloud, and identity services that ’  with the European Union (EU) has benefited
ensure a safe and secure environment for research, education, and innovation around the
researchers, educators, and students. world for over 25 years.
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(mu( o AARC Blueprint Architecture —

Community Attribute Services:

« How should attributes from multiple sources be
aggregated? AARC-GOO3
« How should | express the home institute of a user?

AARC-G025

How should | express the identifier of a user AARC-

U206

What are the best practices for running my Attribute
Authorities securely? AARC-GO71

Which Acceptable Use Policy should | use to facilitate
interoperability? AARC-1044

How should | infer the affiliation of a user? AARC-

User Identity:

» How should | integrate Social Media Identity Providers?
AARC-GO08

« How should users link accounts, and how does that
affect Assurance? AARC-GO0Y

« How should services indicate that they would like users
to authenticate with multifactor authentication, and
how should my proxy forward that information? AARC

G029
Assurance:

» How should assurance information of external
identities be calculated? AARC-GOIL

» What can | say about assurance of identities from
social media accounts? AARC-GOAY

» How Is assurance impacted by account linking? AARC-
GOOY

» How should assurance information be shared with
other infrastructures? AARC-GOZ]

» Which Assurance Profiles should | use, there are so
many! AARC-I050

Access Protocol Translation:

« Which best practices should | follow for my Token
Translation Services? AARC-GO0OA
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cneosc First deliverable of the new EOSC-A Task Forces
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EOSC AAI Architecture 2025

» The document presents recommendations for
the initial implementation of the EOSC AAI
Federation, offering background on prior work
and summarising recent advancements,
including updates to the AARC Blueprint
Architecture.

« Itis intended as a practical guide for candidate
EOSC Nodes, outlining the steps necessary to
connect with the EOSC AAI Federation. In the
EOSC model, Nodes act as the primary
integration points for services as it is described
in the EOSC Federation Handbook, services are
onboarded to individual Nodes rather than
directly to the Federation.

* The overarching goal of the EOSC AAIl Federation
is to eventually support a full-mesh, dynamic
topology without introducing a centralised
component into the European AAl ecosystem.

EOSC EOSC EOSC
Reglonal Thematic National
Node Node Node

IdP Discovery
Token Valdation Across Nodes

HUB :
/ ------- I ------- v\u'(): ' OAuth2
EOSC EOSC : : EOSC :
EU Thematic National
Node Node Node

EOSC AA| Federation "hub-and-spoke® model
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EOSC AAIl Architecture 2025

Kanetopoulos, Creisios (Edasr) Ademat, Masina® @, Ardizzons, Vakara Fiono, Licia®

Wi Vieranga, Klass e A daicnm

Other; £0SC AAI Warking Grouss ss

This document prasents recommandalions for the nitial implementation of the ECSC AAI Federation, offering background on prior
work and summarisng recent advancements, including updates 1o tha AARC Blueprint Architecture,

AA| Implamenters who wish 10 go directly to the technical requrements may refer % the “implementaton” section, while those
ntarestad in the rationale behnd the drchiteciural choxies are encoursged 1 also read the “Backgreund Information™ section,

The overarching goal of the EOSC AAI Federation i3 10 eventually support a full-mesh, dynamic 1opakegy without intreducing a
cantralsad component nto the Eurcpaan AAl scosystem. However, current technoiogica! canstraints — particuarly thosa
assocated weh OpenlD federation — imd the feasibiity of such a model

The work required at the architeciure level will certainly extend beyand 2026, whie eflons at the locling and policy levels have yelt lo
begin This gap has been recognisad In the EOSC AAI WG and thare has been a clear dectzon that although the work fowards the
desired final archecture shoukd contnue without any deliys, we need 1o provide practical solutons that can support the needs of
loday

To be more speciic, the high priorily requrements recegnisad are the needs 1or enabling SS0 acrces the frst wave of EOSC Nodes
that will be forming tha EOSC Federation and executing workdlows that utifse resources across mudtiple Nodes

The design for this frst implementation is guided by three core principles

https://doi.org/10.5281/zenod0.15388270
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EOSC AAI Federation - Hub and Spoke model GETNQ

Metworks - Services - People

Identity
Providers

...............................

EOSC Node

...............................

EOSC Node

Community AAI

= 4 >= e - -
[ B i

i § ; g
E ; . 3 \




=

Infrastructure Proxy GEANT

Metworks - Services - People

DRAFT DRAFT

m httpadedy oinbn?] m hitpaleduoihon?]

Lisveten chacioture, reatscose b
crgaeitaton

Identity
Providers

Linrvtos shacioture, »
BADOOSNY trgar

4, MUST make use of the nonce Parameter

0 OIDC Relying Parties MAY use the nonce parameter (as specified in
RpeniD Connect Corel[OIDC-Core]) alongside the corresponding

1. MUST be cannected as a Relying o0 the hub of the EOSC AAI Federation nonce claim in the 1D Token

an EOSC Node registerad in tha "EOSC AAI o This further miligates replay attacks and ensures the integrity of the

authentication procesa.

Infrastructure Proxy

Federation Registry” receives client credentials with which they connect
to the hub as OpeniD Connect Relying Partes. With this integration,
EOSC Nodes can (a) use the *Proxied Tolen introspection” specification

5. MUST support Token zpection

IAARC-GOS2] 1o validate OAuth 2.0 tokens ssued by Authorisation o Compliance with OAuth 2.0 Token introspection [RFC7662)
Servees In other ECSC Nodes and (D) use tha "ldentity Layer” of the Authorisstion Servers in the *EOSC AAl Federation® MUST implement
EOSC AA| Federation’ the OAuth 2.0 Token Introspection endpoint to verdy the validity and

1 Inf P
nfrastructure Proxy nfrastructure Proxy active state of tokers they have =sued

2. MUST support 1he OpeniD Connect Discovery® specification to be able 1o
aetermine the location of the OpeniD Provider of the hub o Scope and Policy Enforcement

By performing token introspection, the EDSC Node's sarvices can

retrigve suthorised scopes and user claims from the 1Wken response

This snformation SHOULD be used to enforce fine-grained access

control polices and ensure the requestor’s permissions match the

in future versions of this document, suppor! for OAuth 2.0 Protected
Resource Metadata®, o metadata formot enabiding OAuth 20 clients
Q and outharization seners to obtain information needed to interact

with an OQAuth 2.0 protected resource, will be also considered. .
d resource's requirements.

3. MUST support the Authorisation Code Grant” with PKCE*

0 Reduced Exp e of A Tok
o OIDC Relying Partses utilizing the Authotsation Cods grart SHOULD EQSC Nodes SHOULD minimize exposing raw access tokens to vanious

CE) PKCE halps detect and service components Instead, they SHOULD rely on a dedicated

use Progt Key for Code Exchangs 5
prevent injection or replay of authorisation codes into the authorisation component (e.g. the Infrastructure Proxy) to kandie Introspection, thus
rosponse lirmiting security resks

o Challenges MUST be transaction-specific and securely bound o the
user agent where the transaction started,

o TYoken Revocation and Freshness
Regular imrespection checks help detect revoled or expired tokens
' nttps fopenid netspecsopeniad-connect -discovery-1 0 htm| before granting access to protected resources The EOSC Node
» et T —> * hetpeitiatatmciecntomiocknaft inf-csuth-esource-metadsta/ SHOULD define a sultable caching or re-validation strategy (g
S Dt St S s Yo s S0y T hetpafopenid netispecgopenid-connect.core-1.0.htmisCodeFlowAuth

LTl e A S P AT € * s fwwwrfe-sdior argh e c 7636 ume-based) to balance parformance with socurity needs.
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allows typical LoA require!

Als whose users shauld be able to
such cases the Community AAlS

i nnect Providers / QAuth 20 Authorisation
Servers to the Hub of tha EOSC AAI Federation

1 ] alalla - -

The Collaboration Platform |Community AAL) registered in the “EQSC AAI
Federation Registry™ may provide of receive client credentials with which the
cantrad hub of the EQSC AAI Federation is connected as an OpeniD Connect
Relysng Party / OAuth 2.0 client. 'With this integration

1. OAuth Z0 tokens ssued by these Community AALS can e used 10
FCCHSS svices provided by other EOSC Nodas, enabling crass-Nodo
workfiows.

2. The cantral hub of the "EOSC AAI Federation™ wil be able to
authenticate users at andior fink the collaboration identities of the users
of these Community AAlS

2. MUST support the OpenliD Connect Discovery™ specification so that the
central hub of the EOSC AAI Federation can dynamically determine the
location and related trust metadata of the OpenlD Provider of the
Collaboration Platform ({Community AAL)

in future versions of this document, suppoart for OAuth 2.0 Protected
Resource Metodato”, o metodata format enabling OAuth 2.0 chents and
SuthoriZation servers 1o obtain infarmation needed to interact with an GAuth
2.0 protected resource, will be also considensd

" hpxiopenid netspecsbpersd connect -dscavery-1, 0ntmi
" hrpsddatatracker ot orghsociaft- ot cauth-resource rmetadata/
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3. MUST support the Authorisation Code Grant™ with PKCE™

o OIDC Providers utilizing the Aushosisation Code grant MUST support
Procd ey for Code Exchange [PRCEL PKCE helps detect and provent
injection or replay of authorisation codes o the authorisation
1GSPONSH

o Challenges MUST be transaction-specific and securely bound to the
user agent where the ransaction started,

4. MUST use the nonce Parameter

0 OIDC Providers MUST support the use of the nonce parametes (as
specified in [QpeniD Connect CorglfOIDC -Core]) alongside the
coresponding rnonce claim in the |D Token

0 This further mutigates repiay attacks and ensyures the integrity of the
authentication process.

5 MUST support Token Ir jon

P osp

o Compliance with OAuth 2.0 Token introspection [RFC7662)
The Community AAls as OpeniD Connect Provider / OAuth 20
Authorisation Servers issuing OAuth 2.0 access tokens that are used
across services in the "EQSC AA|l Federation” MUST implement the
OAUTh 2.0 Token Introspection andpoint for central hub of the EOSC AN
Federation to verify the validity and active state of tokens they have
ssued

o Scope and Policy Enforcemaent
By supporting token introspaction, the Infrastructure Proxies of other
EOSC Nodes, via the central hub of the EOSC Federation, can retrieve
authorised scopes and user claims from the introspection responses

* nttps fopenid netspecyopenid-connect core-1_DntmitCodeFlowuth
* ntrps P ric.ecitor crgirfoic 7636
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o E0SC Federation Build-up Groups
FOSCAAl Arentecture 2026 continuee with the EOCC AAT W6

o S ©: W' @ o Work with the candidate nodec on the

Contributors feedéack from tAe /m't/a/ /m,b/ementatioh

Other; £0SC AAI Warking Grouss se

This document presents recommandalions for the initial implamentaticn of the ECSC AAl Federation, offering background an prior

work and summarisng recent advancements, including updates to tha AARC Blueprint Architecture. 1 A/ext a/b C{a te: e"l d OF Z 0 Z 5

AAl Implamenters who wish 10 go directly to the technical requrements may refer 10 the “mplementaton” secton, while those
ntarestad in the rationale behnd the grchiteciural choxies are encouraged 1o also raad the “Background Infarmation”™ section,

The overarching goal of the EOSC AAI Federation is 10 eventually support a full-mesh, dynamic 1opolegy without intreducing & °® ° oé » A
caentralsad component nto the Europaan AAl scosystem. However, cument lechnologics! constraints — particuiarly thosa on t/ N L(e 0 on tk/ a t/ on g tO t e
assocated weh OpenlD federation — imd the feasibility of such a model

The waork required at the architectiure level will certainly extend beyand 2026, whie effons at the locling and policy levels have yel 1o
begin. This gap has been recognisad In the EOSC AAI WG and thare has been a clear decison that although the work towards the
desired fmal archfeciure shoulkd contnue without any delays, we need 1o provide practical solutons that can support the needs of
loday

To be more speciic, the high prioeily requremeants recognisad are the needs lor enabling S5O acroes tha frst wave of EOSC Nodes
that will be forming tha EOSC Federation and executing workdlows that utitse resowrces across miudtiple Nodes

The design for this frst implementation is guided by three come principles
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) User accesses the target service

) Service redirects the user to authenticate via MyAccessID
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% [ ) MyAccessID lets the user to authenticate via user's home IdP

" ) . .
Home IdP Options to elevate Passpor,validation. | 4 ) User authenticates to their home IdP with low assurance
assurance I N
) MyAccessID redirects the user to options to elevate assurance of their identity
- a) contact the IdP to help with identity verificaiton
b) use eIDAS
c) use a governmental-issued certification

9 6 ) User chooses one mechanism and proceeds
o
L5
t 7 ) MyAccessID verifies the assurance of the identity
N
77N
I 8 ) MyAccessID provides assured identity information to the service
N>
L
‘\ 9 ) The target service lets user to access it
—

Service



Multi-Factor Authentication
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Service
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'\ 1 ) User accesses the target service
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,' * Service redirects the user to authenticate via MyAccessID
» requiring 2FA

N
7/

) MyAccessID lets the user to authenticate via user's home |dP

7 N

) User authenticates to their home IdP without 2FA

Ve
\

N

) MyAccessID checks if the 2FA has been provided so far and if not,
~ it lets user to proceed with the 2FA through MyAccessID

N\
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) MyAccessID verifies if 2FA was succesful

4
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< N

) MyAccessID provides details about performed 2FA with
~ the user's attributes to the service

N

% 8 ) The target service lets user to access it
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I 1 ) User uses the SSH-client
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) SSH-client retrieves configuration details from the SSH CA
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) SSH-client starts an OIDC device authorization flow
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) SSH-client starts polling MyAccessID waiting for user's authorization

7
\

N
7/

) SSH-client provides user with URL for authorization

\

N
7/

) User authenticates via MyAccessID and authorizes the operation

\

N
) When authorized, MyAccessID polling returns access token to SSH-client

N L=
\

\ N
|lm|'ml‘\lllo)|l,p.|lm|l

N

) SSH-client provides SSH public key to SSH CA for signing it (send access token)

7 N\

l'\ 12 ) SSH CA uses access token to get user's attributes

-
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? N
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' N
\13 ) SSH CA provides a signed SSH certificate back to SSH-client

/ N

14 ) SSH-client sets up the environment (depends on the user's OS)
-7

7 Y

1\15 ) User accesses the host with the signed SSH certificate

7
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