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A one question poll before 
we start…

https://u.garr.it/5AE6l
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Why we need to enhance eduGAIN trust
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Enhance Trust: Why
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REFEDS Specifications
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Poll time 

https://u.garr.it/q7rhp
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REFEDS Specifications’s Trust: one federation, two federation and eduGAIN
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eduGAIN Trust model and REFEDS specifications

8



9     | GN5-2

What do we want to achieve
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How to get there
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Signaling vs Filtering
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Filter entity category or 
attribute

Signal by adding an entity 
attribute

Trust eduGAIN is the anchor. eduGAIN is the anchor. 

Transparency Not transparent to which ECs are 
being certified (need to be 
combined with offline information 
about that)

Transparent

SP 
implementation 
complexity

Easy, SP does not need to 
interpret anything

More complex, SP needs to 
interpret tags differently for a local 
federation registered IdP and an 
international IdP (if the federation 
does not do additional filtering)

IdP 
implementation 
complexity

Easy, IdP does not need to 
interpret anything

More complex, IdP needs to 
interpret tags differently for a local 
federation registered IdP and an 
international IdP  (if the federation 
does not do additional filtering)

Federation 
implementation 
complexity

Easy Easy but federations may manage 
the added complexity of the extra 
verification entity attribute by 
choosing to filter entities lacking 
this additional attribute. This will 
make it easier for entities.

Interoperability Potentially opens problems 
because some entities will have 
their entity category or attribute 
removed 

Can enhance interoperability if 
implemented properly by IdPs, 
SPs and federations. 

Incentive for 
implementation

Filtering is generally good 
incentive to implement stuff

Unless there are killer apps 
requiring this, there will be no 
incentive for implementation
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