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A one question poll before
we start...

https://u.garr.it/5SAEGI
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Why we need to enhance eduGAIN trust




Enhance Trust: Why

attributes release

> interoperability

Enhance trust among
member federations

cross border cooperation

eduGAIN Strategy goal




REFEDS Specifications
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Poll time

https://u.garr.it/q7rhp




REFEDS Specifications’s Trust: one federation, two federation and eduGAIN
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eduGAIN Trust model and REFEDS specifications

No Trusted Third Party &
no Compliance Verification

|

Federations trust each

other?
I[dP: Untrustworthy of non SP: Untrustworthy of non
local SP local IdP

Access Issues




What do we want to achieve

Federation operators

edugain Federations

Entities

Academic users

REFEDS specifications

eduGAIN Federations

REFEDS specifications for
cross borders use cases

support S
and promote
trust on REFEDS
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specification entitliement
trust >
access >

International resources




How to get there

lset _—»

Requirements for REFEDS
specs use in eduGAIN

2.1 incrementally define—»

Minimum set of specs for
participants

2.2 filter/signal— >

Specs in entities metadata




Signaling vs Filtering

signaling filtering

Federation Federation

eduGAIN
Compliance

eduGAIN
Compliance

1 i yes no
Add eduGAIN verified in
feed

Do not modify feed

Allow specification in feed Filter specification in feed




Filter entity category or
attribute

Signal by adding an entity

attribute

Trust eduGAIN is the anchor. eduGAIN is the anchor.
Transparency Not transparent to which ECs are | Transparent
being certified (need to be
combined with offline information
about that)
SP Easy, SP does not need to More complex, SP needs to
implementation interpret anything interpret tags differently for a local
complexity federation registered IdP and an
international IdP (if the federation
does not do additional filtering)
IdP Easy, IdP does not need to More complex, IdP needs to
implementation interpret anything interpret tags differently for a local
complexity federation registered IdP and an
international IdP (if the federation
does not do additional filtering)
Federation Easy Easy but federations may manage
implementation the added complexity of the extra
complexity verification entity attribute by

choosing to filter entities lacking
this additional attribute. This will
make it easier for entities.

Interoperability

Potentially opens problems
because some entities will have
their entity category or attribute
removed

Can enhance interoperability if
implemented properly by IdPs,
SPs and federations.

Incentive for
implementation

Filtering is generally good
incentive to implement stuff

Unless there are killer apps
requiring this, there will be no
incentive for implementation

Filtering vs Signaling

Incentive
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Federation-Complexity

Transparency

N/,\.S!?,_;complexity




(?ANHD

Thank You

www.geant.org

Co-funded by
the European Union




