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LHC experiments
data transfers

Astronomical 
data transfers

Satellite data “ground” 
distribution

Science flows
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Why identify science flows?

• (Inter)national R&E networks carry a large volume of science traffic

• It is useful to understand the nature of the traffic
• The science experiment and network activity involved

• Efficient network use, traffic steering, future provisioning and capacity planning

• Performance measurement (flows, data rates, …)

• Site traffic profiling, or traffic accounting for shared inter-continental links

• Quantify global behaviour and analyse trade-offs at scale

• And not only for NRENs, scientists are also interested in having more info

• HOW? 
• Normal network flows monitoring. But can current tooling achieve this?

• Yes, in overlay networks VRFs, e.g., LHCONE, 

• No, only for specific communities/experiments; and the others?
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Marking data packets and flows with experiment and 
applications IDs for better accounting.

Defining a standard(s) for exchange of information 
between scientific communities, sites and network 
operators.

Two options are being pursued:

         - Packet marking: encoding experiment/activity directly in packets 
           (tag in the IPv6 flowlabel field)
         - Flow marking: ending a separate UDP packet (firefly) 
            with metadata (Identifying the experiment and activity of traffic) 

How scientists are doing now?
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How scitags work - fireflies today
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Why is machine learning 
a candidate for this?

• It scales to large, high-dimensional datasets 
(network flows) with many attributes

• It can adapt to the dynamics of science, 
scientist activities changes over time 
(new tools, new paths, new experiments) – not 
rule based

• Classification models are very useful:
(cyber)anomaly detection and other 
applications

Artificial Intelligence

Machine Learning

Neural Networks

Deep Learning

Graph Neural
Networks

Generative AI

Large 
Language 
Models
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Constructed graph of 15 minutes of flow data

Why we choose GNN?
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• Network traffic forms a graph structure; IPs as 

nodes and flows as edges

• Graph Neural Networks (GNN) 

naturally models the relational structure and 

topology of network traffic

• GNNs are designed to learn on graphs—they 

aggregate information from neighbouring nodes 

to capture contextual relationships (e.g., who 

talks to whom, how often, over which protocols)

• Learning type:

• Supervised, unsupervised, self-supervised

Our experiment

Constructed graph of 15 minutes of flow data
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Our reference

• Experiments on GNNs – self-supervised
for intrusion detection
o Anomal-E1 is a GNN that uses E-GraphSAGE2 to aggregate 

information in a graph context, and uses DGI to generate 
edge (flow) embeddings with high information density 

o Outlier detection 
and clustering
(unsupervised)

[1] Caville, E., Lo, W. W., Layeghy, S., & Portmann, M. (2022). Anomal-E: A self-supervised network intrusion detection system based on graph neural networks.
[2] Lo, W. W., Layeghy, S., Sarhan, M., Gallagher, M., & Portmann, M. (2022, April 25). E-GraphSAGE: A graph neural network based intrusion detection system for IoT.
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Our experiment

Setup:

• Computing
• NVIDIA A16 GPU (8x16GB VRAM),

72 CPU cores, 1024GB memory 

• Data
• Collect NetFlow and store, ~70 million flows per 

hour, ~100GB of JSON data per hour

• Use Apache Spark analytics engine to process millions 
of flows
• For some experiments, "tag" flows from the LHCONE 

VRF and balance dataset to have 50% LHCONE flows

Juniper IPFIX Fields

IPv4 Source Address

IPv4 Destination Address

IPv4 ToS

IPv4 Protocol

L4 Source Port

L4 Destination Port

ICMP Type and Code

Input Interface

⫶
TCP Flags

Minimum TTL

Maximum TTL

Number of Flow Bytes

Number of Flow Packets

Time the Flow Started

Time the Flow Ended
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Our experiment

• Model
• Based on Anomal-E, graph edge classification model

• Use cluster-based outlier detection algorithm on the high-dimensional 
embedding (output) space of the neural network

Collect 
NetFlow 

data

Construct 
graph with 

flow 
information 

as edges

E-GraphSAGE 
+ DGI (Graph 

Neural 
Network)

Embedding 
space 

determined 
by GNN

Clustering 
algorithms

Analysis

Real-time Very slow Very slow Fast Fast



13     | GEANT.ORG

Experiments 1 and 2

Experiment 1 Experiment 2

Collect 1 hour of NetFlow data Collect 1 hour of NetFlow data

Enrich data with whether or not a flow is from the 
LHCONE VRF and other boring stuff

Enrich data with whether or not a flow is from the 
LHCONE VRF and other boring stuff

Take all LHCONE flows, and equally as many 
random flows: total of 2,285,932 flows

Take all flows: total of 64,238,693 (of which 
1,142,966 in LHCONE)

Build graph with IPs as nodes and flow 
information as edges

Build graph with AS numbers as nodes and flow 
information as edges

Train GNN model Train GNN model

Analyse output and perform clustering algorithms Analyse output and perform clustering algorithms
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Graph Neural Network (GNN) output

The GNN creates "fingerprints" of the flows
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Clustering in experiment 1

N_CLUSTERS=2: ARI=0.421, NMI=0.381, Silhouette=0.372
Best cluster LHCONE F1-score=0.799
All cluster F1-scores: 0.799, 0.269

N_CLUSTERS=3: ARI=0.344, NMI=0.311, Silhouette=0.387
Best cluster LHCONE F1-score=0.783
All cluster F1-scores: 0.278, 0.059, 0.783

N_CLUSTERS=4: ARI=0.321, NMI=0.302, Silhouette=0.391
Best cluster LHCONE F1-score=0.783
All cluster F1-scores: 0.285, 0.057, 0.783, 0.000

N_CLUSTERS=5: ARI=0.565, NMI=0.561, Silhouette=0.270
Best cluster LHCONE F1-score=0.783
All cluster F1-scores: 0.451, 0.001, 0.783, 0.000, 0.059

BEST CONFIGURATION:
├─ N_CLUSTERS: 5
├─ ARI: 0.565
├─ NMI: 0.561
├─ Silhouette: 0.270
├─ LHCONE F1-score in best cluster: 0.783
├─ Best correlating cluster ID: 2
├─ Cluster size: 1,630,155 flows
├─ Cluster LHCONE precision: 94.1%
├─ Cluster LHCONE recall: 67.1%
└─ Cluster LHCONE F1-score: 78.3%

Clustering (K-Means): group 
data points into clusters 
based on their inherent 
similarity
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Feature importances experiment 1

Feature importances taken from gradients of GNN model: "which input features 
most affect the output embedding?"
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Flow "fingerprints" of experiment 1

94.1% of LHCONE flows were grouped in one group



22     | GEANT.ORG

Flow "fingerprints" of experiment 1
Juniper IPFIX Fields Values Compared 

to median

IPv4 Source Prefix Length 48 +24

IPv4 Destination Prefix Length 48 +24

Flow duration (ms) 0 Same

Source AS 137 (GARR) -2477

Destination AS 513 (CERN) -2101

L4 Source Port 55072 +39686

L4 Destination Port 1103 -19473

L4 Protocol TCP Same

⫶

Number of Flow Packets 7 +6

Number of Flow Bytes 10500 +9999

Minimum  TTL 61 Same

Maximum TTL 61 Same

TCP Flags .A.... Not same

IP Version 6 +6

IP Class of Service 0 Same
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Flow "fingerprints" of experiment 2

Cluster % of total flows 
in cluster

% of cluster in 
LHCONE VRF

0 17.2% 0.0%

1 33.9% 0.1%

2 10.8% 7.5%

3 1.1% 62.7%

4 2.2% 0.2%

5 5.5% 0.0%

6 29.4% 0.4%

Graph is only 100,000 flows, but calculations are with 
all flows from an hour (64 million)



Thank You
Any questions?

Feel free to reach out!

maarten.meijer@geant.org 

  maartenmeijer0
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