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The problem
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Consent managers

ELPAIS

It offers the following browsing modes

- Storage and access to information,
- Sharing data and profiles for analytics and
advertising fvom advertsersfor our advertising campaigns,
profiles for
advortiing from advertisers and ndvemslng agencies on the
Internet,
ecise geolocation data and identification through device

ACCEPT AND CONTINUE

Subscribe and decline

This option will allow you, among other services, unlimited reading
of El Pais on the website and App, access newsletters with exclusive
content, unique cultural experiences and comment on news.

If you decide to subscribe, and in accordance with the preferences
ou grant, you wi be abis, kor example,browse cur webie whout

Already a subscriber? Log in here.

Logal warning | Cookies policy | Know more

Soutenez unjournalisme fiable

Accéder i en T'utilisation de cookies.

L'accés gratuit au site (hors contenus exclusifs ) est subordonn
avotre consentement sur l'utilisation des cookies. Vous pouvez retirer

votre consentement a tout moment

..ou s'abonner au Monde pour profiter de tous les
contenus.

L'accés au site avec abonnement vous permet d er tous |
contenus et archives du Monde depuis notre site et nos applications

mobiles. En cliquant sur le bouton « S'abonner », vous pourrez refuser les

cookies ou paramétrer vos choix (hors cookies de fonctionnement et de

mesure d'audience).

Accepter et continuer

S'abonner

Déja abonné ? Se conne

D und Ni

Ohne Tracking und Cookies* nutzen

Nutzen Sie BILD. de ohne Tracking, Cookles und
personalisierte Werbung fur 3,99 EUR/Monat (rabattiert
for BILDplus-Abonnenten 2.99 EUR/Monat).
Informationen zur Datenverasbeitung im BILD Pur-Abo
finden Sie in unserer Datenschuzerdanung und in den
EAQ.

Wenn Sie BILD Pur abonnieren, konnen Sie die aut
bild.de verfugbaren Inhalte ohne Tracking und Cookies*
lesen. Sofen Sie bereits BILDplus-Abonnent sind und
BILD Pur zusatzlich abonnieren, konnen Sie auch die
BILDplus-inhakte ohne Tracking und Cookies* lesen.

* In BILD Pur werden keine einwaligungspfichtgen
Do SboRIgER g 1 1 Khe COONSS U
amniiche Technologien verwendel, e Zur Efbringung dieses.
Dienstes unbeding! erforderlch sind (§ 25 TODDG). Weltere.
Informacnen hier abrufbar.

Jetzt BILD Pur abonnieren

auf BILD.de

Mit Tracking und Cookies nutzen

Sie konnen unser Angebot auch nutzen, ohne
einen Vertrag abzuschlieBen. Wir Gbermittein in diesem
Fall personenbezogene Daten an bis zu

280 Drittanbieter, die uns helfen, unser Webangebot zu
verbessemn und zu finanzieren. In diesem
Zusammenhang werden auch Nutzungsprofile (u.a. aul
Basis von Cookie-Ds) gebiidet, mit Daten von anderen
Webseiten angereichert und auch auierhalb des EWR
verarbeitet. Hierzu Gbermitteln wir an diese Dritianbieter
auch Iive Privatsphareeinsteliungen bzw. Praferenz in
Form einer coderten Zeichenfolge (sog. TC-String).
Hierfur und um bestimmte Dienste zu nachfolgend
aufgefuhrien Zwecken verwenden zu durfen, bendtigen
wir ihre Einwiligung. indem Sie “Alle akzeptieren”
Kicken, stimmen Sie diesen (jederzeit widerruflich) 2u.
Dies umfasst auch ihre Einwiliqung.in die Ubermittiung
bestmmter personenbezogener Daten in Drilander. u.a.
die USA, nach Art. 49 (1) (a) DSGVO. Sie konnen Ihre
Auswahl jederzeit unter “Widerru Tracking" am
Seitenende mit Wirkung for die Zukunft widerrufen.

Speichern von oder Zugriff auf Informationen

aut einem Endgerat

Personalisierte Werbung und Inhalte, »euung
Yon Werbsleistung und der Perlormance

) hung
Ennmcmng und Verbesserung von Angeboten

Fremdinhalte anzeigen (Soziale Netzwerke,
Videos)

Verwendung und Weitergabe von
muertennungen 2u Werbezwecken
Nutzung der Utiq Technologie zu
Werbezwecken

Alle akzeptie!

EAQ | Datenschuzerklaning | Impressum




The privacy paradox

What Do You Typically Do When You See a Pop-Up Asking You To Accept Cookies?

Accept all after researching

Select certain cookies to accept _ 19%

Reject cookies

all about
Based on a survey of 1,000 U.S. adults. COOKI



Second-party trackers

For what purposes my information is used and who uses it? X

This Site uses its own and other entities cookies, in order to access and use your
information for the below purposes. If you do not agree with any of these purposes, you
may customize your choices below.

We and the companies that collaborate with us will use your information obtained through

cookies. To know the collaborating companies that incorporate their cookies on our website, -~ Select partners for Prisa X
such as advertisers, advertising operators and intermediaries, you can access through the
button See our partners. You can set your consent preferences separately for each of the
mentioned partners. You can set your consent preferences for every partner listed below individually. Click on a
partner name to get more information on what it does, what data it is collecting and how it is
Additional information:You can know the complete information about the use of cookies, using it
their configuration, origin, purposes and rights in our Cookies Policy,. ’
You allow the use of cookies for the following purposes: All partners Block Authorize
+152 Media LLC 18 TcF Block Authorize
+ Storage and access to information Disagree Agree
+1Agency a8 TCF Block Authorize
+ Select basic ads Disagree Agree
. . +1plusX AG 1aBTCF Block Authorize
+Create a personalised ads profile Disagree Agree
+Select personalised ads Disagree Agree + 2KDirect, Inc. (dba iPromote) 148 TcF Block Authorize
+Create a personalised content profile Disagree Agree +33ACIoSS IAB TCF Block Authorize
+ Select personalised content Disagree Agree +3Q GmbH 118 TCF Block Authorize
+Measure ad performance Disagree Agree
+42 Ads GmbH 148 TCF Block Authorize
+Measure content performance Disagree Agree
\ . +6Sense Insights, Inc. 148 TcF Block Authorize
+ Apply market to generate Disagree Agree
+Develop and improve products Disagree Agree + 7Hops.com Inc. (ZergNet) 148 TcF Block Authorize
+ Sharing data and profiles for analysis and personalised 5 a =
isagree gree . .
advertising from advertisers for our advertising campaigns + View user information
+ Actively scan device characteristics for identification Disagree Agree
+ Sharing data and profiles for analysis and personalised Do @ Save

g for and g on Disagree Agree
the Internet.

+Use precise geolocation data Disagree Agree

By giving consent to the purposes above, you also allow this website and its partners to
operate the following data processing: E

View our partners

Disagree to all Agree
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User tracking

* Trackers are present in >90% of the websites

* They can easily recover our browsing history (at least)
* They can track us even if we delete cookies, use private mode, DNT, VPN, etc.

Percentage of domains using web tracking
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Why should we care about that?

e Data brokers: Companies whose primary source of revenue is selling
user personal information in data market places [1]

Data flow from apps to Venntel

* Dangers for the user €Sygsic  ©
* Profiles may be (most surely) incorrect
* There is no easy way to discover and correct it (despite GDPR) o
* There is no easy way to know to whom our info was sold to [2,3] C¥ >3
. : L : "
There is no easy way to know how this is impacting us!! Gravy
!
The government can't seize your data—but it can VENI
buy it (
Adam Kovacevich @adamkovac / 2:00 PM UTC = May 21, 2023 O] comment Encsnitiiborsomn

[1] A. Rieke, H. Yu, D. Robinson, and J. van Hoboken, “Data Brokers in an Open Society”, Open Society Foundations 2016
[2] https://nrkbeta.no/2020/12/03/my-phone-was-spying-on-me-so-i-tracked-down-the-surveillants/
[3] https://techcrunch.com/2023/05/21/the-government-cant-seize-your-data-but-it-can-buy-it/



Security implications

Steal, deal
and repeat

Internet
Organised
Crime Threat
Assessment

2025

How cybercriminals
trade and exploit your data

Z EURTPOL

Steal, deal and repeat - How cybercriminals trade and exploit your data
Internet Organised Crime Threat Assessment (I0CTA) 2025

PDF WEB

ISEN 978-92-9414-027-2 ISSN 2363-1627 doi: 10.2813/4926508 QL-01-25-009-EN-N

Neither the European Union Agency for Law Enforcement Cooperation (Europol) nor any
person acting on behalf of the agency is responsible for the use that might be made of the
following information.

Luxembourg: Publications Office of the European Union, 2025
© European Union Agency for Law Enforcement Cooperation, 2025
Reproduction is authorised provided the source is acknowledged.

For any use or reproduction of photos or other material that is not under the copyright of
Europol, permission must be sought directly from the copyright holders.

While best efforts have been made to trace and acknowledge all copyright holders, Eurapol
would like to apologise should there have been any errors or omissions. Please do contact us
if you possess any further information relating to the images published or their rights holder.

Cite this publication: Europol, Steal, deal and repeat - How cybercriminals trade and exploit
your data - Internet Organised Crime Threat Assessment, Publications Office of the European
Union, Luxembourg, 2025.

This publication and more information on Europol are available on the internet.

www europoleuropa.eu

Key findings

Personal data is bought and
leveraged by cybercriminals
to orchestrate attacks,
including phishing and
ransomware

LLM and generative Al are
effectively used by
cybercriminals to increase
CTR, and to automate and
scale up processes



Adblockers

* Most popular protection methods
e Block URLs using pattern lists
 Difficult to maintain updated and block new methods
* Easy to evade by periodically changing the hosting domains
e Adblockers are too conservative

ABP

©
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GHOSTERY

 Why are they conservative?
e “Users want protection that does not break websites” [4]

* “When extensions break websites, users disable them based on how important the content
they are accessing is to them” [5]

e Usually do not block URLs that can impact the website functionality

[4] C. E. Wills and D. C. Uzunoglu, “What Ad Blockers Are (and Are Not) Doing,” HotWeb, 2016
[5] G. Merzdovnik, M. Huber, D. Buhov, N. Nikiforakis, S. Neuner, M. Schmiedecker, and E. Weippl, “Block Me If You Can: A Large-Scale Study of Tracker-

Blocking Tools,” EuroS&P, 2017 0



GuardXP

 GuardXP addresses the two main problems of AdBlockers
 Limitations of blacklists (hard to maintain and easy to evade)
* Functionality loss (block less than they should)

e i — e A§I_Tra.:k: Aulomalig Detection and Removal of Web
. - facking Code with Minimal Functionality Loss

Moy St o

[t R e

e GuardXP is based on two previous works:

* TrackSign: For discovering new tracking methods
(INFOCOM 2021) [6]

* ASTrack: For selectively blocking tracking code
(INFOCOM 2023) [7]

[6] TrackSign: Guided Web Tracking Discovery: https://personals.ac.upc.edu/pbarlet/papers/TrackSign.Infocom2021.pdf
[7] ASTrack: Automatic Detection and Removal of Web Tracking Code with Minimal Functionality Loss: https://arxiv.org/pdf/2301.10895.pdf
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https://personals.ac.upc.edu/pbarlet/papers/TrackSign.Infocom2021.pdf
https://personals.ac.upc.edu/pbarlet/papers/TrackSign.Infocom2021.pdf
https://personals.ac.upc.edu/pbarlet/papers/TrackSign.Infocom2021.pdf
https://arxiv.org/pdf/2301.10895.pdf
https://arxiv.org/pdf/2301.10895.pdf
https://arxiv.org/pdf/2301.10895.pdf

GuardXP technology

e Automatically detect unknown web trackers
* Known trackers under unknown URLs
* Completely new tracking methods

* Analyze website code instead of URLs
* Popularity: #resources that use this piece of code
 Dirtiness: %resources known to perform tracking

* Focus on code structure rather than code content
* More robust against obfuscation and minification
» Selectively block tracking AST to better preserve functionality

12



Project objectives and status

* Integrate TrackSign + ASTrack into actual tools that can be used by individual
users and companies to protect their privacy and security (GuardXP)

1) NetSamurai Plugin > pEntn ol
* Cleans tracking code from user browser activity 3ot NetSamurai
* Main challenges: Online operation + Browser limitations e
* Firefox-based browsers

Paywall Tracking
Cleaning on @ Cleaning on @

Resources cleaned: 6 total (4 unique)

@ https://addons.mozilla.org/en-US/firefox/addon/netsamurai o et

play.google.com
alb.reddit.com

0418887.ingest.sentry.io
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https://addons.mozilla.org/en-US/firefox/addon/netsamurai
https://addons.mozilla.org/en-US/firefox/addon/netsamurai
https://addons.mozilla.org/en-US/firefox/addon/netsamurai
https://addons.mozilla.org/en-US/firefox/addon/netsamurai

Project status

1343 8813

2) NetSamurai Browser
* GuardXP protection for Android repnieenen 2% R R L e
* Available at Play Store T hE
https://play.google.com/store/apps/det =
ails?id=com.ikusa.netsamurai PP | —
- 5750 15

GuardXP: From Data
Privacy to Improved
Cybersecurity

3) NetSamurai Firewall
* Protection for mobile apps
* Blocks privacy-invasive connections

e Currently under development

14


https://play.google.com/store/apps/details?id=com.ikusa.netsamurai
https://play.google.com/store/apps/details?id=com.ikusa.netsamurai
https://play.google.com/store/apps/details?id=com.ikusa.netsamurai

Project status

4) Net Samurai Proxy
e Clean tracking code from company’s web traffic by intercepting all web connections
* Main challenges: Online operation + SSL / HTTPS
» Offered as cloud-based Saa$S or on-premise

b~ Overview b= Personal Data Leakage

1.8k 102.0k
0d 00:59 38.0 MB " . E
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&S The GuardXP project: e
W Strengthening cybersecurity through privacy

& RIPE Labs post: https://labs.ripe.net/author/pbarlet/guardxp-from-data-privacy-to-
improved-cybersecurity

*9 Plugin: https://addons.mozilla.org/en-US/firefox/addon/netsamurai

e Browser: https://play.google.com/store/apps/details?id=com.ikusa.netsamurai

Proxy and firewall: Coming soon!

This project is sponsored by Ripe NCC (2024 Community Projects Fund) (%R"’ENCC




