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The problem 
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Consent managers 
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The privacy paradox 
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Second-party trackers 
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Second-party trackers 
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943 “partners” 



User tracking 

• Trackers are present in >90% of the websites 

• They can easily recover our browsing history (at least) 

• They can track us even if we delete cookies, use private mode, DNT, VPN, etc. 

 

7 



Why should we care about that? 

• Data brokers: Companies whose primary source of revenue is selling 
user personal information in data market places [1] 

 

• Dangers for the user 
• Profiles may be (most surely) incorrect 
• There is no easy way to discover and correct it (despite GDPR) 
• There is no easy way to know to whom our info was sold to [2,3] 
• There is no easy way to know how this is impacting us!! 
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[1] A. Rieke, H. Yu, D. Robinson, and J. van Hoboken, “Data Brokers in an Open Society”, Open Society Foundations 2016 
[2] https://nrkbeta.no/2020/12/03/my-phone-was-spying-on-me-so-i-tracked-down-the-surveillants/ 
[3] https://techcrunch.com/2023/05/21/the-government-cant-seize-your-data-but-it-can-buy-it/ 



Security implications 
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Key findings 
 
Personal data is bought and 
leveraged by cybercriminals 
to orchestrate attacks, 
including phishing and 
ransomware 
 
LLM and generative AI are 
effectively used by 
cybercriminals to increase 
CTR, and to automate and 
scale up processes 
 
 



Adblockers 

• Most popular protection methods 
• Block URLs using pattern lists 
• Difficult to maintain updated and block new methods 
• Easy to evade by periodically changing the hosting domains 
• Adblockers are too conservative 

 

• Why are they conservative? 
• “Users want protection that does not break websites” [4] 
• “When extensions break websites, users disable them based on how important the content 

they are accessing is to them” [5] 
 

• Usually do not block URLs that can impact the website functionality 
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[4] C. E. Wills and D. C. Uzunoglu, “What Ad Blockers Are (and Are Not) Doing,” HotWeb, 2016  
[5] G. Merzdovnik, M. Huber, D. Buhov, N. Nikiforakis, S. Neuner, M. Schmiedecker, and E. Weippl, “Block Me If You Can: A Large-Scale Study of Tracker-
Blocking Tools,” EuroS&P, 2017 



GuardXP 

• GuardXP addresses the two main problems of AdBlockers 
• Limitations of blacklists (hard to maintain and easy to evade) 

• Functionality loss (block less than they should) 

 

• GuardXP is based on two previous works: 
• TrackSign: For discovering new tracking methods  

     (INFOCOM 2021) [6] 

• ASTrack: For selectively blocking tracking code  
  (INFOCOM 2023) [7] 
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[6] TrackSign: Guided Web Tracking Discovery: https://personals.ac.upc.edu/pbarlet/papers/TrackSign.Infocom2021.pdf 
[7] ASTrack: Automatic Detection and Removal of Web Tracking Code with Minimal Functionality Loss: https://arxiv.org/pdf/2301.10895.pdf 
 

https://personals.ac.upc.edu/pbarlet/papers/TrackSign.Infocom2021.pdf
https://personals.ac.upc.edu/pbarlet/papers/TrackSign.Infocom2021.pdf
https://personals.ac.upc.edu/pbarlet/papers/TrackSign.Infocom2021.pdf
https://arxiv.org/pdf/2301.10895.pdf
https://arxiv.org/pdf/2301.10895.pdf
https://arxiv.org/pdf/2301.10895.pdf


• Automatically detect unknown web trackers 
• Known trackers under unknown URLs 

• Completely new tracking methods 

 

• Analyze website code instead of URLs 
• Popularity: #resources that use this piece of code 

• Dirtiness: %resources known to perform tracking 

 

• Focus on code structure rather than code content 
• More robust against obfuscation and minification 

• Selectively block tracking AST to better preserve functionality 

 

GuardXP technology 
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Project objectives and status 

• Integrate TrackSign + ASTrack into actual tools that can be used by individual 
users and companies to protect their privacy and security (GuardXP) 

 

1) NetSamurai Plugin 
• Cleans tracking code from user browser activity 

• Main challenges: Online operation + Browser limitations 

• Firefox-based browsers 
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https://addons.mozilla.org/en-US/firefox/addon/netsamurai 
 

https://addons.mozilla.org/en-US/firefox/addon/netsamurai
https://addons.mozilla.org/en-US/firefox/addon/netsamurai
https://addons.mozilla.org/en-US/firefox/addon/netsamurai
https://addons.mozilla.org/en-US/firefox/addon/netsamurai


Project status 

2) NetSamurai Browser 
• GuardXP protection for Android 

• Available at Play Store 

 

 

 
3) NetSamurai Firewall 

• Protection for mobile apps 

• Blocks privacy-invasive connections 

• Currently under development 
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https://play.google.com/store/apps/det
ails?id=com.ikusa.netsamurai 

https://play.google.com/store/apps/details?id=com.ikusa.netsamurai
https://play.google.com/store/apps/details?id=com.ikusa.netsamurai
https://play.google.com/store/apps/details?id=com.ikusa.netsamurai


Project status 

4) Net Samurai Proxy 
• Clean tracking code from company’s web traffic by intercepting all web connections 

• Main challenges: Online operation + SSL / HTTPS 

• Offered as cloud-based SaaS or on-premise 
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The GuardXP project: 
Strengthening cybersecurity through privacy 

RIPE Labs post: https://labs.ripe.net/author/pbarlet/guardxp-from-data-privacy-to-

improved-cybersecurity  

Plugin: https://addons.mozilla.org/en-US/firefox/addon/netsamurai  

Browser: https://play.google.com/store/apps/details?id=com.ikusa.netsamurai  

Proxy and firewall: Coming soon! 

This project is sponsored by Ripe NCC (2024 Community Projects Fund) 


