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As Al-deception grows, a mindful pause
can make all the difference.
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Training and Awareness Principles

Security training at

GEANT should be
engaging and
interactive Training should be
differentiated for
groups depending on

need
Training should not

be a tick-box exercise

Training should be
bespoke and discuss

the GEANT
environment

Security training at
GEANT will not be
punitive in its
approach (no phishing
campaigns)

GEANT.ORG




UPHOLDERS

What MUST | do
to comply / pass

OBLIGERS
| am ON IT

Happiness Project

o1}
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QUESTIONERS

WHY are we doing
this, what is the
purpose?

REBELS

Need freedom, need to
make their own choices
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Microsoft account password change g Inbox x

Support <support@msupdate.net>

tome «

Microsoft account

Your password changed

Your Microsoft account passwrd was changed.
If this was you, then you can safely ignore this email.

Security info used:

Country/region: United States
Platform: i0S

Browser: Safari
IP address: 77.196.86.10

If this wasn't you, your account has been compromised. Pleas follow IMMEDIATELY:
1. Reset your password.
2. Review your security info.

3. Learn how to make your account more secure.
You can also opt out or change where you receive security notifications.

Thanks,

The Microsoft account team

)
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Microsoft account password change g Inbox x

Support <support@msupdate.net> \

tome «

Microsoft account /

Your password changed

Your Microsoft account passwrd was changed.
/ If this was you, then you can safely ignore this email.

Security info used:

Country/region: United States
Platform: i0S

Browser: Safari

IP address: 77.196.86.10 ~ €¢— i

If this wasn't you, your account has been compromised. Pleas follow IMMEDIATELY:
—» 1. Reset your password.
—» 2. Review your security info.

—» 3. Learn how to make your account more secure.
You can also opt out or change where you receive security notifications.

Thanks, T

The Microsoft account team <€—
)
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Secure Communications

m)o o

Communicating about
compliance

Secure Communications outside the
CSIRT

PSIRTs and GEANT?



TLP Traffic Light Protocol N | TF-CSIRT

e TLP CLEAR
Unlimited — no restrictions

* TLP GREEN
Community-wide, not public

. TLP AMBER @
In-house (organization + clients), need-to-know distribution

* TLP AMBER+STRICT
In-house (organization ONLY), need-to-know distribution

* TLP RED e
Personal, for named! recipients! only! |

More information: https://www.first.org/tlp
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https://www.first.org/tlp

Group Discussion *y | TF-CSIRT

What problems might exist with using either of the standards for
secure communication presented here (NDA / TLP / Classification)?
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The Players TRANSITS

Software
developer

CSIRT

A Junior
Designer
Student
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Discussion 8: Managing Vulnerabilities g | TF-CSIRT

TRANSITS

Two weeks ago someone report a vulnerability in your
web application

[e)e)e) Web Page Title o
D)

(<) (&) (&) (H]® http:/ I yourbill.bigcompany.com/ noauth/ customer2345/ ) C

* He used the main E-Mail Address of the organization

MMMMMM

Overview

* He accessed details of customers by careful choice of

Pieces  Adress Type Information U R L
454 Longstreet 12 Bill Order 987986405680
,,,,, 06.06.2016 USD 128547.00 5 Shortly 1 Bill Order 980968950 .
i 062016 12:54  EUR 6'599.00 3 D-tour 23 Receipt  Order 897495 P EVI d e n Ce Wa S a S C re e n S h Ot
1312 EUR 893.84 12 Longstreet 12 Bill Supporting parts to Order 98085
USD 3'567.95 2 shorty1 eceipt  Order 76587456

* E-Mail routed to corporate lawyers, who threatening to
report to the police

N [«PT

What legal issues arise?

How could they been avoided?
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Thank You

Any questions?

www.geant.org
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