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Training and Awareness Principles

Training should not 
be a tick-box exercise

Security training at 
GÉANT will not be 

punitive in its 
approach (no phishing 

campaigns)

Security training at 
GÉANT should be 

engaging and 
interactive

Training should be 
bespoke and discuss 

the GÉANT 
environment

Training should be 
differentiated for 

groups depending on 
need 
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Happiness Project

UPHOLDERS
What MUST I do 
to comply / pass

OBLIGERS

I am ON IT

QUESTIONERS

WHY are we doing 
this, what is the 
purpose?

REBELS

Need freedom, need to 
make their own choices



7     | GEANT.ORG



8     | GEANT.ORG



9     | GEANT.ORG



10     | GEANT.ORG

21
Communicating about 

compliance 3

PSIRTs and GÉANT?

Secure Communications outside the 
CSIRT

Secure Communications
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• TLP CLEAR
Unlimited – no restrictions

• TLP GREEN
Community-wide, not public

• TLP AMBER
In-house (organization + clients), need-to-know distribution

• TLP AMBER+STRICT
In-house (organization ONLY), need-to-know distribution

• TLP RED
Personal, for named! recipients! only!

More information: https://www.first.org/tlp

TLP Traffic Light Protocol

https://www.first.org/tlp


What problems might exist with using either of the standards for 
secure communication presented here (NDA / TLP / Classification)?

Group Discussion
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The Players

Software
developer

CSIRT
OfficerJunior 

Designer

Network Engineer
Sys. Admin 

CSIRT

CEO

Student
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Discussion 8: Managing Vulnerabilities

• Two weeks ago someone report a vulnerability in your 
web application

• He used the main E-Mail Address of the organization

• He accessed details of customers by careful choice of 
URL

• Evidence was a screenshot

• E-Mail routed to corporate lawyers, who threatening to 
report to the police

• What legal issues arise?

• How could they been avoided?

Googlehttp:/ / yourbill.bigcompany.com/ noauth/ customer2345/

Web Page Tit le

201620172018Overview

▶ Overview

▶ 2018

▼ Bill 

▼ Receipt

▶ 2017

▼ Bill

▶ Open

▶ Paid

▶ 2016

▶ Settings

M. User

Order 897495

Order 76587456

Order 980968950

Supporting parts to Order 98085

Order 987986405680

Information

45

454

USD 3’567.95

3

Shortly 1

06.06.2016 13:12

Longstreet 12

06.06.2016 12:54

Amount

06.06.2016 09:21

Receipt

Time/Date

Shortly 1

Adress

06.06.2016 07:00

2 Receipt

12

EUR 6’599.00

EUR 893.84

06.06.2016 15:44

Bill

Bill

Bill

USD 12’8547.00

Longstreet 12

TypePieces

USD 234’875.00

D-tour 23

Bills / Receipt



Thank You
Any questions?

www.geant.org
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