Chilean Cybersecurity Framework Law: An Opportunity to
Strength Cybersecurity Services MNA
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Key aspects (1) - Objective and Institutions RGANA

« Chilean Law 21.663[1] establishes a national framework to strengthen
cybersecurity, protect critical infrastructure, and coordinate public and

private response to cyber incidents. <5§>
Key Institutional Elements o

- ANCI: National Cybersecurity Agency ANCI

AGENCIA NACIONAL
DE CIBERSEGURIDAD

= Autonomous public agency under the Ministry of the Interior.
= Cenftral authority for cybersecurity coordination, regulation, and

supervision.
= [ssues binding technical regulations and oversees compliance. CS I RT
= Operates the National CSIRT and coordinates incident response at e

national level.

[1] hitps://www.bcn.cl/leychile/navegar2idNorma=1202434 (In Spanish)




Key aspects (2) - Service Operators and Reporting REUNA

» Essential Services Providers (ESP):

= Enfifies (public or private) delivering critical services (e.g., energy, transport, water, finance,
telecom, health, pharmaceuvutical research, digital infrastructure).

= Must implement cybersecurity risk management frameworks and notfify incidents.

= Subject to ANCI's supervision and audits.

» Operators of Vital Importance (OVI):

D [©

= Organizations whose systems' disruption could seriously affect national security or public
order.

= Require stricter security measures and periodic compliance certifications.
= Must ensure 24/7 incident detection and response capabilities.

&l <

* Incident Reporting:

= Immediate notification to ANCI upon detecting a cybersecurity incident.
» |Incidents are classified by severity; reporting deadlines vary by category.
= ANCI may order containment, mitigation, or public communication measures.
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Strenghtening the R&E Cybersecurity in Chile RGUNA

Services Collaboration
development
.Suppor! to Training/Awareness
innovative . epe
activities

ideas/projects




|
Services focused on the R&E community REANA

« CSIRT.REUNA[2]: An open CSIRT for all the Chilean R&E
institutions.

Main goal: To support the resolution and/or mitigation of
reported cybersecurity incidents, coordinate
communication and response efforts with national and
Infernational stakeholders, and promote awareness and
training activities.

Services for REUNA partner institutions[3]

« eduSCAN: Vulnerability scanning and mitigation platform.

« eduAware: Institutional awareness and training platform.

[2] https://csirt.reuna.cl/ (In Spanish)

[3] hitps://www.reuna.cl/servicios/identidad-y-seguridad/ (In Spanish)



Supporting innovative initiatives RAANA

 Cybersecurity Core Competencies
Program [4]: A program featuring @
competency framework and a tool
for measuring and certifying those
competencies - UV / ULagos / ICDT

Programa de
Competencias Esenciales
en Ciberseguridad - PCEC

Diciembre 2023

* Intrusion.aware: Comprehensive
platform for detecting and
responding to cyberattacks using
artificial intelligence - UAI

[4] hitps://www.reuna.cl/programa-competencias-esenciales/ (In Spanish)




National & International Collaboration RELNA

*uUciso I

Q Red Universitaria de Colaboracion en Ciberseguridad PATIIV IS LIMLENG

REUNA Partner institutions DERECHO Y TECNOLOGIAS

AGENCIA NACIONAL
/i DE CIBERSEGURIDAD

Government ) U

NRENS

Other organizations eduLACSey
CsSirt o8 A5

Latin America an
Centro de Respuesta a ~  Caribbean Cyber
Incidentes de Seguridad Compstence Cantre




Training and Awareness Activities [5]

 Open Webinars

» Technical workshops
* Legal workshops

« Courses

[5] https://csirt.reuna.cl/taller/ (In Spanish)

SESION INAUGURAL

LEY MARCO DE
CIBERSEGURIDAD .
PARA UNIVERSIDADES

NUEVO CURSO VIRTUAL
CIBERSEGURIDAD PARA EDUCACION SUPERIOR

Inicio de clases
13 DE NOVIEMBRE 2023

Mas informacion en

HTTPS://CSIRT.REUNA.CL

COMPETENCIAS ESENCIALES

NUEVA LEY DE PROTECCION DE DATOS: EN CIBERSEGURIDAD . =
DESAFIOS PARA EL ECOSISTEMA DE Autocuidado y Proteccién de Datos en linea W&, ,’
EDUCACION E INVESTIGACION

29 DE ENERO, 11:00 HRS. X 0 ﬁ
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