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Bona Fide Researcher Verification

Science is universal and favors collaboration, independent verification
• Use case: The user, when presented with some profile information about a 

researcher unknown to them, should get some indication whether said person 
is a “researcher in good faith” - or “bona fide researcher”

• Reason: avoid friction - missed opportunities, unnecessary extra work - 
disambiguation 

• Reason: avoid fraud, made-up accounts, fake reviewers, fake authors
• Use case: conflict of interest detection

• Funding Agencies, PhD boards, Open Positions
Proof-of-Concept use case

• In the journal system the user receives - author information, pointers to 
reviewer, get some information

“Between 2014 and 2018, the researcher pool grew three times 
faster (13.7%) than the global population (4.6%). This translates 
into 8.854 million full-time equivalent (FTE) researchers.” 

UNESCO Science Report 2021

“Oransky (2020) reports that over 600 papers 
were redacted due to the manipulation of the 
reviewers by the authors.”  

Upcoming paper by the Incubator team



Theory

Researcher profile in 
target system

Verified/activa
ted email

Research & Scholarship

CRIS/CERIF - Common European 
Research Information Format

UNICEF ~ RoR

• Is the person real?
• Is the the 

person who they claim?
• Expertise in the field?
• No conflict of interest?



ó
Target 

Application with 
UX (OJS)

Bona Fide 
Backend 

(Aggregates data, 
generates 

researcher graph)

API

Crossref

ORCID

RoR

ORCID itself
email

publications-> 
co-authorship, 
titles (field)

EOSC
publications-> 
affiliations

Overlap, but
Different 
search 
behavior

Institution 
(affiliation, email 
domain)

Field-specific, 
graph generation

Other candidates investigated:
SSRN
DBLP
IEEE Xplore (throttled/limited API)
Sherlock, maigret

Architecture

arXiv



Basic principles



Data representation



Challenges

Names are hard

• transliterations, initials, name order, cultural differences
• Solution: fuzzy matching, flexible name order

Merging

• We get the similar data in various paths authors, institutions, articles
• Solution: data aggregation with alternative values f

Ranking

• more data = more trust ?, more precise matches = more trust ? 
• some authors with many articles, affiliations etc. skew the results
• Solution: primary and secondary ranking - perfect matches & supporting info



CLI Tool Demo - successful case

Target: Mihály Héder



CLI Tool Demo - successful case



CLI Tool Demo - problematic case

Target: John Smith



CLI Tool Demo - problematic case

Target: John Smith



Input and output formats

- CLI
- running a script verify_eduperson.py with arguments
- response presented in the terminal window as structured text

- API
- querying the researcher info using JWT in HTTP request
- hybrid response:

- active polling of the status endpoint
- passive awaiting at the callback url

- response presented in JSON format
- multiple researchers can be queried at the same time, concurrent 

processing



Research Organization Registry - Email Lookup

https://api.ror.org/v2/organizations?query.advanced=
locations.geonames_details.country_code:[COUNTRY_CODE] + AND +
links.type:website + AND + 
links.value:[DOMAIN_RELATED_WORD]



Research Organization Registry - Email Lookup

Website of the organization

Score breakdown

Crossref Reference

DNS 
comparison

WHOIS 
comparison



Research Organization Registry - Email Lookup



arXiv - Graph of connections between researchers

https://docs.google.com/file/d/1DBt6noEi7JeUBJUxsNYjokkzhfmO6ah7/preview


arXiv - Graph of connections between researchers



OJS 3.4 plugin: Previous work

https://docs.google.com/file/d/1QDpc3KP7S6f2xTbv-6K39k_y6suMxbjf/preview


OJS 3.5 plugin: Overview

Source repository: https://github.com/alexarlord-boop/bona-fide-ojs 

● OJS Upgrade 3.4 → 3.5: Vue3 frontend framework, features deprecation

● Enhanced DX, Artefact generation workflow

● New features

○ Subscores UI

○ Graph representation

○ JSON reports

https://github.com/alexarlord-boop/bona-fide-ojs


OJS 3.5 plugin: Development

Source repository: https://github.com/alexarlord-boop/bona-fide-ojs 

https://github.com/alexarlord-boop/bona-fide-ojs


OJS 3.5 plugin: Deployment

https://docs.google.com/file/d/1I3jSTtW1nyge1u9GlmhTHKYwhYYDTeBj/preview


OJS 3.5 plugin: Scoring Feature

https://docs.google.com/file/d/1X_hqSNbwQTsuDmGljcu3FtQH8WozImmR/preview


OJS 3.5 plugin: Report Feature

https://docs.google.com/file/d/1dlzOepjHEHzea9rGVKbJ3zvd7aY29xgU/preview


OJS 3.5 plugin: Settings Feature

https://docs.google.com/file/d/1LOOOGE-ujSsXkl6shFLpHJSrU9lYa-bX/preview


Limitations & Plans

• Wording: trust/assurance about the information (not the person)!
• multi-dimensional as per CoARA principles

• Limitation: does not work for fresh/new academics
• Not better than eduGAIN+R&S

• Future work
• Check the wording/language on the UX
• Further data sources
• OJS- revisit federated login, data harmonization
• Testing

• Links
• OJS frontend: https://github.com/alexarlord-boop/bona-fide-ojs
• RoR script: https://github.com/JovanSimonoski/GEANT-TIM-BonaFide
• ArXive script:  https://github.com/JovanSimonoski/GEANT-TIM-BonaFide

Please get involved:
mihaly.heder@sztaki.hu

https://github.com/alexarlord-boop/bona-fide-ojs
https://github.com/JovanSimonoski/GEANT-TIM-BonaFide
https://github.com/JovanSimonoski/GEANT-TIM-BonaFide

