	
	GDPR
	NIS2
	AI Act
	DORA
	CRA

	Enforced 
	2018
	Oct 2024
	Aug 2026
	Jan 2025
	Oct 2026

	Scope
	Data Protection
	Cybersecurity for organisations / infrastructure
	AI Systems Compliance
	Financial Sector ICT
	Cybersecurity for Products

	Report to
	Data Protection Supervisory Authority in your country
	National CSIRT or competent authority
	National market surveillance authority (MSA) or AI office
	Relevant competent authority
	Designated CSIRT and ENISA

	Who?
	Data controllers.
	Operators of highly critical and critical services.
	Providers of high-risk AI systems
Deployers of AI systems (users) if incident affecting health, safety, or fundamental rights.
Providers of General Purpose AI (GPAI) models with systemic risks
	Financial entities.
	Manufacturers, importers, and distributors of products with digital elements that are sold on the EU market.

	Timeline for Reporting
	72 hours from when controller first aware of incident – if not made within 72 hours to be accompanied with reasons for the delay.*
	Early warning within 24 hours. 
Incident notification within 72 hours.
Final report within one month.
	Immediately after an issue has been identified, no later than 15 days.
An initial report may be issued if all the information is not ready.
Providers of GPAI models to report serious incidents to the AI Office without undue delay.
	24 hours – initial notification
72 hours – intermediate report
One month later – final report.

	Early warning notification within 24 hours. 
Vulnerability report within 72 hours.
Final report one month later (14 days after mitigation for vulnerabilities).

	Threshold for Reporting
	Required to report unless there is unlikely to be a high risk to rights and freedoms of individuals.
	If the incident is significant (severe operational disruption or financial loss)
If it has caused material or non-material damage to a natural or legal person.
	If it is a serious incident – death or serious harm to health, disruption to critical infrastructure,  infringement of rights, serious harm to property or the environment.
	Major incidents  - high adverse impact on the network and information systems.
	An actively exploited vulnerability; any severe incident (the ability of a digital product to protect the availability, authenticity, integrity or confidentiality of sensitive or important data or functions).

	What to Report
	Nature of the breach (including numbers)
Likely Consequences
Measures taken to mitigate.
	72 hours – assessment, impact, IoC
Full report – detailed overview, root causes, cross border impact, mitigation factors.
	Impact assessment – variations apply depending on the issue in hand.  Still be consulted on.
	First notification – basic information
Intermediate report – status and handling
Full report – root cause and mitigation factors.
	72 hours – general information, corrective actions, information for users
14 day – detailed on how vulnerability exploited.

	Communication with Affected Users
	Notify data subjects of breach without undue delay but ONLY where there is a high risk to the rights and freedoms of natural persons.
	Notify service users where a significant incident has occurred, and any measures or remedies.
	Still be consulted on.
	Must notify their clients and end-users about significant incidents.
	Must report vulnerabilities to people or entities using the product.

	Potential Penalties
	a lower tier of up to €20 million or 2% of annual global turnover, and a higher tier of up to €20 million or 4% of annual global turnover, whichever is greater
	Essential Entities: €10 million or 2% of the global annual revenue, whichever is greater.
	Range of different fines: €7.5 million - €35 million or 1% - 7% of global annual turnover, whichever is greater.
	Range of different penalties including financial penalties aimed at individuals (management)
	Up to €15 million or 2.5% of worldwide annual turnover for violations. €5 million or 1% of global turnover for providing inaccurate information to authorities.



