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Wiki with 11 themes

TLP Amber 

1. General
2. Assets
3. Management 

and operation 
4. Continuity
5. Cryptography
6. Employment
7. Information 

security incidents
8. Suppliers
9. Employees
10. Development 

systems and 
software

11. Access (physical 
and logical) 



One of the Theme’s: General
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Links to policies

What is expected of the 
service

Explanation



To develop: Security Agenda
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In Black: actions to be 
initiated on SURFnet 
level 

In Red: actions to be 
initiated by the services

Currently defined in 
- Regular
- Monthly
- Yearly



Implementation: per service 
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Status per Color 

- Fully (green) 
- No (red) 
- Questions 

(Blue)
- Not necessary 

(grey) 

Description, 
Comments on the implementing 
process

Implementation per 
theme



Implementation: 
linked to risks from the risk analyses 
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Implementation per 
theme based on the 
risks from risk analyses



Process of the Risk analyses
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• Based on risk analyse method

Steps in process
1. To set goals (Goals within the SURFnet service f.i. SURFconext)
2. Risk identification (to Identify the scope of a risk and specific risks)
3. Prioritization of the risks from high to low 
4. Causes and consequenses
5. Planning acttions

External Company 
helping us



Identifying risks and prioritization risks 
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1. 

The team members of the 
service may, in turn, name a 
risk which threatens the 
service. This does not take 
into account which risk is a 
greater threat than the other.
This is done until everyone 
named their known risks.

This will creates a list that 
sometimes consists of 30 
different risks.

3. 

The team members of 
the service vote for the 
risks based on  

IMPACT

And 

CHANCE 

2. 

The ’ standard’ risks of 
ISO 27 003

Can be included in the list of 
risks



This results in a ranking of Risks 
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Based on Impact vs. Chance 

This results in a top 10 of Risks 
(The numbers of the risks are the risks from 
the  total list)  



Heatmap of the top 10 risks
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Base for the plans to mitigate these risks as mentioned above



Coable

• A security management tool capable of registering and monitoring risks
and compliance for multiple control frameworks. 

• We are using it for security as well as for compliance with our privacy framework."

• Can do a demo at next opportunity/meeting
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