2017-09-25 Security email: LinkedIn fishing campaign

Action:

The below email was sent.

From:

rtofte@nordu.net

Recipents:

norduall@nordu.net

Heading:

2017-09-25 Security email: LinkedIn fishing campaign

Body:

Hi,

Phishing campaign
By now you all know we had our own first phishing campaign last week.
How well do you think we all handled it?

| can tell you, that many of you contacted CERT@nordu.net, and made us aware that you spotted a phishing attempt.
This is actually great news, as this is the correct thing to do.

| can however also reveal, that some of you clicked the link, and a few even tried to enter their credentials (some more than once).
This is not so good, and is something we should work with.

Stats for the campaign

Fishing Campaign Chart: LinkedIn

= Received email, but no click = Clicked link, no credentials entered = Entered credentials 1 time

Entered credentials 2 times u Entered credentials 3 times

What can you do


mailto:rtofte@nordu.net
mailto:norduall@nordu.net
mailto:CERT@nordu.net

Here is a method to spot something that is bad.
It is not fool proof!
If you can tell that it looks fishy, then it probably is, but even if you cannot tell it looks fishy, it still might be a malicious link.

On the Mac:

Hover the mouse over the different links or pictures, and you get an address which the link provides. In these examples you can see the link is
fishy.

Example 1

Rene Buch @LinkedIn 18 September 2017 at 15.55
Update your LinkedIn profile before September 25th
To: Robert Noack Tofte

m Robert Tofte
https://linkedin-dk1.xn--cm-45r.com/

index.html?

logon=d5d0e8a9-7396-4487-835e-39908bf56

781 . '
Hi Voo yuu nave woon asnou w update your LinkedIn profile

by the following person:
Rene Buch

CEO
NORDUnet

View profile m

Unsubscribe | Help

You are receiving Invitation emails.
This email was intended for Robert Tofte ( at NORDUNet). Learn why we included this.

Linked T}

© 2016 LinkedIn Ireland Unlimited Company, Wilton Plaza, Wilton Place, Dublin 2.
LinkedIn is a registered business name of LinkedIn Ireland Unlimited Company.
LinkedIn and the Linkedin logo are registered trademarks of LinkedIn.

Example 2



Rene Buch @LinkedIn 18 September 2017 at 15.55
Update your LinkedIn profile before September 25th
To: Robert Noack Tofte

m~ Robert Tofte

Hi Robert, you have been asked to update your LinkedIn profile
by the following person:

Rene Buch
CEO
NORDUnet

View profile m

https://linkedin-dk1.xn--cm-45r.com/
index.html?
logon=d5d0e8a9-7396-4487-835e-39908bf56
781

You are receiving Invitation emails.
This email was intended for Robert Tofte ( at NORDUNet). Learn why we included this.

Linked i}

© 2016 Linkedin Ireland Unlimited Company, Wilton Plaza, Wilton Place, Dublin 2.
LinkedIn is a registered business name of LinkedIn Ireland Unlimited Company.
Linkedin and the Linkedin logo are registered trademarks of LinkedIn.

On the iPhone:

If you touch with your finger on the links for more than a second, and then lift the finger, you get presented with a link.
If however you hold the finger for too short a time, it will actually open the link!

Example 1

https://linkedin-dk1.com.com/index.htmi?logon=8dd7559e-
f39b-4f03-b8B7-deeebb562160

Abn

Faoj til laeselisten

Kopier

In future emails, other methods such as telling whether an email is signed or not will be discussed.

Med venlig hilsen / Best regards



Robert Noack Tofte
CISO

NORDUnet A/S
Kastruplundgade 22,1
DK-2770 Kastrup
Denmark

Mobile: +45 31 18 74 04
E-mail: rtofte@nordu.net
www.nordu.net
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