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1 User Management

Before you start to use your DigiCert Account, work with your DigiCert account representative to set
up your account structure (Divisions and Subdivisions) and permissions. Depending on how your
account is structured, some of the features discussed in this section may not be included in your
Division, Subdivision, or in your account altogether.

For example, in the How to View Account Users instruction, you may not be able to use the Division
drop-down list to view users in other Divisions.

1.1 Roles and Account Access
Account administrators do not assign permissions to individual users. Instead, they assign each
user a role (Administrator or User). The role assigned to the user determines which Division
account features they can access.

During account set up with your DigiCert representative, you create your account structure
(“divisions) and define what permissions the Administrator and Users roles can access at each
Divisional level.

1.1.1 Administrator Role
The primary function of the Administrator role is to allow an administrator to manage their
Division and/or Subdivision(s) by having full access to the features needed to fulfill their
managerial tasks. An Administrator’s task may include managing users, two-factor
authentication, reports, Divisions, Subdivisions, domains, etc. What an Administrator can and
cannot do is determined during account setup with you DigiCert representative.

1.1.2 User Role
The primary function of the User role is to allow a user to fulfill specific duties inside their
Division or Subdivision by providing them with just enough access to the features needed to
accomplish their tasks. A User’s tasks may include running reports or ordering certificates. What
a User can and cannot do is determined during account setup with your DigiCert representative.

1.1.3 CS Verified User
CS Verified Users can approve certificate request for Code Signing certificates. For a user to be a
CS Verified User, they must have a phone number and job title.

1.1.4 EV Verified User
EV Verified Users can approve certificate request for EV SSL Plus, EV Multi-Domain and EV Code
Signing certificates. For a user to be an EV Verified User, they must have a phone number and
job title.
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1.2 Managing Users

Typically, Administrators manage the administrators and users of their Division(s). Managing users
may include adding account users, deleting account users, editing user account details and roles,
managing APl user’s keys, and managing guest keys.

1.2.1 How to Add Users to Your Account
1. Inyour account, in the sidebar menu, click Account > Users.

2. Onthe Manage Users page, click + New User.

3. Onthe New Users page, provide the following details for the new user:

First Name: Type the user’s first name.

Last Name: Type the user’s last name.

Email: Type an email address at which the user can be contacted.
Phone: Type a phone number at which the user can be reached.

A phone number is required if the user will be an EV Verified User
(able to approve EV Multi-Domain, EV SSL Plus, and EV Code
Signing certificate requests) and/or a CS Verified User (able to
approve Code Signing certificate requests).

Job Title: Type the user’s job title.

A job title is required if the user will be an EV Verified User (able to
approve EV Multi-Domain, EV SSL Plus, and EV Code Signing
certificate requests) and/or a CS Verified User (able to approve
Code Signing certificate requests).

Username: Type the username for the user.

Although you can create a unique username for each user, we
recommend using their email address (i.e.
john.doe@example.com).

Division: In the drop-down list, select the Division or Subdivision to which
you want to assign the user.

Role: In the drop-down list, select a role for the user: Administrator or
User.

4. When you are finished, click Save User.
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The user should be added to the account (Account > Users), and you should receive the
“Successfully created “username’” message.

The newly added user will be sent an email that contains a link, which lets them create a
password to log into the account.

1.2.2 How to Resend the DigiCert User Account Created - Action Required Email
If a newly added user deletes or loses the DigiCert User Account Created - Action Required email

before they create their password, you can resend the email.

As soon as you resend the DigiCert User Account Created - Action Required email, the old link

expires and cannot be used to create a password. If the expired link is used, the following

message is displayed:

“The emailed link is invalid or has expired. Try resetting your password or try logging in to
resolve the issue.”

In your account, in the sidebar menu, click Account > Users.

On the Manage Users page, in the Division drop-down list, select the Division or Subdivision
to which you assigned the new user.

To the right of the new user to whom you need to resend the DigiCert User Account Created
- Action Required email, click View.

On the “User” page, click Resend Create User Email.

You should receive the “Successfully resent create user email” message. The newly added
user will be resent the Create User Email with a new link, which lets them create a password
to log into the account.

1.2.3 How to Edit User Accounts

1.
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In your account, in the sidebar menu, click Account > Users.

On the Manage Users page, in the Division drop-down list, select the Division or Subdivision
to which the user belongs.

To the right of the user account whose details you need to modify, click View.
On the “User’s” page, click Edit User.

On the Edit User page, change any of the following details:

First Name: Edit the user’s first name.



Last Name: Edit the user’s last name.

Email: Edit the email address at which the user can be contacted.
Phone: Add, edit, or remove the phone number at which the user can be
reached.

You must provide the user’s phone number if you want them to be
an EV Verified User (able to approve EV Multi-Domain, EV SSL Plus,
and EV Code Signing certificate requests) and/or a CS Verified User
(able to approve Code Signing certificate requests).

Job Title: Add, edit, or delete the user’s job title.

You must provide the user’s job title if the user will be an EV
Verified User (able to approve EV Multi-Domain, EV SSL Plus, and EV
Code Signing certificate requests) and/or a CS Verified User (able to
approve Code Signing certificate requests).

Username: Edit the username for the user.

Although you can create a unique username for each user, we
recommend using their email address.

Role: In the drop-down list, select a different role for the user:
Administrator or User.

6. When you are finished, click Save User.
You should receive the “Successfully updated ‘username’” message.

1.2.4 How to Delete (Remove) User Accounts
1. Inyour account, in the sidebar menu, click Account > Users.

2. Onthe Manage Users page, in the Division drop-down list, select the Division or Subdivision
to which the user belongs.

3. Tothe right of the user account that you need to remove, click View.
4. Onthe “User’s” page, click Edit User.
5. On the Edit User page, click Delete User.

CAUTION: Do not click OK, unless you are sure that you want to remove the user from your
account. In the confirmation window, when you click OK, that user is
automatically removed from your account.
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6. When you receive the “This action cannot be undone. Are you sure you want to delete this
user?” message click OK.

You should receive the “Successfully deleted user” message, and the user should be removed
from the account.

1.2.5 How to Edit Your Profile
1. Inyour account, in top right corner, in the Hello, “User” drop-down list, select My Profile.

2. On the Account Settings page, change any of the following details:

First Name: Edit your first name.
Last Name: Edit your last name.
Language: To change the language for your account, in the drop-

down list, select one of the available languages.

Opt-In to DigiCert Newsletter: Select Yes if you want to receive the DigiCert
Newsletter.

3. To Change Your E-Mail Address:

If you are using your email address as your username, we recommend changing your
username to match your new email address.

i.  Tothe right of your E-Mail Address, click the edit symbol (yellow pencil).

ii. In the Change Email window, in the New Email box, enter your new email address.
iii. In the Password box, enter your password
iv.  Then click Save.

You should receive the “You have successfully updated your email address” message
and an email notifying you of the change...

4. To Change Your Username:

Although you can create a unique username, we recommend using your email address for

your username.

If you changed your email address and you are using your email address as your username,
we recommend changing your username to match your new email address.

i.  Tothe right of your Username, click the edit symbol (yellow pencil).
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In the Change Username window, in the New Username box, enter your new
username.

In the Password box, enter your password
Then click Save.
You should receive the “You have successfully updated your username”.

The next time you log into your account, you will need to use your new username to
login.

5. To Change Your Password:

To the right of Password, click the Click here to change your password link.
In the Change Password window, in the Current Password box, enter your password.

In the New Password and Re-enter New Password boxes, create and confirm your
new password.

Then click Save.
You should receive the “You have successfully updated your password” message.

The next time you log into your account, you will need to use your new password to
login.

6. To Change Your Security Question:

To the right of Security Question, click the Click here to change your security question
link.

In the Change Security Question window, in the drop-down list, select a new security
question.

In the Your Answer box, enter the answer to your new security question.
In the Password box, enter your password.

If you changed your password during this session in your account, make sure to use
your new password.

Then click Save.

You should receive the “You have successfully updated your security question and
answer” message.

7. When you are finished, click Save.
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You should receive the “Successfully saved changes to user” message.
If you changed your email address and/or username, you should see the changes now.

1.2.6 How to View Account Users
1. Inyour account, in the sidebar menu, click Account > Users.

2. Filter users by Division or Subdivision.
On the Manage Users page, in the Division drop-down list, select a Division or Subdivision.
3. Rearrange users by name, username, email address, role, or Division or Subdivision.

On the Manage Users page, click one of the column headers (Name, Username, Email, Role
or Division) to rearrange the order in which the users are listed.

4. Tothe right of a user, click View to see the user’s profile.

1.3 Managing APl Users
Typically, Administrators manage the administrators and user accounts of their Division(s).
Managing users may include issuing and revoking API keys.

1.3.1 How to Issue an API Key
1. Inyour account, in the sidebar menu, click Account > Users.

2. Onthe Manage Users page, in the Division drop-down list, select the Division or Subdivision
to which the user belongs.

3. To the right of the user to whom you are issuing the API key, click View.
4. Onthe “User’s” page, click Manage API Keys.
5. Next, open a text editor (such as Notepad).

6. On the API Keys for “user” page, under Issue New API Key, in the Key Name box, type the
name for the API key and then, click Issue Key.

7. Inthe APl Key window, under “This is your new API key. Don’t lose it! We cannot display it
again.” copy your APl key and paste it in to your text editor.

CAUTION: Do not close the API key window until you have saved a copy of the APl key. If
you close the window without recording your new APl key, you will not be able
to retrieve it. You will need to revoke the API key that you just created and
create a new one.

8. Save your text editor document, making sure to note its location.
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9.

In the APl Key window, once you have saved a copy of your API key, click Close.

10. On the API Keys for “user” page, under Current API Keys, the new APl key should now be

listed.

1.3.2 How to Revoke (Remove) an API Key

1.

In your account, in the sidebar menu, click Account > Users.

On the Mange Users page, in the Division drop-down list, select the Division or Subdivision to
which the user belongs.

To the right of the user whose APl key you need to revoke, click View.
On the “User’s” page, click Manage API Keys.

On the API Keys for “user” page, under Current API Keys, to the right of the APl key that you
need to revoke, click Revoke Key.

CAUTION: Do not click OK, unless you are sure that you want to revoke the API Key.
Revoking an API key permanently disables access for anyone who is using it.

On the Revoke API Key “name” page, under the “Are you sure you want to revoke this API
key?” message, click Revoke API Key.

You should receive the “API key revoked” message, and on the APl Keys page (Account > API
Keys) the API key’s Status should be Revoked.

1.3.3 How to View API Keys and API Key Users

1.
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In your account, in the sidebar menu, click Account > API Keys.
Filter API Keys by Status.

On the APl Keys page, in the Status drop-down list, select Active, Revoked, or ALL to filter the
keys in the list by APl key status.

Rearrange users by APl key name, APl user’s name, API key created date, or API| key status.

Click one of the column headers (Key Name, User, Created, or Status) to rearrange the order
in which the users are listed.

Revoke a user’s APl key.
i.  Totheright of the APl key you need to revoke, click Revoke.

CAUTION: Do not click OK, unless you are sure that you want to revoke the API
Key. Revoking an APl key permanently disables access for anyone who is
using it.



i.  Onthe Revoke APl Key “name” page, under the “Are you sure you want to revoke this
APl key?’ message, click Revoke APl Key.

You should receive the “API key revoked” message, and on the APl Keys page
(Account > APl Keys) the API key’s Status should be Revoked.

1.4 Managing Guest URLs

Typically, Administrators manage the administrators and user accounts of their Division(s).
Managing users may include creating and editing Guest URLs.

1.4.1 Guest URLs
A Guest URL is a link to a specific certificate’s request page. The following are the types of
certificates for which you can create Guest URLs:

Client Grid SSL

e Digital Signature Plus e Grid Premium e EV Multi-Domain

e Email Security Plus e Grid Robot Email e EVSSLPlus

e Premium e Grid Robot FODN e Unified Communications
e Grid Robot Name e SSLPlus
e Grid Host SSL e WildCard Plus

e Grid Host SSL UC

A Guest URL lets you provide a guest user with the ability to request a certificate without adding
them to your account. Guest URLs only give users access a specific certificate request page
within the account. The user cannot access anything else within the account.

1.4.2 How to Create a Guest URL
1. Inyour account, in the sidebar menu, click Account > Guest URLs.

2. Onthe Guest URLs page, click + New Guest URL.

3. Onthe New Guest URL page, in the Description box, type a brief description for the URL that
makes it easily identifiable in the list of URLs on the Guest URLs page (Account > Guest URLs).

4. Under Certificate Types, select the certificate(s) that the Guest URL allows the guest user to
request.

You can select a single certificate type or multiple types. For example, next to Client, click All
to let the guest user request all types of Client Certificates.

5. Under Certificate Validity Periods, select the validity period for the certificate(s).

You can select a single period or multiple periods. For example, next to Certificate Validity
Periods, click All to let the guest user request a 1 year, 2 year, 3 year, or Custom validity
period for their certificate.
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Note:

Some certificate types may have a maximum validity period that is less than the validity
period you selected.

For example, you select EV SSL Plus and SSL Plus, and then you select 3 years. When the
guest user orders an EV SSL Plus Certificate, the validity period will be for only 2 years. If the
guest user orders an SSL Plus Certificate, the validity period will be for 3 years.

When you are finished, click Save Guest URL.

You should receive the “Successfully created ‘Guest URL name’” message and the Guest URL
should now be listed on the Guest URLs page (Account > Guest URLs).

You can now send the Guest URL to a “guest” and let them order a specific certificate(s).

1.4.3 How to Edit a Guest URL

1.
2.

3.

4.
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In your account, in the sidebar menu, click Account > Guest URLs.
On the Guest URLs page, to the right of the Guest URL that you need to edit, click Edit.

On the Edit “Guest URL name” page, do the following:

Description Edit the brief description for the URL that makes it easily identifiable
in the list of Guest URLs on the Guest URLs page (Account > Guest
URLs).

Certificate Types Select a different certificate(s) or add a certificate(s) that the URL
allows the guest user to request.

You can select a single certificate type or multiple types. For example,
next to Client, click All to let the guest user request all types of Client
Certificates.

Certificate Validity ~ Select the validity period for the certificate(s).

Periods
Some certificate types may have a maximum validity period that is

less than the validity period you selected.

When you are finished, click Save Guest URL.

You should receive the “Successfully updated ‘Guest URL name™ message and the updated
Guest URL should be listed on the Guest URLs page (Account > Guest URLs).

You can now send the updated Guest URL to a “guest” and let them order a specific
certificate(s).



1.4.4 How to Delete a Guest URL
1. Inyour account, in the sidebar menu, click Account > Guest URLs.

2. Onthe Guest URLs page, to the right of the Guest URL that you need to delete, click Edit.
3. On the Edit “Guest URL name” page, click Delete Guest URL.

CAUTION: Do not click Delete Guest URL, unless you are sure that you want to delete the
Guest URL. Deleting a Guest URL disables anyone who is using it to request a
certificate.

4. Onthe Delete “Guest URL name” page, under the “Are you sure you want to delete this Guest
URL?” message, click Delete Guest URL.

You should receive the “Successfully deleted ‘Guest URL name” message and the Guest URL
should no longer be listed on the Guest URLs page (Account > Guest URLs).

Any copies of the Guest URL link will no longer work.

1.4.5 How to view Guest URLs
1. Inyour account, in the sidebar menu, click Account > Guest URLs.

2. Rearrange Guest URLs by the description.

On the Guest URLs page, click one of the Description column header to rearrange the order
in which the Guest URLs are listed.

2 Division Management

Before you start to use your DigiCert account, work with your DigiCert account representative to set
up your account structure (Divisions and Subdivisions) and permissions. Depending on how your
account is structured, some of the features discussed in this section may not be included in your
Division, Subdivision, or in your account altogether.

For example, in the Managing Co-Branding (Logos) section, you may not be able to add, replace, or
remove logos.

2.1 Managing Divisions
Managing Divisions typically involves adding new Divisions along with the Division’s first
administrator. Once you’ve added a Division, managing a Division may include editing basic Division
details, deactivating/reactivating a Division, managing co-branding, and ekeys, and configuring
Division two-factor authentication requirements.

During account setup with your DigiCert representative, you create Division types and define the
types of Divisions that an Administrator can manage.
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2.1.1 How to Add a New Division
1. Inyour account, in the sidebar menu, click Account > Divisions.

2. On the Divisions page, click + New Division.
3. Onthe New Division page, enter the following information to about the Division:

You can go back and modify these details after you’ve add the Division, if necessary.

Name: Type the name of the Division.

Description: Type a brief description that provides basic information about the
Division.

Type: In the drop-down list, select the Division type.

4. Under Administrator, enter the following information about the Division Administrator:

First Name: Type the administrator’s first name.
Last Name: Type the administrator’s last name.
Email: Type an email address at which the administrator can be

contacted, sent password setting email.

Username: Type the username for the administrator.

Although you can create a unique username for the administrator,
we recommend using their email address (i.e.
john.doe@example.com).

Role: In the drop-down list, select Administrator.

Note: Do not click Save Division until you are sure the Administrator details are filled out
correctly, especially the administrator’s email address. Once you click Save, you can
no longer modify the information for the Division administrator you created. You
can only edit the Division Details.

5. When you are finished, click Save Division.

You should receive the “Successfully created ‘division name’” message.
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The Division Administrator will be sent an email that contains a link, which lets them create
their password to log into their account.

6. After the Division Administrator creates their password, they should log into their account
and update their user details (Account > Users); add a phone number and job title.

Note: To be an EV Verified User or a CS Verified User, the administrator must have a phone
number and job title.

2.1.2 How to Set Division Preferences
1. If you are setting the preferences for your division:

In your account, in the sidebar menu, click Account > My Division.
2. If you are setting the preferences for another Division:
i. In your account, in the sidebar menu, click Account > Divisions.

ii. On the Divisions page, to the right of the Division account whose preferences need to
be set, click View.

3. Onthe “Division” page, click Edit Preferences.

4,
On the Division Preferences page, do any of the following things:
Enable this settings for my Select this option if you want the time display preference
division only and/or certificate quest note to apply to your division
only.
Enable this setting for my Select this option if you want the time display preference
division and children and/or certificate quest note to apply to your division and
divisions any children divisions.
Allow child divisions to Check this box if you want the children divisions to be able
override this setting to set their own time display preference and/or certificate
request note.
5.

Under Time Display, in the Time Display Format drop-down list, select one of the following
preferences:

= 12 Hour (yyyy-mm-dd hh:mm am/pm)
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= 24 Hour (yyyy-mm-dd hh:mm)

Under Request Note, in the Custom Note for Request Pages box, type the note that you want
to add to the top of all certificate request pages.

Note: This message appears on all SSL Certificate, Client, Grid, Code Signing, and
Document Signing requests pages

7. When you are finished, you can leave the page.

2.1.3 How to Edit a Division’s Details
1. If you are editing your Division:

In your account, in the sidebar menu, click Account > My Division.
2. If you are editing another Division:
i. In your account, in the sidebar menu, click Account > Divisions.

ii. On the Divisions page, to the right of the Division account whose details need
changing, click View.

3. On the “Division” page, click Edit Division.

4. On the Edit “Division” page, change any of the following information:

Name: Edit the name of the Division.
Description: Edit the description that provides basic information about the
Division.

5. When you are finished, click Save Division.
You should receive the “Successfully updated ‘Division name’” message.

2.1.4 How to Deactivate a Division
Deactivating a Division deactivates the parent Division and any of its Subdivisions. Members of
the deactivated Division and/or Subdivisions are locked of their account. Deactivating a Division
does not revoke any of the certificates tied to that Division or its Subdivisions. If certificates need
to be revoked, you must do that separately.

1. Inyour account, in the sidebar menu, click Account > Divisions.

2. On the Divisions page, to the right of the Division you need to deactivate, click View.
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On the “Division” page, click Edit Division.
On the Edit “Division” page, click Deactivate.

When you receive the “This will deactivate this division and any sub-divisions it contains”
message, click OK.

The Division and any of it Subdivision are removed from the Divisions page (Account >
Divisions). To see the deactivated Divisions, click Inactive Divisions.

2.1.5 How to Activate a Division

Reactivating a Division activates the parent Division and any of its Subdivisions. Members of the

activated Division and/or Subdivisions may once again access their account.

1.

In your account, in the sidebar menu, click Account > Divisions.
On the Divisions page, click Inactive Divisions.

On the Inactive Divisions page to the right of the Division that you need to reactivate, click
Activate.

When you receive the “This will activate this division and any subdivisions it contains”
message, click OK.

The Division and any of it Subdivision are removed from the Inactive Divisions page and
moved to the Divisions page (Account > Divisions).

2.2 Managing Division Co-Branding (Logos)

Managing Divisions may also involve managing account co-branding, which may include adding a

logo, changing a logo, or removing a logo. During account setup with your DigiCert representative,

you can decide how your co-branding system will work.

Depending on how your account was set up with your DigiCert representative, you may be

managing co-branding for your Division and all its Subdivisions, for your Division, or for your

Subdivision. Typically, only Administrators can add logos, replace logos, or remove (delete) logos.

2.2.1 How to Add a Division Logo

1.

2.
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If you are adding a log for your Division:
In your account, in the sidebar menu, click Account > My Division.
If you are adding a logo for another Division:
i. In your account, in the sidebar menu, click Account > Divisions.

ii. On the Divisions page, to the right of the Division account to which you want to add a
logo, click View.



On the “Division” page, click Edit Division.

On the Edit “Division” page, under Division Logo, click Upload Logo to browse for, select, and
open the logo .jpeg, .png, or .gif file.

The logo should be added and now appear in your account.

2.2.2 How to Replace a Division Logo

1.

If you are replacing the log for your Division:
In your account, in the sidebar menu, click Account > My Division.
If you are replacing the logo for another Division:
i. In your account, in the sidebar menu, click Account > Divisions.

ii. On the Divisions page, to the right of the Division account whose logo you want to
replace, click View.

On the “Division” page, click Edit Division.

On the Edit “Division” page, under Division Logo, click Change to browse for, select, and open
the new logo .jpeg, .png, or .gif file.

The new logo should be added and now appear in your account.

2.2.3 How to Remove a Division Logo

1.
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If you are removing the log for your Division:
In your account, in the sidebar menu, click Account > My Division.
If you are removing the logo for another Division:
i. In your account, in the sidebar menu, click Account > Divisions.

ii. On the Divisions page, to the right of the Division account whose logo you want to
remove, click View.

On the “Division” page, click Edit Division.

On the Edit “Division” page, under Division Logo, click Remove to remove the logo .jpeg,
.png, or .gif file.

The logo should no longer appear in your account.



2.3 Managing Division Ekeys
When a Division is created, an ekey is automatically generated for that Division. An ekey is a
branded login URL. When this URL is used to access a Division account, the Division logo is
displayed on its account login page.

Note: If your Division was created before 2015, February 12, an ekey was not automatically
generated for your Division. If you want to use an ekey to access your Division account
login page, you can create your own Division ekey. See How to Create a Division Ekey.

For Example:

Normally, your Division account login URL is https://www.digicert.com/account/login.php and your
Division login page looks like this:

Odlglcert YOUR SUCCESS IS BUILT ON TRUST® =

DigiCert Account Login

Username: *

Password: *

When you have a Division logo, and you use the ekey branded login URL, your Division account
login URL is something like this https.//www.digicert.com/account/login.php ?ekey=random-hex-
number and your login page looks something like this:

Odigicert’s YOUR SUCCESS IS BUILT ON TRUST® Odigicertx . = i
——

DigiCert Account Login

Username: | *

Password *

2.3.1 How to View a Division Ekey
1. If you are viewing the ekey for your Division:

In your account, in the sidebar menu, click Account > My Division.
2. If you are viewing the ekey for another Division:

i. In your account, in the sidebar menu, click Account > Divisions.
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3.

ii. On the Divisions page, to the right of the Division account whose ekey you want to
see, click View.

On the “Division” page, next to Branded Login URL, you should see the ekey for that Division.

If you see “No ekey associated with this division”, the ekey for that Division was not
automatically generated when the Division was created. See How to Create a Division Ekey.

You can send the ekey to your Division account users so that they can access the branded
Division account login page.

2.3.2 How to Create a Division Ekey
For the ekey to have any benefit for the Division, you must add a Division logo. See Managing

Division Co-Branding (Logos).

1.

If you are creating the ekey for your Division:
In your account, in the sidebar menu, click Account > My Division.
If you are creating the ekey for another Division:
i. In your account, in the sidebar menu, click Account > Divisions.

ii. On the Divisions page, to the right of the Division account whose ekey you want to
create, click View.

On the “Division” page, click Edit Division.

On the Edit “Division” page, in the ekey (for co-branded login URLs) box, type name that you
want to use for you ekey (i.e. YourDivisionEkey).

When you are finished, click Save Division.

You should receive the “Successfully updated ‘Division’” message. You can now see the ekey
(branded login URL) on the Division’s page (Account > Division > View or Account > My
Division).

You can now send the ekey
(https://www.digicert.com/account/login.php Pekey=YourDivisionEkey) to your Division
account users so that they can access the branded Division account login page.

2.3.3 How to Edit a Division Ekey
When editing the ekey, any users who are using the current ekey can still us that ekey to access

the Division account login page. However, those users will no longer see the Division logo on the

Division account login page.

1.
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If you are editing the ekey for your Division:



In your account, in the sidebar menu, click Account > My Division.
2. Ifyou are editing the ekey for another Division:
i. In your account, in the sidebar menu, click Account > Divisions.

ii. On the Divisions page, to the right of the Division account whose ekey you want to
edit, click View.

3. On the “Division” page, click Edit Division.

4. On the Edit “Division” page, in the ekey (for co-branded login URLs) box, type the new name
that you want to use for you ekey (i.e. MyDivisionEkey).

5. When you are finished, click Save Division.

You should receive the “Successfully updated ‘Division’” message. You can now see the new
ekey (branded login URL) on the Division’s page (Account > Division > View or Account > My
Division).

6. You can now send the new ekey
(https://www.digicert.com/account/login.php Pekey=MyDivisionEkey) to your Division
account users so that they can access the branded Division account login page.

2.3.4 How to Delete a Division Ekey
If you delete the ekey, any users who are using the current ekey can still us that ekey to access
the Division account login page. However, those users will no longer see the Division logo on the
Division account login page.

1. If you are deleting the ekey for your Division:
In your account, in the sidebar menu, click Account > My Division.
2. If you are deleting the ekey for another Division:
i. In your account, in the sidebar menu, click Account > Divisions.

ii. On the Divisions page, to the right of the Division account whose ekey you want to
delete, click View.

3. Onthe “Division” page, click Edit Division.

4. On the Edit “Division” page, in the ekey (for co-branded login URLs) box, delete name of the
ekey.

5. When you are finished, click Save Division.
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You should receive the “Successfully updated ‘Division’” message. You should no longer see
the ekey (branded login URL) on the Division’s page (Account > Division > View or Account >
My Division).

3 DigiCert Two-Factor Authentication
Two-factor authentication increases the security of your DigiCert account by allowing you to require
two methods of identity verification before someone can log in and access their account. You can
require two-factor authentication for all account users, all users in a Division, and for specific
individual users (i.e. Jane Doe in Accounting).

Depending on your organization’s security requirements, some of the two-factor authentication
rules for your account and its setup may be different.

3.1 Setting Up Two-Factor Authentication
Before you begin creating the rules for implementing two-factor authentication, you need to
decide which two-factor authentication option will work best for your DigiCert account.

3.1.1 Client Certificate Requirement
A Client Certificate allows users to log in only from the computer/device on which their
certificate is installed. Client Certificates may also be limited to a specific browser(s).

Windows: Installs the Client Certificate in its own Certificate Store and that certificate can be
accessed by Chrome and Internet Explorer.

Mac: Installs the Client Certificate in its own Certificate Store and that certificate can be
accessed by the keychain for Safari and Chrome.

Firefox: Installs the Client Certificate in its own Certificate Store and that certificate can only be
accessed by Firefox (Windows or Mac).

3.1.2 One-time Password Requirement
An OTP App installed on a mobile device allows users to log in from any computer/device.
Because our Two-Factor Authentication process implements the Time-based One-Time
Password (TOTP) protocol, you must use a Mobile Application that supports the TOTP protocol.

The TOTP protocol supports a time-based variation of the One-time password (OTP) algorithm.
Each time an OTP is generated, it can only be used for a short period and once expired, cannot
be reused. OTPs with short life spans help enhance security.

Most OTP Applications (compatible with the TOTP protocol) will work with our process. The
following list contains the OTP Applications that we have tested:

Google Authenticator: Android, iPhone, Blackberry
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Authy: Android, iPhone
Authenticator: Windows Phone

Duo Mobile: iPhone

3.2 Configuring Two-Factor Authentication Requirements
These instructions are for administrators only and explain how to configure your two-factor
authentication rules/requirements for your DigiCert account.

3.2.1 How to Turn On Two-Factor Authentication
1. Inyour account, in the sidebar menu, click Account > Authentication Settings.

2. On the Authentication Settings page, click On.

You have turned on two-factor authentication for your DigiCert account. You are ready to
configure your two-factor authentication requirements.

3.2.2 All Account Users: Configure Two-Factor Authentication Requirements
1. Inyour account, in the sidebar menu, click Account > Authentication Settings.

2. On the Authentication Settings page, click Add New Requirement.

3. On the Add Two Factor Requirement page, under Authentication Type, select one of the
following options:

e One-Time Password (OTP)

Select this option if you want all account users to use an OTP App on their mobile
device to complete the authentication process. Users can log into their DigiCert
account from any computer/device.

e (Client Certificate

Select this option if you want all account users to use a Client Certificate to complete
the authentication process. Users can only log into their DigiCert account from a
computer/device on which the certificate is installed.

4. Under Apply Rule To, select All account users.
5. Click Create Requirement.

The rule is automatically created and it appears in the list of requirements on the
Authentication Settings page, under Two-Factor Authentication Requirements. You have now
successfully configured a two-factor authentication requirement for all account users.
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3.2.3 All Users in a Division: Configure Two-Factor Authentication Requirements
1. Inyour account, in the sidebar menu, click Account > Authentication Settings.

2. On the Authentication Settings page, click Add New Requirement.

3. Onthe Add Two Factor Requirement page, under Authentication Type, select one of the
following options:

e  One-Time Password (OTP)

Select this option if you want all users of the Division to use an OTP App on their
mobile device to complete the authentication process. Users can log into their
DigiCert account from any computer/device.

e Client Certificate

Select this option if you want all users of the Division to use a Client Certificate to
complete the authentication process. Users can only log into their DigiCert account
from a computer/device on which the certificate is installed.

4. Under Apply Rule To, select All users in division.

5. Inthe All users in division drop-down list, select the Division to which you want the two-
factor authentication requirement to apply.

6. Click Create Requirement.

The rule is automatically created and it appears in the list of requirements on the
Authentication Settings page, under Two-Factor Authentication Requirements. You have now
successfully configured a two-factor authentication requirement for all users in the specified
Division.

3.2.4 A Specific User: Configure Two-Factor Authentication Requirements
1. Inyour account, in the sidebar menu, click Account > Authentication Settings.

2. On the Authentication Settings page, click Add New Requirement.

3. Onthe Add Two Factor Requirement page, under Authentication Type, select one of the
following options:

e  One-Time Password (OTP)

Select this option if you want the specified user to use an OTP App on their mobile
device to complete the authentication process. The user can log into their DigiCert
account from any computer/device.

e Client Certificate
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Select this option if you want the specified user to use a Client Certificate to
complete the authentication process. The user can only log into their DigiCert
account from a computer/device on which the certificate is installed.

4. Under Apply Rule To, select Specific user.

5. In the Specific user drop-down list, select the user to which you want the two-factor
authentication requirement to apply.

6. Click Create Requirement.

The rule is automatically created and it appears in the list of requirements on the
Authentication Settings page, under Two-Factor Authentication Requirements. You have now
successfully configured a two-factor authentication requirement for the specified user.

3.2.5 OTP App Authenticators: How to Allow Them to Verify a Computer for 30 Days
Providing OTP authenticators with this option allows them to verify the computer from which
they are logging in. For the next thirty days, they can bypass entering the verification code each
time they log in from that computer. At the end of the thirty days, OTP authenticators are
required to enter their verification code and decide if they want to remember the verification on
that computer for the next thirty days.

1. Inyour account, in the sidebar menu, click Account > Authentication Settings.

2. On the Authentication Settings page, under Remember Verification, check Display
"Remember verification for this computer" checkbox during OTP login.

You have now successfully configured the option to allow OTP App authenticators to verify a
computer for 30 days when logging into their DigiCert account.

3.2.6 How to Delete a Two-Factor Authentication Requirement
1. Inyour account, in the sidebar menu, click Account > Authentication Settings.

2. On the Authentication Settings page, under Two-Factor Authentication Requirements, locate
the requirement that you want to remove and click Delete.

The requirement is automatically removed. You have successfully deleted a two-factor
authentication requirement.

3.2.7 How to Turn Off Two-Factor Authentication
Turning off two-factor authentication does not delete your requirements or any of the Client
Certificates or OTP App Devices configured for your account. When you turn Two-Factor
authentication back on, your certificates and devices should still be configured, and the rules
should still be there, ready to be used, modified, or deleted.

1. Inyour account, in the sidebar menu, click Account > Authentication Settings.
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2. On the Authentication Settings page, click Off.

You have turned off two-factor authentication for your DigiCert account. You are ready to
configure your two-factor authentication requirements.

3.2.8 How to View OTP and Client Certificate Authenticators

Users do not appear in the list until they have initialized their OTP device or generated their
Client Certificate.

1. Inyour account, in the sidebar menu, click Account > Authentication Settings.

2. On the Authentication Settings page, under Issued Client Certificates, the Client Certificate
authenticators are listed and under One-Time Password (OTP) Devices, the OTP
authenticators are listed.

3.3 Two-Factor Authentication: User Instructions

The instructions in this section explain how to use two-factor authentication (OTP or Client
Certificate).

3.3.1 How to Initialize Your OTP App Device
After your administrator has turned on and configured two-factor authentication, you must
initialize the second factor of your two-factor authentication: your OTP App Device. The next
time you log into your DigiCert account, you will be asked to initialize your OTP App Device.

Because our Two-Factor Authentication process implements the Time-based One-Time
Password (TOTP) protocol, you must use a Mobile Application that supports the TOTP protocol.

Most OTP Applications (compatible with the TOTP protocol) will work with our process. The
following list contains the OTP Applications that we have tested:

e Google Authenticator: Android, iPhone, Blackberry

e Authy: Android, iPhone

e Authenticator: Windows Phone

e Duo Mobile: iPhone
1. Install an OTP App that is compatible with the TOTP protocol on you mobile device.
2. Loginto your DigiCert account.
3. Onthe One-Time Password (OTP APP) Device Initialization page, do the following:

i. On your mobile device, open your OTP App.

ii. Use your OTP App to scan the QR code.
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4.

iii. In the Enter code box, type the code that is displayed on you device.
iv. Click Submit.
You should now be logged in to your account.

You should receive an email confirming that you initialized your OPT device.

3.3.2 How to Sign In with Your OTP App Device
After you have initialized your OTP App device, you will need to supply your account credentials

and use the code generated in your OTP App to log into your DigiCert account.

1.

Log into your DigiCert account.

On the DigiCert Account Login page, in the Username and Password boxes, type your
username and password and then, click LOGIN.

On your mobile device, open your OTP App.

On the Enter Verification Code page, in the Enter code box, type the code displayed in your
OTP App.

(Optional) If you want to verify this computer for thirty days, check Remember verification
on this computer for 30 days.

Depending on how your OTP authentication requirement was configured, you may be able
to opt to remember the verification on this computer. With this option checked, when you
log into your DigiCert account from this computer, you are only required to enter your

credential for the next thirty days. At the end of thirty days, you are required to enter your
verification code again and choose whether to verify this computer for another thirty days.

Click Submit.

This completes the authentication process and logs you into your account.

3.3.3 User: Getting Your OTP App Device Reset
If you lose your OTP App Device (phone, tablet, iPad, etc.), you should immediately contact your

administrator to get your OPT App Device reset. Do not be tempted to wait until you get your

new device because you have a trusted computer from which you can log into your DigiCert

account. It is important to have your administrator reset your OTP App Device immediately to

prevent unauthorized access to your DigiCert account.

Lost My OTP App Device

1.

2.
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Contact your administrator.

After your administrator resets your device, you will be sent an email.



3. Follow the instructions in the email to reset your OTP App Device.

3.3.4 How to Generate Your Client Certificate
After your administrator has turned on and configured two-factor authentication, you must
initialize the second factor of your two-factor authentication: your Client Certificate. The next
time that you log into your DigiCert account, you will be asked to generate your Client
Certificate.

Depending on which Web browser you use to initialize/generate your Client Certificate, you may
need to use that browser to log into your DigiCert account.

e Windows installs the Client Certificate in its own Certificate Store. It can be shared with
Chrome and Internet Explorer.

¢ Mac: Installs the Client Certificate in its own Certificate Store. It can be shared with the
keychain for Safari and Chrome.

e Firefox: Installs the Client Certificate in its own Certificate Store. It can only be accessed
with Firefox (Windows or Mac OS).

For more information about taking care of your Client Certificate, see Managing Your Client

Certificate.
1. Loginto your DigiCert account.

2. On the Two-Factor Authentication Client Certificate Initialization page, click Generate
Certificate.

3. When the browser presents your certificates, select your newly generated Client Certificate
and click OK.

4. You should now be logged into your account.

Your certificate should now be installed in the Certificate Store related to the browser that
you are currently using. You should receive an email confirming that you successfully
created a two-factor authentication Client Certificate.

3.3.5 How to Sign In with Your Client Certificate
After you have generated your Client Certificate, you will need to supply your credentials and
select that certificate to log into the DigiCert account. You can only log into your DigiCert
account from a computer on which this certificate is installed.

Depending on which Web browser you used to initialize/generate your Client Certificate, you
may need to use that browser to log into the Console.
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¢ Windows installs the Client Certificate in its own Certificate Store. It can be shared with
Chrome and Internet Explorer.

e Mac: Installs the Client Certificate in its own Certificate Store. It can be shared with the
keychain for Safari and Chrome.

e Firefox: Installs the Client Certificate in its own Certificate Store. It can only be accessed
with Firefox (Windows or Mac OS).

For more information about taking care of your Client Certificate, see Managing Your Client

Certificate.
1. Log into your DigiCert account.

On the DigiCert Account Login page, in the Username and Password boxes, type your
username and password and then, click LOGIN.

Note: Make sure to log in with a browser that can access your Client Certificate. You
should be safe using the browser that you used to initialize/generate the Client
Certificate.

2. Onyour mobile device, open your OTP App.

3. When your browser presents your certificates, select the Client Certificate that you
generated for logging into your DigiCert account. This completes the authentication process
and logs you into your account.

3.3.6 User: Getting Your Client Certificate Reset
If you lose your Client Certificate (lose computer, computer breaks down, or certificate is
deleted from your computer or the Certificate Store), you should immediately contact your
administrator to get your certificate reset.

Lost My Client Certificate
1. Contact your administrator.
2. After your administrator resets your Client Certificate, you will be sent an email.

3. Follow the instructions in the email to regenerate your certificate.

3.4 Two-Factor Authentication: Admin Specific Instructions
The instructions in this section explain how to reset a user’s (admin or user) two-factor
authentication client certificate or OTP App device for their DigiCert account.
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3.4.1 How to Reset a User’s OTP App Device
If one of your users or admins loses their OTP App Device (phone, tablet, iPad, etc.), you can
reset their OTP App Device in your DigiCert account.

1. Inyour account, in the sidebar menu, click Account > Authentication Settings.

2. On the Authentication Settings page, under One-Time Password (OTP) Devices, locate the
device that you need to reset and click Reset.

3. The useris sent an email that contains instructions on how to reset their OTP Device.

The next time that user tries to log into your DigiCert account, they will need to initialize
there OTP App Device.

3.4.2 How to Reset a User’s Client Certificate
If one of your users or admin loses their Client Certificate (loses computer, computer breaks
down, or certificate is deleted from their computer or the Certificate Store), you can reset their
Client Certificate in your DigiCert account.

1. Inyour account, in the sidebar menu, click Account > Authentication Settings.

2. On the Authentication Settings page, under Issued Client Certificates, locate the device that
you need to reset and click Reset.

3. The useris sent an email that contains instructions on how to reset their OTP Device.

The next time that user tries to log into your DigiCert account, they will need to initialize
there OTP App Device.

3.4.3 Admin: Getting Your OTP App Device Reset
If you lose your OTP App Device (phone, tablet, iPad, etc.), and you do not have another admin
who can reset your OTP App Device for you, contact us immediately to get your OPT App Device
reset.

1. Contact DigiCert.

Contact our Support Team:
support@digicert.com
Direct Phone: 1-801-701-9600.

2. After the request is confirmed and your OTP App Device is reset, you will be sent an email.

3. Follow the instructions on the email to reset your OTP App Device.
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3.4.4 Admin: Getting Your Client Certificate Reset
If you lose your Client Certificate or the computer on which it is installed, and you do not have
another admin who can reset your Client Certificate for you, contact us immediately to get your
certificate reset.

1. Contact DigiCert.

Contact our Support Team:
support@digicert.com
Direct Phone: 1-801-701-9600.

2. After the request is confirmed and your Client Certificate is reset, you will be sent an email.

3. Follow the instructions on the email to regenerate your Client Certificate.

4 Reports Management

Before you start to use your DigiCert account, work with your account representative to set up your
account structure (Divisions and Subdivisions) and permissions. Depending on how your account is
structured, some of the features discussed in this section may not be included in your Division,
Subdivision, or your account altogether.

4.1 Running Reports
Once you have added your users, Divisions, domains, and organizations, you will want to run
reports to see what certificates have been issued for each Division, what certificates have been
revoked for each Division, etc.

4.1.1 How to Run a Report
1. Inyour account, in the sidebar menu, click Overview > Reports.

2. On the Reports page, click Orders Report.

3. Onthe Orders Report page, use the drop-down lists to filter the results of your orders
report.

For example, to see a report for December 2014, in the first drop-down list, select
December. In the second drop-down list, select 2014.

4. When you are finished setting the parameters for you report, click Update Report.

5. Your orders report should be displayed on the page.
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5 Audit Logs

Before you start to use your DigiCert account, work with your account representative to set up your
account structure (Divisions and Subdivisions) and permissions. Depending on how your account is
structured, some of the features discussed in this section may not be included in your Division,
Subdivision, or your account altogether.

5.1 Running Audits

Once you’ve added your users, Divisions, domains, and organizations, you may need to run
account audits to highlight areas where training is required, to reconstruct events, detect
intrusions, and discover problem areas.

5.1.1 How to Run an Audit

1. Inyour account, in the sidebar menu, click Settings > Audit Logs.

2. Onthe Audit Logs page, do any of the following to filter the results of your activity report:

From: and To: In these boxes, set the date parameters for your activity report.

User: In the drop-down list, select a specific user whose account activity you
want to monitor.

To see the activity of all account users, select All users.

Action: In the drop-down list, select the action that you want to monitor (i.e.
Edit profile, Add user, Login with invalid ip address, etc.).

To see all account activity, select All actions.

Result: In the drop-down list, select Successful or Failed to drill down into the
action that you selected.

To see all results for the selected action, select All result.
3. When you are finished, click Filter.
4. The results of your audit should be displayed on the page.

5.2 Setting Up Audit Log Notifications

To be of help to your organization log data must be reviewed. You can use the audit log
notifications feature to keep you aware of certain activities as well as make your log review more
meaningful.

5.2.1 How to Create an Audit Log Notification
1. Inyour account, in the sidebar menu, click Settings > Audit Log Notifications.
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2. On the Audit Log Notifications page, under Create a New Notification, do the following:

Email Address: Enter the email address of the person to whom the audit log
notifications are to be sent.

Notify me about: Check any of the following options:
e User Changes

Check this box to be alerted of any edits made to any of
your user accounts.

e All Logins
Check this box to be alerted of all account logins.
e Logins from invalid IP Addresses

Check this box to be alerted of all account logins from
invalid IP Addresses

3. When you are finished, click Save.

The designated individual should start receiving the selected audit log notifications.

6 Organization and Domain Management

Before you start to use your DigiCert account, work with your account representative to set up your
account structure (Divisions and Subdivisions) and permissions. Depending on how your account is
structured, some of the features discussed in this section may not be included in your Division,
Subdivision, or your account altogether.

6.1 Validation Process
Before an SSL, Grid, Client, Code Signing, Document certificate can be issued, it must first go
through a validation process. Regardless of the type of certificate that you request, the certificate’s
validation process always includes organization validation. Because SSL and Grid SSL certificates are
issued to a domain, their validation processes also includes domain validation. Code Signing,
Document Signing, Client, and Grid Premium and Robot certificates validation processes only
include organization validation.

Once your domains and organizations have been pre-validated, future certificate issuance and
renewals for that domain and organization can be done quickly for the associated validation types.
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6.1.1 Organization Validation
To validate an organization, we first verify that the organization requesting a certificate is in
good standing. This can include confirming good standing and active registration in corporate
registries. It can also include verifying that the organization is not listed in any fraud, phishing, or
government restricted entities and anti-terrorism databases.

Additionally, we verify that the organization requesting a certificate is, in fact, the organization
to which the certificate will be issued. This is especially true with Extended Validation SSL and
Extended Validation Code Signing Certificates, which require a series of extensive identity
verifications.

6.1.2 Domain Validation
The aim of our domain validation process is to ensure that the organization requesting a
certificate does in fact have authority to request a certificate for the domain in question.

Domain validation can include emails or phone calls to the contact listed in a domain's WHOIS
record, as well as emails to default administrative addresses at the domain. For example, we
may send an authorization email to administrator@domain.com or webmaster@domain.com,
but would not send an authorization email to tech@domain.com.

In cases where a domain is controlled by a third party (party other than the party requesting a
certificate), simple methods are in place to quickly complete the process of getting approval to
issue a certificate from the actual domain owner.

6.2 Managing Organizations
In your account, you cannot add domains for validation until you have added your organizations to
which the domains are assigned and we have validated those organizations.

Managing organizations typically involves adding an organization and a validation contact. The
validation contact is the individual we contact should we have any questions or problems validating
the organization. Once an organization has been validated, organization management may involve
authorizing the organization for specific certificates.

6.2.1 How to Add an Organization
1. Inyour account, in the sidebar menu, click Validation > Organizations.

2. On the Organizations page, click + New Organization.

3. On the New Organization page, in the Organization Details section, enter the following
information about the organization:

Legal Name: Enter the organization’s legally registered name (i.e. YourOrganization,
Inc.).
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Assumed Name: If the organization has a DBA name (doing business as name), and they
want it to appear on their certificates, enter the assumed name.

If the organization does not have a DBA or they do not want the
assumed name to appear on their certificates, leave this box blank.

Address 1: Enter the address where the organization is legally located.
Address 2: Enter a second address, if applicable.

City: Enter the city where the organization is legally located.

Country: In the drop-down list, select the country where the organization is

legally located.

State / Province/  Enter the state, province, region, or county where the organization is
Region / County: legally located.

Zip / Postal Code Enter the zip or postal code for the organization’s location.

4. Inthe Validation Contact section, enter the following information about the contact:

We will contact this individual should we have any questions or problems validating the
organization.

First Name Enter the contacts first name.

Last Name: Enter the contacts last name.

Job Title: Enter the contacts job title.

Email: Enter an email address at which the contact can be reached.
Phone Number: Enter a phone number at which the contact can be reached.
Phone Extension: Enter the contact’s extension.

5. When you are finished, click Save Organization.
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You should receive the “Successfully created ‘organization’” message and the organization
should be listed on the Organizations page (Validation > Organizations).

6.2.2 How to View Organizations

1.

In your account, in the sidebar menu, click Validation > Organizations.
Filter organizations by status.

On the Organizations page, in the Status drop-down list, select All, Active, Pending, or
Inactive to filter the organizations.

Filter organizations by Division.
In the Division drop-down list, select the Division or Subdivision to filter the organizations.
Rearrange organizations by organization name or status.

Click one of the column headers (Name or Status) to rearrange the order in which the
organizations are listed.

To the right of an organization, click Manage to view basic details about the organization.

6.2.3 How to Authorize Organizations for Certificates

After you add your organizations, you can authorize them for specific types of certificates. When

ordering SSL Certificates, this authorization makes domain validation quicker because the

organization part of the domain validation process is already completed.

1.
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In your account, in the sidebar menu, click Validation > Organizations.

On the Organizations page, in the Status drop-down list, select All, Active, Pending, or
Inactive to filter the organizations.

In the Division drop-down list, select the Division or Subdivision to filter the organizations.
To the right of an organization for which you want to authorize certificates, click Manage.
On the “Organization’s” page, click Submit for Validation.

In the Submit Organization for Validation window, select the validation types for which the
organization must be validated.

e OV - Normal Organization Validation
e  Grid - Public Grid Host Validation
e EV - Extended Organization Validation (EV)*

o DS - Document Signing Validation



e (S - Code Signing Organization Validation**

*In the EV Verified User drop-down list, select an account user that you want to designate as
an EV Certificate request approver.

Only an EV Verified User can approve Extended Validation (EV) Certificate request. Note
that only users with a job title and valid telephone number appear in the drop-down list.

Note: The EV Verified User drop-down list box only appears if you checked EV - Extended
Organization Validation (EV).

**|n the CS Verified User drop-down list, select an account user that you want to designate
as a Code Signing Certificate request approver.

Only a CS Verified User can approve Code Signing Certificate request. Note that only users
with a job title and valid telephone number appear in the drop-down list.

Note: The CS Verified User drop-down list box only appears if you checked CS - Code
Signing Organization Validation.

Click Submit for Validation.

You should receive the “Successfully submitted ‘organization’ for validation” message. We
will now validate the organization for the validation types that you selected.

6.2.4 How to View the EV Certificate and Code Signing Certificate Approvers for an

Organization

1.
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In your account, in the sidebar menu, click Validation > Organizations.

On the Organizations page, in the Status drop-down list, select All, Active, Pending, or
Inactive to filter the organizations.

In the Division drop-down list, select the Division or Subdivision to filter the organizations.

To the right of an organization for which you want to view the EV Verified and CS Verified
Users, click Manage.

EV Verified Users:

On the “Organization’s” page, under Pending Validation or Active Validation (depending on
whether the organization is validated yet), under EV - Extended Organization Validation (EV),
the EV Verified Users are listed.

CS Verified Users:



On the “Organization’s” page, under Pending Validation or Active Validation (depending on
whether the organization is validated yet), under CS - Code Signing Organization Validation,
the CS Verified Users are listed.

6.2.5 How to Add EV Certificate and Code Signing Certificate Approvers for an Organization

1.

2.

In your account, in the sidebar menu, click Validation > Organizations.

On the Organizations page, in the Status drop-down list, select All, Active, Pending, or
Inactive to filter the organizations.

In the Division drop-down list, select the Division or Subdivision to filter the organizations.

To the right of an organization for which you want to add the EV Verified and CS Verified
Users, click Manage.

On the “Organization’s” page, click Submit for Validation.
To Add an EV Verified User:

In the Submit Organization for Validation window, check EV - Extended Organization
Validation (EV)*.

To Add a CS Verified User:

In the Submit Organization for Validation window, check CS - Code Signing Organization
Validation**.

*In the EV Verified User drop-down list, select an account user that you want to designate as
an EV Certificate request approver.

Only an EV Verified User can approve Extended Validation (EV) Certificate request. Note
that only users with a job title and valid telephone number appear in the drop-down list.

Note: The EV Verified User drop-down list box only appears if you checked EV - Extended
Organization Validation (EV).

**|n the CS Verified User drop-down list, select an account user that you want to designate
as a Code Signing Certificate request approver.

Only a CS Verified User can approve Code Signing Certificate request. Note that only users
with a job title and valid telephone number appear in the drop-down list.

Note: The CS Verified User drop-down list box only appears if you checked CS - Code
Signing Organization Validation.

10. Click Submit for Validation.
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You should receive the “Successfully submitted ‘organization’ for validation” message, and
the EV Verified and CS Verified Users should be added to that “Organization’s” page
(Validation > Organizations > Manage).

6.3 Managing Domains
Once an organization has been added, you can assign domains to an organization for validation.
You can also select the type of authorization for which the domain should be validated.

Managing domains typically involves adding domains along with authorizing validation for the
domains. Once a domain has been validated, domain management may involve authorizing
additional validation types for which the domain must be validated.

6.3.1 How to Add a Domain and Authorize It for Certificates
1. Inyour account, in the sidebar menu, click Validation > Domains.

2. Onthe Domains page, click + New Domain.

3. Onthe New Domain page, under Domain Details, enter the following domain information:

Organization: In the drop-down list, select the organization to which the domain is

assigned.
Domain Enter the domain name for which certificates will be requested (i.e.
Name: example.domain.com).

4. Under Authorization, check the validation types for which the domain must be validated.
e (QV-Normal Organization Validation
e  Grid - Public Grid Host Validation

e EV - Extended Organization Validation (EV)*

5. *In the EV Verified User drop-down list, select an account user that you want to designate as

an EV Certificate requests approver.

Only an EV Verified User can approve Extended Validation (EV) Certificate request. Note that

only users with a job title and valid telephone number appear in the drop-down list.

Note: The EV Verified User drop-down list box only appears if you checked EV - Extended
Organization Validation (EV), and the organization that you selected earlier (step 3)
has not been pre-authorized for EV-Extended Organization Validation (EV).

6. When you are finished, click Save Domain.

42 | Page



You should receive the “Successfully created ‘domain name’” message, and the domain
should be listed on the Domains page (Validation > Domains). We will now validate the
domain for the validation types that you selected.

6.3.2 How to View Domains
1. Inyour account, in the sidebar menu, click Validation > Domains.

2. In the Division drop-down list, select the Division or Subdivision to filter the domains.

3. Rearrange domains by organization name, domain name, date the domain was added,
validations, or pending validations.

On the Domains page, click one of the column headers (Organization, Domain Name, Date
Added, Validated For, or Pending Validation For) to rearrange the order in which the
organizations are listed.

4. To the right of a domain, click Manage to view basic details about the domain.

6.3.3 How to Authorize a Domain for Additional Certificate Types
1. Inyour account, in the sidebar menu, click Validation > Domains.

2. Onthe Domains page, in the Division drop-down list, select the Division or Subdivision to
filter the domains.

3. To the right of the domain for which you want to authorize additional certificate types, click
Manage.

4. On the “Domain’s” page, click Submit for Validation.

5. In the Submit Domain for Validation window, check the validation types for which the
domain must be validated.

e (QV-Normal Organization Validation
e  Grid - Public Grid Host Validation
e EV - Extended Organization Validation (EV)*

6. *In the EV Verified User drop-down list, select an account user that you want to designate as
an EV Certificate requests approver.

Only an EV Verified User can approve an Extended Validation (EV) Certificate request. Note
that only users with a job title and valid telephone number appear in the drop-down list.

Note: The EV Verified User drop-down list box only appears if you checked EV-Extended
Organization Validation (EV), and the organization listed under Details has not been
pre-authorized for EV-Extended Organization Validation (EV).
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7. When you are finished, click Submit for Validation.

You should receive the “Successfully submitted ‘domain’ for validation” message. We will
now validate the domain for the validation types that you selected.

6.3.4 How to View the Domains Validations (Pending or Active)
Use this instruction if you need to see what types of certificates you can order for a domain,

1. Inyour account, in the sidebar menu, click Validation > Domains.

2. Onthe Domains page, in the Division drop-down list, select the Division or Subdivision to
filter the domains.

3. Totheright of a domain that you need to see the types of certificates you can order, click
Manage.

4. On the “Domain’s” page, under Pending Validation or Active Validation (depending on
whether the domain is validated yet), the types of validation are listed.

e OV - Normal Organization Validation

For this validation type, you can order SSL Plus, Unified Communications, and
Wildcard Plus Certificates.

e  Grid - Public Grid Host Validation

For this validation type, you can order Grid Host SSL and Grid Host SSL UC
Certificates.

e EV - Extended Organization Validation (EV)
For this validation type, you can order EV SSL Plus and EV Multi-Domain Certificates

Note: Although it may appear that the EV Verified Users are for the domain, they
are not. The EV Verified Users that are listed are for the organization and
can approve EV Certificates for any of the applicable domains assigned to
their organization.

6.3.5 Domain Name System (DNS) Validation
If you'd like to enable DNS-based domain validation for your organization or the organization’s
you service, please contact support@digicert.com so that we can enable it for you.

7 Certificate Management

Before you start to use your DigiCert account, work with your account representative to set up your
account structure (Divisions and Subdivisions) and permissions. Depending on how your account is
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structured, some of the features discussed in this section may not be included in your Division,
Subdivision, or your account altogether.

After we vet your organizations and pre-validate their domains and subdomains for the types of
certificates authorized, you can start requesting, approving, receiving, and installing/configuring
your certificates.

7.1 Requesting Certificates

The certificate lifecycle begins when administrators and users log into their account and request
certificates for their assigned domains and subdomains, for signing code, and for authentication.
Account users can only request the types of certificates that have been authorized for their
organization and the domains and/or subdomains assigned to their Division or Subdivision.

Depending on the structure of your account, you may be able to request the following types of
certificates:

e SSL Certificates
EV Multi-Domain, EV SSL Plus, Unified Communications, SSL Plus, and Wildcard Plus

e  Grid Certificates
Grid Premium, Grid Robot Email, Grid Robot FQDN, Grid Robot Name, Grid Host SSL, and
Grid Host SSL UC

e C(lient Certificates
Digital Signature Plus, Email Security Plus, and Premium

e Code Signing Certificates
Code Signing and EV Code Signing

e Document Signing Certificates
Document Signing - Organization (2000) and Document Signing - Organization (5000)

7.1.1 How to Request an SSL Plus, EV SSL Plus, EV Multi-Domain, Unified Communications
and a Wildcard Plus Certificate
The process for requesting any of the available SSL Certificates is the same:

e Create your Certificate Signing Request (CSR).
e Fill out the request form.
e Wait for approval.

The form for requesting each type of SSL Certificate is similar. For this reason, we will provide
instructions for ordering an SSL Certificate and note any differences between the different types
of SSL Certificate request forms.

You can use this instruction for the following certificates:
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e EV Multi-Domain

e EVSSLPlus

e SSLPlus

e Unified Communications
e Wildcard Plus

How to Request an SSL Certificate
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Create your CSR.
Note: To remain secure, certificates must use 2048-bit keys.

To learn how to create a CSR, see Create a CSR (Certificate Signing Request).

In your account, in the sidebar menu, click Orders > Request a Certificate.

On the Request a Certificate page, select SSL Certificates.

On the SSL Certificates tab, select one of the available certificates and then, click Order Now.
Paste your CSR

On the Request “certificate name” page, under Certificate Settings, in the Paste your CSR box,
do one of the following:

Upload your CSR.  Click the Click to upload a CSR link to browse for, select, and open your
CSR file.

Paste your CSR. Use a text editor to open your CSR file. Then, copy the text, including the
and
tags, and paste it in to the request form in the area provided.

————— EEGCIN NEW CERTIFICATE REQUEST---——
MIICwDCCAQCARAWdzELMAKCAIUSBhMCY VMRS jAGEgNVEAGTCV1vdX JTAGFOZTER
MAZEA1UZBRMINWS 1 ckNpdHkxCzATBgNVERsTAK 1 MRowEAY DVRQEERFZb3Vy (2 5t
cEFueSwgSHE L] EYMBYCAL USARMPA3d3LmV4 YW 1w EUuY 23t MI IR ANBgkahkis
SWOBAQEFAROC MIIBCQRCAGEASTSEFFxEACAKsUkIwrka /nAl bot ISDAWSE
+/5Rx] /KeXVdds cEW 1 cbHEpMEFwime Jq0pRw Ik IChY S SURSpPKadCpacltE/acFD
J7EafzszlviAqdRiwiAasks SmocVnd ILxE0K4VVALEOMLHV RS /vhY SEECLIbe3l
RdEbIKyHDtEK1RACTVRCE j TWEHGNADI 3T vaEH TR0REFYUna4 felhTRvE jHS ywawx
7pVEaDbi PuTglhw TwksENFrecClneTdE/ +CreiHEuZ 0chgs SCEDSRT yLpp2 +RMSE
mErHEYmSoE5] TrEYaKEJUOTtASMT 5/ 25X £51 L ¥urLUOnCORQIDARARCARWDEY T
KoZIhveNAQEFBQADGGEEAK1S3goyAYOpenrgZEvcElizrK1kS3DET nAiPINHL IB
/qdT¥R+/ 8Dz /hMewwUSThEAVEEE etk kEtUNwAIPZ 303047522 +ENEL0BGA0F 4w
ix7Tvbl5vSKe3shEi i REIzzHVEROR 3 r Tt TuMaDAr3x1VE i HbovZTepK0KbgH1E
MLA4CHsSOI4KEWu4FXE5zJECb3gEJDEHaMPEVEersG0owy/ g/ 32/ 1/ b0g3TkACTwk
M2 e DsvBhix/pENCbnLEe 4XMy THEi Edz Fna Y tUy2BDcK ) SZRENXRHLLERgg S/ YeH T
cbf3ziuNmlDEZ4NBL StpCNz CvikT4/RY SHgiddakua=

Common Name

After uploading your CSR, the Common Name box should be prepopulated with the common
name from the CSR and the organization to which the domain is assigned populates the
Organization field.


https://www.digicert.com/csr-creation.htm

8.
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If you have not uploaded your CSR yet, under Common Name, expand Show Available
Domains and select one of the available domains or subdomains (i.e. example.com
(Organization Name) or mail.example.com (Organization Name)).

The selected domain name is entered in the Common Name box, and the organization to
which the domain is assigned populates the Organization field.

The common name is listed as the first SAN (subject alternative name) name in the
certificate.

The common name is listed as the first SAN (subject alternative name) name in the
certificate.

The common name would be *.example.com.

Note: The common name must be from one of the available domains or a subdomain of
one of the available domains.

Other Hostnames (SANs)

In the Other Hostnames (SANs) box, enter additional hostnames (i.e. example2.com,
example3.net, mail.example.net) that you want your EV Multi-Domain or Unified
Communications Certificate to secure.

In the Other Hostnames (SANs) box, enter additional hostnames (i.e. example2.com,
example3.net, mail.example.net) that you want your Wildcard Certificate to secure.

Wildcard Plus Certificates only secure the first level of subdomains. To really secure your
entire domain, specify SANs as many level deep as you need.

Some mobile clients, including Windows Mobile 5, do not support wildcards, but they do
support Subject Alternative Names. If you want to be Windows Mobile 5 compliant, add
SANs to your Wildcard Certificate.

Next, enter the following information:



Organization Unit: Enter the name of your department, group, etc.

Validity Period: Select a validity period for the certificate: 1 Year, 2 Years, 3 Years, or
Custom Expiration Date).

The maximum validity period is 2 Years.

Signature Hash: In the drop-down list, select a signature hash.

9. Inthe Order Information section, do the following:

Server Platform: Select the server on which the CSR was generated.
Comments to Enter any information that your administrator might need for
Administrator: approving your request, about the purpose of the certificate, etc.

These comments are not meant to be included in the certificate.

10. Under Terms of Service, read through the terms of service, making sure you understand the
terms and then, check | agree to the Terms of Service above.

11. When you are finished, click Submit Certificate Request.

You should receive the “Successfully created SSL certificate request” message and an email
should be sent notifying the admins or EV Certificate approvers that there is a certificate
request that needs their approval.

On the Requests page (Orders > Requests), your certificate should be listed with the Status of
Pending.

7.1.2 How to Request a Grid Host SSL and Grid Host SSL UC Certificate
The process for requesting Grid Host SSL and Grid Host SSL UC Certificates is the same:

e Create your Certificate Signing Request (CSR).
e Fill out the request form.
e Wait for approval.

The form for requesting the Grid Host SSL Certificate and Grid SSL UC Certificate is similar. For
this reason, we will provide instructions for requesting a Grid Host SSL Certificate and note any
differences between the Grid Host SSL Certificate and the Grid Host SSL UC Certificate request
forms.

You can use this instruction for the following certificates:
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e Grid Host SSL
e Grid Host SSL UC

How to Request a Grid Host SSL Certificate
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Create your CSR.
Note: To remain secure, certificates must use 2048-bit keys.

To learn how to create a CSR, see Create a CSR (Certificate Signhing Request).

In your account, in the sidebar menu, click Orders > Request a Certificate.
On the Request a Certificate page, select Grid Certificates.

On the Grid Certificates tab, select Grid Host SSL and then, click Order Now.
Paste your CSR

On the Request Grid Host SSL Certificate page, under Certificate Settings, in the Paste your
CSR box, do one of the following:

Upload your CSR.  Click the Click to upload a CSR link to browse for, select, and open your
CSR file.

Paste your CSR. Use a text editor to open your CSR file. Then, copy the text, including the
and
tags, and paste it in to the request form in the area provided.

————— BEGIN NEW CERTIFICATE REQUEST--——-
MIICwDCCRaQCAQRwdzEIMR KGRI UEERMCVVMRE JAQBgNVEAGTCV1vdlJTdEFOZTER
MAESGRIUEEBxMIWWS lckNpdHkxCz R JBgNVEASTAK 1UMRowGAY DVOOFEXFZRIVYyQZ ot
cEFueSwgSHS L EYMBYGRAIUEAXMPA 3d 3 LoV4 YW lwbGIuYZ St MITEI jANBgkghkiG
SwiBAQEFAROCROBAMITRCgECAQERZTIRFFufACdaUkEwrQka /nE1 Kbo+ISDAWIZ
+/5Bx] /EtEVdd scEW 1 obHGpMEPwdme Jo0piw Ik IChY j SUQSpPE=dCpecDME fecFD
J7EaQZszlvikgdRQuwiiaek85mocVmd3LxECHAVwALBOMLHVERS f wvhYfGECLIbo3 1
RdEbdEyHDtHE1RRoIVQCE j TWwBWENADS 3 7TvmHW TQOREFYUnad fodh7RvEe JHS ywawx
TeVialbZPuTgllhwTwksENFxcoGlxcTHr /+ErciHEuZ 0chgl8eCBESRIyLpp2 +EMSE
mErMEYmSo065 ] TwvEYaKEJUOJtASMIs/ ZjadfS1LiXurLU0nCOQQTDAQRABoR AWwDQY T
EoZIhveNAQEFBQADggEBAK1S3goyAYOpenrQZEvCElizrE1 k5308 jn2i PINHEIE
SgdTY¥R+/BDr/ hMeww IS ThEAVEc8eMkk et UNwAdpZ3C304 T3 Z 2+ENEROBGAOFodrw
ixTvbklsvwiHe3shEiJREIssHVERoR3 rTat TuMaD2 r 3x1 VB JHbovZTopE0FbgeHIE
NLA4CHsOI4KGwud FEES2 JECE3gEJDBHaMPEVEer5G0owy/ g/ 32/ 1/b0g3TkkeTwk
MZeDsvEhMx,/pENCbnLEe4 My TNPiEdesFna¥tUyZBDcj3Z0ERNRRWL1ERggS /Yol I
ocbf5ziuNmlDEZ4NBt5tpCNefEviET e/ RY fHg3dMakrc=

Service / Common Name
Under Service / Common Name section do the following:

i. In the Service box, enter the service that you want to use to connect to the grid
server.
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ii. After uploading your CSR, the Common Name box should be prepopulated with the
common name from the CSR and the organization to which the domain is assigned
populates the Organization field.

If you have not uploaded your CSR yet, under Common Name, expand Show
Available Domains and select one of the available domains or subdomains (i.e.
example.com (Organization Name) or mail.example.com (Organization Name)).

The selected domain name is entered in the Common Name box, and the
organization to which the domain is assigned populates the Organization field.

Note that the common name must be from one of the available domains or a
subdomain of one of the available domains.

The common name is listed as the first SAN (subject alternative name) name in the
certificate.

7. Other Hostnames (SANs)

In the Other Hostnames (SANs) box, enter additional hostnames (i.e. www.example2.com,
www.example3.net, mail.example.net) that you want your Grid Host SSL UC Certificate to
secure.

8. Next, enter the following information:

Validity Period: Select a validity period for the certificate: 1 Year.

Signature Hash: In the drop-down list, select a signature hash.

9. Under Order Information, do the following:

Server Platform: Select the server on which the CSR was generated.
Comments to Enter any information that your administrator might need for approving
Administrator: your request, about the purpose of the certificate, etc.

10. Under Terms of Service, read through the terms of service, making sure you understand the
terms and then, check | agree to the Terms of Service above.

11. When you are finished, click Submit Certificate Request.
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You should receive the “Successfully created SSL certificate request” message and an email
should be sent notifying the admins that there is a certificate request that needs their
approval.

On the Requests page (Orders > Requests), your certificate should be listed with the Status of
Pending.

7.1.3 How to Request a Client, Grid Robot, and Grid Premium Certificates
The process for requesting any of the Client Certificates, any of the Grid Robot Certificates, and
the Grid Premium Certificate is the same:

e Fill out the request form.
e Wait for approval.

The form for requesting any of the Client, the Grid Robot, and Premium Certificates is similar.
For this reason, we will provide instructions for requesting a Premium Certificate and note any
differences between the Premium Certificate request form and the other Client, Grid Robot, and
Grid Premium Certificate request forms.

You can use this instruction for the following certificates:

e Digital Signature Plus
e  Email Security Plus

e Premium

e  Grid Premium

e  Gird Robot Email

e Grid Robot FQDN

e Grid Robot Name

How to Request a Premium Client Certificate
1. Inyour account, in the sidebar menu, click Orders > Request a Certificate.

2. Onthe Request a Certificate page, click Client Certificates.

On the Request a Certificate page, click Grid Certificates.

3. On the Client Certificates tab, select Premium and then click Order Now.

On the Grid Certificates tab, select a Grid Robot or Premium Certificate and then click Order
Now.
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4. On the Request Premium Certificate page, under Certificate Settings, enter the following
settings information:

Validity Period: In the drop-down list, select a validity period for the certificate: (3
Years, 2 Years, or 1 Year).

The maximum validity period is 1 Year.

Organization: In the drop-down list, select the organization for which you are
requesting the Client Certificate.

Note: The organization’s name appears on your Client Certificate.

Organization Unit: Enter the name of your department, group, etc.

The Organization Unit field is not required.

Signature Hash: In the drop-down list, select a signature hash.
5. Under Order Options, in the Automatic Renewal drop-down list, select how often you want

the certificate to be automatically renewed (Don’t automatically renew or Automatically
renew once — Automatically renew 99 times).

6. Under Certificate(s) to Request , enter the following Recipient Details:

Recipient Name Enter the recipient’s name (i.e. John Doe).

Recipient Email Enter the recipient’s email address (i.e. john.doe@example.com).

This email address is used to send the recipient an email so that they
can generate their Client Certificate.

Only the recipients email address is required.
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Recipient Email Enter the recipient’s email address (i.e.
Jjohn.doe@example.com).

This email address is used to send the recipient an email so
that they can generate their Client Certificate.

FDQON Enter the recipient’s fully qualified domain name (FQDN).

Recipient Email Enter the recipient’s email address (i.e.
john.doe@example.com).

This email address is used to send the recipient an email so
that they can generate their Client Certificate.

7. To add additional Client Certificate recipients, click Add Another Certificate and enter the
recipient’s Recipient Details.

8. Under Terms of Service, read through the terms of service, making sure you understand the
terms and then, check | agree to the Terms of Service above.

9. When you are finished, click Submit Request.

You should receive the “Client certificate requested” message. The recipient will be sent an
email that contains a link that lets them create their Client Certificate.

On the Orders page (Orders > Orders), your certificate should be listed with the Status of
Pending. After the recipient creates the client certificate, the certificate’s status should
change to “Issued”.

7.1.4 How to Request a Code Signing Certificate
The process for requesting a Code Signing Certificate is as follows:

e For Sun Java Platform Only: Create your Certificate Signing Request (CSR).
Sun Java is the only platform for which you are required to submit a CSR.

e Fill out the request form.

e Wait for approval.

How to Request a Code Signing Certificate
1. For Sun Java Platform Only: Create your CSR.
Note: To remain secure, certificates must use 2048-bit keys.

To learn how to create a CSR, see Create a CSR (Certificate Signing Request).
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2. Inyouraccount, in the sidebar menu, click Orders > Request a Certificate.
3. Onthe Request a Certificate page, click Code Signing.
4. On the Code Signing tab, select Code Signing and then, click Order Now.

5. On the Request Code Signing Certificate page, under Certificate Settings section, enter the
following settings information:

Organization: In the drop-down list, select the organization for which you are
requesting the Code Signing Certificate.

Note: The organization’s name appears on your Code Signing
Certificate.

Organization Unit:  Enter the name of your department, group, etc.

Validity Period: Select a validity period for the certificate: 1 Year, 2 Years, or 3 Years.

Signature Hash: In the drop-down list, select a signature hash.

6. Under Order Options, in the Server Platform box, select the platform for which the Code
Signing Certificate is to be used.

7. (Sun Java Platform only) In the Paste your CSR box, do one of the following:

Upload your CSR.  Click the Click to upload a CSR link to browse for, select, and open your
CSR file.

Paste your CSR. Use a text editor to open your CSR file. Then, copy the text, including the
and
tags, and paste it in to the request form in the area provided.

————— BEGIN NEW CERTIFICARTE REQUEST-———-
MIICvDCCAaQCAQRwdzELMRE kCR] UTERBRMCVVME JAQBgNVEBRAQTCV1vdEJTAGFOZTER
M2ECRIUEBXxMIWWS lckNpdHkxCz2 JBgNVBASTAR I UMRowEAY DVOQEERFZEIVYQZ 5t
cEFueSwgSWo LI EYMBYGRAIUERARMPAd3d3LaV4YH lwbGUuY¥ 2 StMITIBI jANBgkghkiG
SwOBAQEFRROCAQEAMITBCgECAQERS TS BFFRfACdsUkZwrQka /nE 1o+ ISDAWIZ
+/5Rx7 /EtXVdds oKW 1 obHEpMEPwdme JoCpQw Ik IChY  SUQSpEEzdGpocDME /eaF0
JTEaQiszlvikgdRQwikaekESmocVmd 3LEOK4VvALBOMLHVERS /M vh¥EGECLIbC31
RAERAXvHDtHE 1R IV S JTwEBHGHADI 3 TvnHW TQOReFUca4 foThTRve JHS ywawx
TeVialbZPuTgUhwTwksENEFxcoG0xcIMr /+ErciHEuZ0chg8eCBPSRIyLppZ +RMSE
mErMEYmI065] TvEYaKEJUOJtASMIS/ ZjaXES1Li¥urlU0nC0QQIDEAQREoRRWDRYT
KoZIhveNAQEFBQADgQERAK]S9govAYOponrQZEvCGlizrK1kS3D8JinAiP1NHESE
FgdTY¥R+/ 8D/ MowwUSThEAVEe8eMk ket UNwRAdpZSCS04 32 z+ENEROEGRAOFocdrw
ixTvklsvSKedshGijREIzzHVERoRIr TaQt ITuMaDAr 3x1VEjHecvZTcpX0EEgeHLE
NLE4CHs0I4EGwu4 FXESzJEGE3gEJDEHaMPEVEer5GE0oww/ g/ 92/ 1/ b0goTkACTUwk
MZeDsvEPhMx/pENGEnLPe4XMy TNPiEdzFna¥tUvZBDcK 3ZQEWRRWk1ERggS /YWl
obEfSziulmlDEZ4NBtStpCNzfGvikTe /RYfWg3dtaExc=
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10.

In the Comments to Administrator box, enter any information that your administrator might
need for approving your request, about the purpose of the certificate, etc.

Under Terms of Service, read through the terms of service, making sure you understand the
terms and then, check | agree to the Terms of Service above.

When you are finished, click Submit Certificate Request.

You should receive the “Successfully created code signing certificate request” message, and
an email should be sent notifying the CS Certificate approvers that there is a certificate
request that needs their approval.

On the Request page (Orders > Requests), your certificate should be listed with the Status of
Pending.

7.1.5 How to Request an EV Code Signing Certificate

The process for requesting an EV Code Signing is as follows:

e Fill out the request form.
e Wait for approval.

How to Request an EV Code Signing Certificate

1.

5.
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In your account, in the sidebar menu, click Orders > Request a Certificate.
On the Request a Certificate page, click Code Signing.
On the Code Signing tab, select EV Codes Signing and then, click Order Now.

On the Request EV Code Signing Certificate page, enter the following settings information:

Organization: In the drop-down list, select the organization for which you are
requesting the Code Signing Certificate.

Note: The organization’s name appears on your Code Signing
Certificate.

Organization Unit:  Enter the name of your department, group, etc.
Validity Period: Select a validity period for the certificate: 1 Year, 2 Years, or 3 Years.

Under Provisioning Options, select an EV Code Signing Certificate provision option and
complete the necessary steps for that option:
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Preconfigured Hardware Token

Select this option if you want DigiCert to install your EV Code Signing Certificate on a
secure token and then ship it to you. See Currently Supported eTokens.

After selecting this option, enter your Shipping Information: your name and the
address to which you want the token to be sent.

Use Existing Token

Select this option if you already have a supported hardware token and want to
install your EV Code Signing Certificate on that token yourself. See Currently
Supported eTokens.

After selecting this option, in the Platform drop-down list, select the hardware token
on which you will be installing your EV Code Signing Certificate.

Install on HSM

Select this option if you want to down load the EV Code Signing Certificate and
install it on your HSM device yourself.

If you select this option, you are required to provide audit documentation to
DigiCert demonstrating that you are qualified. Only then can we issue your EV Code
Signing Certificate.

After selecting this option, do the following:
i. Create your CSR.
Note: To remain secure, certificates must use 2048-bit keys.

To learn how to create a CSR, see Create a CSR (Certificate Signing Request).

ii. Inthe Select Platform box, select the platform on which you will be installing
your EV Code Signing Certificate.

iii. Inthe Paste your CSR box, do one of the following:

Upload your Click the Click to upload a CSR link to browse for,

CSR. select, and open your CSR file.
Paste your Use a text editor to open your CSR file. Then, copy
CSR. the text, including the

and

tags, and paste it in to the request
form in the area provided.
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————— BEGIN NEW CERTIFICATE REQUEST--—-—-
MITICvDCCRaQCAQRwdzELMA KGR 1 UEBhMCUVMYE AQBgNVBAGTCV1wdJTAEFOZTER
MASERIUEBRMIWWS 1 ckNpdHkxCeATBgNVEASTAK]1 UMRowEAYDVROFEXFZL3VyRZ 5t
cEFueSwgSWS LI EYMBYGRAIUEARMPd 3d3TmVT4YWlwbGTuY¥YZ2 3tMIIBIJANEgkghkiG
SwOBAQEFARCOCAQEAMITBCgRCRQERITIBFFfACdsUkZwrQka,/nBhl1Fbot+ISDAWIZ
+/50x] /EcKVdds cEW1ocbHGpME Pwidme JqUpiwIkIChY j SUQSpPRzdGpoclME feaF 0
JTEaQZszlvikgdROwikaeckE SmocVmd 3 LaxECK4VwALBOMLHVEBS /wvhY£GECLIJbe31
RAEbRdEvHDEtHk1RAoIVRQCLj TWBWGHADS 3 7TvmHW 7Q0REFYUnad fedh7Rve JHE ywgwx
TeVialbZPuTgUlhw TwksENFrooE0xcTMr /+ErociHEuZ0chgl8 aCEPSRIvLppZ +EMSE
merMEYm3o0&5 ] TvEYaFEJUOJtASMIs/ ZjaKfS1LjXurLUnCOQQIDAQRABoARWDOY T
FoZThweNAQEFBRADggEBAF1S53goyAYOpenrQZ2EvCE1izrF1kS53DE8TinAi PINHEIB
fqdT¥R+/ 80/ MMowwlISThEAVE 8 eMk ket UNwRdpZ2 3C304 32 =+ENEBCEGRAOFodrw
ixnTvblivSEe3shEijREIzzHVERoRIr Tt IualBr3xl1VajHbevITcpX0EbgoHL1E
NLA4CKsOI4FGwud FEL52JECL3gEJDEHaMPEVEer5E0owy/ g/ 9Z2/1/b0gSTkRcUuwk
MZeDsvPhMx/pENCbnLPe4iMyTHNPiEdzFna¥tUyZBDcK ) 3Z0EWXEWNkK1ERgDS /YeHI
ocbfSziuNmlDEZ ANBtStpCNzfGviKT 6/ RY fWg3dMakno=

6. Under Terms of Service, read through the terms of service, making sure you understand the
terms and then, check | agree to the Terms of Service above.

7. When you are finished, click Submit Certificate Request.

You should receive the “Successfully created code signing certificate request” message, and
an email should be sent notifying the EV Certificate approvers that there is a certificate
request that needs their approval.

On the Request page (Orders > Requests), your certificate should be listed with the Status of
Pending.

7.1.6 How to Request a Document Signing Certificate
The process for requesting any of the Document Signing certificates is the same:

e Fill out the request form.
e Wait for approval.

Because the request form is the same for all Document Signing certificates, this instruction can
be used for the following certificates:

e Document Signing - Organization (2000)
e Document Signing - Organization (5000)

How to Request Document Signing Certificate - Organization Certificate
1. Inyour account, in the sidebar menu, click Orders > Request a Certificate.
2. Onthe Request a Certificate page, click Document Signing.

3. On the Document Signing tab, select a Document Signing - Organization certificate and then,
click Order Now.
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4.
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On the Request Document Signing Certificate — Organization Certificate page, under
Certificate Settings, enter the following settings information:

Organization: In the drop-down list, select the organization to which the document
signing certificate requestor belongs.

For example, if you are ordering a Document Signing certificate for
Jane Doe in Legal, select the Organization to which she belongs.

Note: The organization’s name does not appear on the Document
Signing certificate.

Signature Hash: In the drop-down list, select a signature hash.

Validity Period: Select a validity period for the certificate: (3 Years, 2 Years, or 1 Year).

Under Provisioning Options, select a Document Signing Certificate provision option and
complete the necessary steps for that option:

e Preconfigured Hardware Token

Select this option if you want DigiCert to install your Document Signing Certificate
on a secure token and then ship it to you. See Currently Supported eTokens.

After selecting this option, enter the Document Signing certificate recipient’s
Shipping Information: the name and the address to which you want the token to be
sent.

e Use Existing Token

Select this option if you already have a supported hardware token and want to
install your Document Signing Certificate on that token yourself. See Currently
Supported eTokens.

After selecting this option, in the Platform drop-down list, select the hardware token
on which you will be installing your Document Signing Certificate.

Under Subject Information, enter the following information for the certificate requestor:

Person’s Full Name  Enter the name of the individual who the Document Signing certificate
is for. For example, if you are the requestor enter your name. If you
are requesting the certificate for Jane Doe in Legal enter her name.

Note: The person’s full name appears on the Document Signing
certificate.
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Phone: Enter a phone number at which the individual can be reached.

Email: Enter an email address at which the individual can be reached.

Job Title: Type the user’s job title.

7. Under Terms of Service, read through the terms of service, making sure you understand the
terms and then, check | agree to the Terms of Service above.

8. When you are finished, click Submit Certificate Request.

You should receive the “Successfully created document signing certificate request” message,
and an email should be sent notifying the admins that there is a certificate request that
needs their approval.

On the Request page (Orders > Requests), your certificate should be listed with the Status of
Pending.

7.1.7 How to Add Multiple Wildcard Domains to a Certificate
If you need to request a certificate with multiple Wildcard domains, please contact
support@digicert.com so that we can create that certificate for you.

7.2 Managing Certificate Request Approvals and Rejections
After a user requests a certificate, an Administrator, an EV Verified User, or a CS Verified User must
approve the certificate request. Next, the request is sent to DigiCert to verify that all the pre-
validation requirements have been met. Then, we issue the certificate.

After a user requests a certificate, any administrator, an EV Verified User, or a CS Verified User can
also reject the certificate request, if needed. For example, if the user ordered the wrong type of
certificate.

7.2.1 How to View Certificate Requests
1. Inyour account, in the sidebar menu, click Orders > Requests.

2. Filter certificates by Status.

On the Requests page, in the Status drop-down list, select Pending, Approved, Rejected, or
All to filter the certificates.

3. Filter certificates by Type.

In the Type drop-down list, select All, New Request, Reissue, Revoke, or Duplicate to filter the
certificates.

4. Filter certificates by Division.
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In the Division drop-down list, select the Division or Subdivision to filter the certificates.

5. Rearrange certificates by order number, common name, certificate type, certificate status,
Division or Subdivision, certificate request date, or certificate requester.

Click one of the column headers (Order ID, Common Name, Type, Status, Division, Requested,
or Requester) to arrange the order in which the certificate requests are listed.

6. To view the certificate request details, to the right of a certificate request click View.

7.2.2 How to Approve a Certificate Request
EV SSL Plus, EV Multi-Domain, and EV Code Signing Certificate requests can only be approved by
an EV Verified User. Code Signing Certificate requests can only be approved by a CS Verified
User.

1. Inyour account, in the sidebar menu, click Orders > Requests.

2. Onthe Requests page, in the Division drop-down list, select a division to filter the list of
requests.

3. Inthe Status drop-down list, select Pending to see only the certificates that need
administrator approval.

4. Inthe Type drop-down list, select a type to further filter the list of requests.
5. To the right of the certificate that you want to approve, click View.

6. On the “Certificate’s” Request page, review the information (such as who requested the
certificate and their division), verifying that it is correct, and then click Approve.

Note: If the certificate request was submitted through one of your guest URL’s, the
request info is highlighted yellow.

7. Inthe Approve Request window, enter an Approval Comment and then, click Approve.
You should receive the “Successfully approved request” message.

On the Orders page (Orders > Orders), your certificate should be listed with the Status of
Pending.

If all validation is completed and no further validation is required, the certificate should be
issued to your account within minutes.

7.2.3 How to View Who Requested a Certificate (Approved Requests)
1. Inyour account, in the sidebar menu, click Orders > Requests.
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On the Requests page, in the Status drop-down list, select Approved to see all approved
certificate requests.

In the Type drop-down list, select a certificate type (All, New Request, Reissue, Revoke, or
Duplicate) to filter the list of approved requests.

In the Division drop-down list, select a division to further filter the list of approved certificate
requests.

To the right of the requests for which you want to view the requestor, click View.

On the “Certificate” Request page, under Request Info, you should be able to see who the
certificate was Requested By.

7.2.4 How to View Who Approved a Certificate Request (Approved Requests)

7.

8.

10.

11.

12.

In your account, in the sidebar menu, click Orders > Requests.

On the Requests page, in the Status drop-down list, select Approved to see all approved
certificate requests.

In the Type drop-down list, select a certificate type (All, New Request, Reissue, Revoke, or
Duplicate) to filter the list of approved requests.

In the Division drop-down list, select a division to further filter the list of approved certificate
requests.

To the right of the requests for which you want to view the approver, click View.

On the “Certificate” Request page, under Approval, you should be able to see who the
certificate request was Approved By.

7.2.5 How to View EV Approvers
Only EV Verified Users can approve requests for EV Multi-Domain, EV SSL Plus, and EV Code

Signing Certificates.

1.
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In your account, in the sidebar menu, click Validation > Organizations.

On the Organizations page, in the Status drop-down list, select a status to filter the list of
organizations.

In the Division drop-down list, select a division to filter the list of organizations.
To the right of the organization whose EV Approver you want to view, click Manage.

On the “Organization’s” page, under Pending Validation or Active Validation (depending on
whether the organization is validated yet), under EV - Extended Organization Validation (EV),
the EV Verified Users are listed.



7.2.6 How to View CS Approvers

Only CS Verified Users can approve requests for Code Signing Certificates.

1.

In your account, in the sidebar menu, click Validation > Organizations.

On the Organizations page, in the Status drop-down list, select a status to filter the list of
organizations.

In the Division drop-down list, select a division to filter the list of organizations.
To the right of the organization whose CS Approver you want to view, click Manage.

On the “Organization’s” page, under Pending Validation or Active Validation (depending on
whether the organization is validated yet), under CS - Code Signing Organization Validation,
the CS Verified Users are listed.

7.2.7 How to Reject a Certificate Request

1.

In your account, in the sidebar menu, click Orders > Requests.

On the Requests page, in the Division drop-down list, select a division to filter the list of
requests.

In the Status drop-down list, select Pending to see only the certificates that need
administrator approval.

In the Type drop-down list, select a type to further filter the list of requests.
To the right of the certificate that you want to reject, click View.
On the “Certificate’s” Request page, click Reject.

CAUTION: In the Reject Request window, do not click Reject, unless you are sure that you
want to reject the certificate request. When you click Reject, the certificate
request is automatically rejected and cannot be undone.

In the Reject Request window, enter a Rejection Comment and then, click Reject.
Your rejection comment appears on the rejection email that is sent to the requestor.
You should receive the “Successfully rejected request” message.

The requestor is sent an email informing them that their certificate request has been
rejected. Your rejection comment is included in the email.

7.3 Managing Certificates

After DigiCert issues your certificate, the certificate management process begins. Managing

certificates includes downloading the certificates so that they can be installed, configured, and
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used. Certificate management also involves tracking, revoking (placing revoke requests, rejecting

revoke requests, and approving revoke requests), reissuing, duplicating, and renewing certificates.

7.3.1 How to View Certificates

1.

In your account, in the sidebar menu, click Orders > Orders.
Filter certificates by Status.

On the Orders page, in the Status drop-down list, select Issued, Expired, Pending, Revoked,
Rejected, Needs Approval, or All to filter the certificates.

Filter the certificates by Division.
In the Division drop-down list, select a Division or Subdivision to filter the certificates.

Rearrange certificates by order number, certificate request date, common name, certificate
status, certificate validity period, certificate type, or certificate expiration date.

Click one of the column headers (Order #, Date, Common Name, Status, Validity, Product, or
Expires) to rearrange the order in which the certificates are listed.

To view the certificate details, to the right of a certificate, click View.

7.3.2 How to Download a Certificate

After your certificate is issued, you may want to download the certificate to your server or

workstation so it can be installed (code signing certificates) or installed and configured (SSL and
Grid SSL Certificates).

1.

2.
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On the server or workstation where you need to install the certificate, log into your account.
In your account, in the sidebar menu, click Orders > Orders.

On the Orders page, in the Status drop-down list, select Issued.

In the Division drop-down list, select the appropriate Division or Subdivision.

To the right of the certificate that you need to download, click View.

On the Manage Order # page, click Download Certificates.

On the Download Certificates for Order # page, in the Format section, select one of the
following certificate formats:

Recommended format for...  Use this option to download the certificate in the format
recommended for the server software or software that was
selected during the certificate request.



8.

9.

Best format for Use the drop-down list to select server software that is
different from the server software or software that was
selected during the certificate request.

For example, you created the certificate on an IIS 8 server but
you need to install the certificate on an Apache server.

Specific file format Use the drop-down list to select a specific file format for your
certificate.

For example, the server software requires the certificate to be
in a special format (such as a single .pem file that contains all
the certificates: server, intermediate, and root)

Next, click Download Certificates to save the certificate file.

Save the certificate file to your server or workstation, making sure to note where you saved
the certificate file.

7.3.3 How to Activate Your EV Code Signing Hardware
Before you can access the EV Code Signing Certificate and use it to sign code, you need to

activate your token, download and install the SafeNet driver for your token, and obtain and

change your token password

To access the certificate on your token, you need to get your token password from the order

details inside your account. After retrieving your certificate’s token password from your order,

the password will disappear and it is not recoverable. We recommend that you change your

token password after logging into the token for the first time.

1.
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On the computer from which you want to sign code (applications), log into your account.

Note: You need to install the SafeNet drivers on any computer from which you want to use
your EV Code Signing Certificate token to sign code.

In your account, in the sidebar menu, click Orders > Orders.

On the Orders page, in the Status drop-down list, select Issued.

In the Division drop-down list, select the appropriate Division or Subdivision.
To the right of the certificate that you need to activate, click View.

On the Manage Order # page, click Initialize Token.

If you have not received your token, do not continue. Leave the page and wait for your
token to arrive before continuing.



10.

11.

On the EV Code Signing Hardware Token Order # page, check | have received the hardware
token and then, click Submit.

Next, locate “The current password that you will need to enter is:” and record your DigiCert
provided password*.

*Note: Your pre-assigned password will only be visible once. Make sure to take note of this
password so you can access the certificate on your token.

Click the Click here to download the SafeNet drivers for Windows link to download the
SafeNetAuthenticationClient.exe.

This lets you enable code signer authentication. Once enabled, SafeNet pops up before you
sign a code and requires you to enter a password to verify that you are the actual signer.

Note: If you need driver software for other OS platforms, please email Support at
support@digicert.com or call Support at 1-801-701-9600.

Run the SafeNet Authentication Client.
Double-click SafeNetAuthenticationClient-32x-64x.exe.
In the SafeNet Authentication Client Setup Wizard, do the following:

i.  Onthe Welcome to the SafeNet Authentication Client Installation Wizard page, click,
Next.

ii. On the Interface Language page, in the language drop-down list, select a language to
use for the SafeNet Authentication Client interface language and then click Next.

iii. On the License Agreement page, read through the license agreement, select | accept
the license agreement and then click Next.

iv. On the Installation Type page, select Standard installation.
If you need legacy support, select BSec-compatible.
V. On the Destination Folder page, click Next to install the SafeNet drivers.

If you do not want to use the default location, click Browse to select a different
folder before clicking Next.

vi. On the SafeNet Authentication Client has been successfully installed page, click
Finish.

12. To change your token password, do the following:
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It is important to complete this step to change your password because your password

disappears from your account.

Vi.

Plug in your DigiCert EV Code Signing Certificate token.
Open SafeNet Authentication Client Tools.
In the SafeNet Authentication Client Tools window, click Change Token Password.

On the Change Password page, In the Current Token Password box, enter the
password that you retrieved from the ...Hardware Token Order # page (see step 8).

In the New Token Password and Confirm Password boxes, create and confirm your
new token password.

Click OK.

13. On the EV Code Signing Hardware Token Order # page, click the Click here when you have
changed the password on the hardware token link.

14. You’re done! You can begin using your DigiCert EV Code Signing Certificate to sign code. For

instructions on how to sign code with your EV Code Signing Certificate, see Code Signing

Support & Tutorial.

7.3.4 How to Install Your EV Code Signing Certificate on Your Own Secure Token

This instruction is for installing your EV Code Signing Certificate on your own supported secure

token. You must have a FIPS 140-2 Level 2 compliant device.

SafeNet eToken 5100

SafeNet eToken 5105

SafeNet eToken 5200

SafeNet eToken 5205

SafeNet eToken PRO 72K
SafeNet eToken PRO Anywhere
SafeNet iKey 4000

When installing an EV Code Signing Certificate on a token, there are two types of installations:

You are using an existing token and remember the password.
See Installing Your EV Code Signing Certificate on Your Token.

You are using a new token, or you are using an existing token and have forgotten your
password.
See Installing Your EV Code Signing Certificate and Reinitializing Your Token.

Installing Your EV Code Signing Certificate on Your Token
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1. Inyour account, in the sidebar menu, click Orders > Orders.

2. Onthe Orders page, in the Status drop-down list, select Issued.

3. Inthe Division drop-down list, select the appropriate Division or Subdivision.
4. To the right of the certificate that you need to install on your token, click View.
5. On the Manage Order # page, click Install Certificate.

6. Next, record your EV Code Signing Certificate’s initialization code (i.e.
aaaaalllllaaaaallll).

Later, when prompted by the DigiCert Hardware Certificate Installer wizard, you must enter
this code

7. After you have recorded your certificate’s initialization code, click DigiCert Hardware
Certificate Installer link in your account and download and run the DigiCert Hardware
Certificate Installer.

8. In the DigiCert Hardware Certificate Installer wizard, on the Welcome page, click Next.

9. On the License Agreement page, read the User License Agreement, check | accept and agree
to the license agreement, and then, click Next.

10. On the Initialization Code page, in the Initialization Code box, enter your initialization code
that you previously recorded and then, click Next.

11. On the Token Detection page, plug in your token and then, click Next.

Make sure that only one token is plugged in. If more than one token is plugged in, the wizard
asks you to remove the tokens that are not being used for EV Code Signing Certificate
installation.

Also, make sure that the drivers for the token are installed. If not the wizards asks you to
remove your token, install the drivers, and then, re-install your token.

12. Next, the DigiCert Hardware Certificate Installer wizard analyzes your secure token device.
13. On the Token Detection page, click Next.

14. On the Token Password page, in the Token Password box, enter your password and then,
click Finish.

Please do not remove your token while the installation process is being completed or you
will have to start over. Using a strong network connection is also recommended because if
the connection goes down, you will have to restart the process.
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15.

16.

On the Certificate Installation page, after you receive four green checkmarks, click Close.
It may take a few minutes for the wizard to install the EV Code Signing Certificate.

You’re done! You can begin using your DigiCert EV Code Signing Certificate to sign code. For
instructions on how to sign code with your EV Code Signing Certificate, see Code Signing
Support & Tutorial.

Installing Your EV Code Signing Certificate and Reinitializing Your Token

1.

2.

10.

11.

12.
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In your account, in the sidebar menu, click Orders > Orders.

On the Orders page, in the Status drop-down list, select Issued.

In the Division drop-down list, select the appropriate Division or Subdivision.
To the right of the certificate that you need to install on your token, click View.
On the Manage Order # page, click Install Certificate.

Next, record your EV Code Signing Certificate’s initialization code (i.e.
aaaaalllllaaaaallll).

Later, when prompted by the DigiCert Hardware Certificate Installer wizard, you must enter
this code

After you have recorded your certificate’s initialization code, click DigiCert Hardware
Certificate Installer link in your account and download and run the DigiCert Hardware
Certificate Installer.

In the DigiCert Hardware Certificate Installer wizard, on the Welcome page, click Next.

On the License Agreement page, read the User License Agreement, check | accept and agree
to the license agreement, and then, click Next.

On the Initialization Code page, in the Initialization Code box, enter your initialization code
that you previously recorded and then, click Next.

On the Token Detection page, plug in your token and then, click Next.

Make sure that only one token is plugged in. If more than one token is plugged in, the wizard
asks you to remove the tokens that are not being used for EV Code Signing Certificate
installation.

Also, make sure that the drivers for the token are installed. If not the wizards asks you to
remove your token, install the drivers, and then, re-install your token.

Next, the DigiCert Hardware Certificate Installer wizard analyzes your secure token device.
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13.

14.

15.

16.

69| Page

On the Token Detection page, check Re-initialize my token and permanently delete any
existing certificates and keys and then, click Next.

Use this option if you fall into one of the following situations:

e You forgot your password, and you did not set up an administrator token password.

e You want to reset your password and clear all certificates and keys from the token.

e You need to reset your password for security purposes, and you did not set up an
administrator token password.

On the Token Setup page, enter the following information and then, click Next:

Token Name Provide a name for your token.

If you have more than one token, provide a unique name to help
identify what you are storing on it (i.e. EV Code Signing Token).

Password: Under Token Password, enter and confirm the password for the token.

Confirm: You are required to enter this password whenever you use the EV Code
Signing Certificate on the token.

Password must be 8 — 16 characters long.

Password must have at least one lower case letter, one upper case
letter, one number, and one punctuation.

(Optional) If you want to set up and administrator password, on the Administrator Setup
page, do the following to setup an administrator password:

e Check Set Administrator Password.
e |n the Password and Confirm boxes, enter and confirm the token administrator
password.

We recommend that you setup an administrator password. If the token becomes locked,
you can use this password to unlock the token. Without an administrator password, you
must reinitialize the token, which permanently deletes all certificates and keys. You can also
use the administrator password to reset the token password.

Click Finish.

Please do not remove your token while certificate installation is being completed, or you will
have to start over. Using a strong network connection is also recommended because if the
connection goes down, you will have to restart the process.



17. On the Certificate Installation page, after you receive four green checkmarks, click Close.
It may take a few minutes for the wizard to install the EV Code Signing Certificate.

18. You’re done! You can begin using your DigiCert EV Code Signing Certificate to sign code. For
instructions on how to sign code with your EV Code Signing Certificate, see Code Signing
Support & Tutorial.

7.3.5 How to Activate Your Document Signing Hardware
Before you can access the Document Signing Certificate and use it to sign documents, you need
to activate your token, download and install the SafeNet driver for your token, and obtain and
change your token password

To access the certificate on your token, you need to get your token password from the order
details inside your account. After retrieving your certificate’s token password from your order,
the password will disappear and it is not recoverable. We recommend that you change your
token password after logging into the token for the first time.

1. Onthe computer from which you want to sign documents, log into your account.

Note: You need to install the SafeNet drivers on any computer from which you want to use
your Document Signing Certificate token to sign documents.

2. Inyouraccount, in the sidebar menu, click Orders > Orders.

3. Onthe Orders page, in the Status drop-down list, select Issued.

4. In the Division drop-down list, select the appropriate Division or Subdivision.
5. To the right of the certificate that you need to activate, click View.

6. On the Manage Order # page, click Initialize Token.

If you have not received your token, do not continue. Leave the page and wait for your
token to arrive before continuing.

7. On the Document Signing Hardware Token Order # page, check | have received the hardware
token and then, click Submit.

8. Next, locate “The current password that you will need to enter is:” and record your DigiCert
provided password*.

*Note: Your pre-assigned password will only be visible once. Make sure to take note of this
password so you can access the certificate on your token.

9. Click the Click here to download the SafeNet drivers for Windows link to download the
SafeNetAuthenticationClient.exe.
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This lets you enable code signer authentication. Once enabled, SafeNet pops up before you

sign a document and requires you to enter a password to verify that you are the actual

signer.

Note:

If you need driver software for other OS platforms, please email Support at
support@digicert.com or call Support at 1-801-701-9600.

10. Run the SafeNet Authentication Client.

Double-click SafeNetAuthenticationClient-32x-64x.exe.

11. In the SafeNet Authentication Client Setup Wizard, do the following:

Vi.

On the Welcome to the SafeNet Authentication Client Installation Wizard page, click,
Next.

On the Interface Language page, in the language drop-down list, select a language to
use for the SafeNet Authentication Client interface language and then click Next.

On the License Agreement page, read through the license agreement, select | accept
the license agreement and then click Next.

On the Installation Type page, select Standard installation.
If you need legacy support, select BSec-compatible.
On the Destination Folder page, click Next to install the SafeNet drivers.

If you do not want to use the default location, click Browse to select a different
folder before clicking Next.

On the SafeNet Authentication Client has been successfully installed page, click
Finish.

12. To change your token password, do the following:

It is important to complete this step to change your password because your password

disappears from your account.

71| Page

Plug in your DigiCert Document Signing Certificate token.
Open SafeNet Authentication Client Tools.
In the SafeNet Authentication Client Tools window, click Change Token Password.

On the Change Password page, In the Current Token Password box, enter the
password that you retrieved from the ...Hardware Token Order # page (see step 8).
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V. In the New Token Password and Confirm Password boxes, create and confirm your
new token password.

vi. Click OK.

13. On the Document Signing Hardware Token Order # page, click the Click here when you have

changed the password on the hardware token link.

14. You’'re done! You can begin using your DigiCert Document Signing Certificate to sign

documents. For instructions on how to sign documents with your Document Signing
Certificate, see Document Signing Support & Tutorial.

7.3.6 How to Install Your Document Signing Certificate on Your Own Secure Token

This instruction is for installing your Document Signing Certificate on your own supported secure

token. You must have a FIPS 140-2 Level 2 compliant device.

o SafeNet eToken 5100

o SafeNet eToken 5105

o SafeNet eToken 5200

o SafeNet eToken 5205

o SafeNet eToken PRO 72K

e SafeNet eToken PRO Anywhere
o SafeNet iKey 4000

When installing a Document Signing Certificate on a token, there are two types of installations:

e You are using an existing token and remember the password.
See Installing Your Document Signing Certificate on Your Token.

e You are using a new token, or you are using an existing token and have forgotten your
password.
See Installing Your Document Signing Certificate and Reinitializing Your Token.

Installing Your Document Signing Certificate on Your Token

1.
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In your account, in the sidebar menu, click Orders > Orders.

On the Orders page, in the Status drop-down list, select Issued.

In the Division drop-down list, select the appropriate Division or Subdivision.
To the right of the certificate that you need to install on your token, click View.

On the Manage Order # page, click Install Certificate.
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6. Next, record your Document Signing Certificate’s initialization code (i.e.
aaaaalllllaaaaallll).

Later, when prompted by the DigiCert Hardware Certificate Installer wizard, you must enter
this code

7. After you have recorded your certificate’s initialization code, click DigiCert Hardware
Certificate Installer link in your account and download and run the DigiCert Hardware
Certificate Installer.

8. In the DigiCert Hardware Certificate Installer wizard, on the Welcome page, click Next.

9. On the License Agreement page, read the User License Agreement, check | accept and agree
to the license agreement, and then, click Next.

10. On the Initialization Code page, in the Initialization Code box, enter your initialization code
that you previously recorded and then, click Next.

11. On the Certificate Details page, plug in your token and then, click Next.

Make sure that only one token is plugged in. If more than one token is plugged in, the wizard
asks you to remove the tokens that are not being used for Document Signing Certificate
installation.

Also, make sure that the drivers for the token are installed. If not the wizards asks you to
remove your token, install the drivers, and then, re-install your token.

12. Next, the DigiCert Hardware Certificate Installer wizard analyzes your secure token device.
13. On the Token Detection page, click Next.

14. On the Token Password page, in the Token Password box, enter your password and then,
click Finish.

Please do not remove your token while the installation process is being completed or you
will have to start over. Using a strong network connection is also recommended because if
the connection goes down, you will have to restart the process.

15. On the Certificate Installation page, after you receive four green checkmarks, click Close.
It may take a few minutes for the wizard to install the Document Signing Certificate.

16. You’re done! You can begin using your DigiCert Document Signing Certificate to sign
documents. For instructions on how to sign documents with your Document Signing
Certificate, see Document Signing Support & Tutorial.

Installing Your Document Signing Certificate and Reinitializing Your Token
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1. Inyour account, in the sidebar menu, click Orders > Orders.

2. Onthe Orders page, in the Status drop-down list, select Issued.

3. Inthe Division drop-down list, select the appropriate Division or Subdivision.
4. To the right of the certificate that you need to install on your token, click View.
5. On the Manage Order # page, click Install Certificate.

6. Next, record your Document Signing Certificate’s initialization code (i.e.
aaaaalllllaaaaallll).

Later, when prompted by the DigiCert Hardware Certificate Installer wizard, you must enter
this code

7. After you have recorded your certificate’s initialization code, click DigiCert Hardware
Certificate Installer link in your account and download and run the DigiCert Hardware
Certificate Installer.

8. In the DigiCert Hardware Certificate Installer wizard, on the Welcome page, click Next.

9. On the License Agreement page, read the User License Agreement, check | accept and agree
to the license agreement, and then, click Next.

10. On the Initialization Code page, in the Initialization Code box, enter your initialization code
that you previously recorded and then, click Next.

11. On the Certificate Details page, plug in your token and then, click Next.

Make sure that only one token is plugged in. If more than one token is plugged in, the wizard
asks you to remove the tokens that are not being used for Document Signing Certificate
installation.

Also, make sure that the drivers for the token are installed. If not the wizards asks you to
remove your token, install the drivers, and then, re-install your token.

12. Next, the DigiCert Hardware Certificate Installer wizard analyzes your secure token device.

13. On the Token Detection page, check Re-initialize my token and permanently delete any
existing certificates and keys and then, click Next.

Use this option if you fall into one of the following situations:

e You forgot your password, and you did not set up an administrator token password.
e You want to reset your password and clear all certificates and keys from the token.
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e You need to reset your password for security purposes, and you did not set up an
administrator token password.

14. On the Token Setup page, enter the following information and then, click Next:

Token Name Provide a name for your token.

If you have more than one token, provide a unique name to help
identify what you are storing on it (i.e. Document Signing Token).

Password: Under Token Password, enter and confirm the password for the token.

Confirm: You are required to enter this password whenever you use the EV Code
Signing Certificate on the token.

Password must be 8 — 16 characters long.

Password must have at least one lower case letter, one upper case
letter, one number, and one punctuation.

15. (Optional) IF you want to set up and administrator password, on the Administrator Setup
page, do the following to setup an administrator password:

e Check Set Administrator Password.
e |n the Password and Confirm boxes, enter and confirm the token administrator
password.

We recommend that you setup an administrator password. If the token becomes locked,
you can use this password to unlock the token. Without an administrator password, you
must reinitialize the token, which permanently deletes all certificates and keys. You can also
use the administrator password to reset the token password.

16. Click Finish.

Please do not remove your token while certificate installation is being completed, or you will
have to start over. Using a strong network connection is also recommended because if the
connection goes down, you will have to restart the process.

17. On the Certificate Installation page, after you receive four green checkmarks, click Close.
It may take a few minutes for the wizard to install the Document Signing Certificate.

18. You’re done! You can begin using your DigiCert Document Signing Certificate to sign
documents. For instructions on how to sign documents with your Document Signing
Certificate, see Document Signing Support & Tutorial.
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7.3.7 How to Place a Request to Revoke a Certificate

1.

In your account, in the sidebar menu, click Orders > Orders.

On the Orders page, in the Status drop-down list, select Issued.

In the Division drop-down list, select the appropriate Division or Subdivision.

To the right of the certificate that you need to place a request to revoke, click View.
In the Manage Order # section, click Revoke Certificate.

On the Revoke Certificate for Order # page, making sure that you really need to revoke the
certificate, click Request Revocation to request the certificate revocation.

You should receive the “Certificate revoke request placed.” message.

7.3.8 How to Approve a Certificate Revoke Request

1.

In your account, in the sidebar menu, click Orders > Requests.

On the Requests page, in the Status drop-down list, select Pending to see only the certificates
that need administrator approval.

In the Type drop-down list, select Revoke to see only the certificates that need revocation
approval.

To the right of the certificate whose revocation you need to approve, click View.
The Type for the certificate should be REVOKE.

On the Revoke Request for Order # page, making sure that you really need to revoke the
certificate, click Approve to revoke the certificate.

CAUTION: In the Approve Request window, do not click Reject, unless you are sure that you
want to reject the certificate request. When you click Reject, that certificate
request is automatically rejected and cannot be undone.

In the Approve Request window, enter an Approval Comment and then, click Approve.

You should receive the “Successfully approved request” message.

7.3.9 How to Reject a Certificate Revoke Request

1.
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In your account, in the sidebar menu, click Orders > Requests.

On the Requests page, in the Status drop-down list, select Pending to see only the
certificates that need administrator approval.

In the Type drop-down list, select Revoke to see only the certificates that need revocation
approval.



4. To the right of the certificate whose revocation you need to reject, click View.

The Type for the certificate should be REVOKE.
5. On the Revoke Request for Order # page, click Reject to reject the certificate revoke request.
6. In the Rejection Comment window, provide a Rejection Comment and then, click Reject.

Note that your rejection comment appears on the rejection email that is sent to the
requestor.

7. You should receive the “Successfully rejected request” message.

The requestor is sent an email informing them that their certificate request has been
rejected. Your rejection comment is included in the email.

7.3.10 How to Request a Duplicate Certificate
Your SSL Certificate comes with an unlimited server license. Having an unlimited server license
means that you can use one certificate on as many different servers as you want.

The process for requesting a duplicate certificate is the same:

e Create your Certificate Signing Request (CSR).
e Fill out the request form.
e Wait for approval.

The form for requesting a duplicate for EV Multi-Domain, Unified Communications, Wildcard
Plus, and Grid Host SSL UC certificates is similar. For this reason, we will provide instructions for
ordering a Unified Communications Certificate and note any differences between the UC
Certificate request form and the EV Multi-Domain, Wildcard plus, and Grid Host SSL UC request
forms.

This instruction can be used for the following certificates:

e EV Multi-Domain

e Unified Communications
e  Wildcard Plus

e Grid Host SSL UC

How to Request a Duplicate Unified Communication Certificate

To create a duplicate certificate, for each server, send us a new CSR so that we can create a new
certificate for it. The details in the duplicate certificate will be exactly the same as in the original
certificate, and the duplicate certificate does not/cannot revoke previous copies of your
certificate.
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On the server for which you want the certificate, create a new CSR/keypair.
Note: To remain secure, certificates must use 2048-bit keys.

To learn how to create a CSR, see Create a CSR (Certificate Signhing Request).

In your account, in the sidebar menu, click Orders > Orders.
On the Orders page, in the Status drop-down list, select Issued.
In the Division drop-down list, select the appropriate Division or Subdivision.

To the right of the Unified Communications Certificate that needs to be duplicated, click
View.

On the Manage Order # page, click Get Duplicate.

On the Request Duplicate Certificate for Order # page, in the Paste your CSR box, do one of
the following:

Upload your CSR.  Click the Click to upload a CSR link to browse for, select, and open your
CSR file.

Paste your CSR. Use a text editor to open your CSR file. Then, copy the text, including the
and
tags, and paste it in to the request form in the area provided.

————— BEEIN MEW CERTIFICATE REQUEST-—---—-
MIICwDCCAaQCRAQRwdzEIMAKGRA] UEBhMCVVMKE j AQBgNVBAGTCV1vd{ JTTAGFIZTER
MAEGRIUEBXMIWW Sl ckNpdHkxCzAJEgNVBASTAk ITMRowGAYDVROEEXFZb3VyQZ 5t
cEFueSwgSHS i LI EYMBYGAIUEAxMPAd3d 3LV 4 ¥ lwbETuY 2 StHITBEI jANBgkghkiG
SwiBRQEFARCCADEAMT IRCgRCAQEASTSBFFRfACd sUkEwerQka /MAlKbo+ISDAWIZ
+/5Bx] /EtEVddscEWlcbHEpMEPwime Jg0pQuwlk IChY j SUQSpPEzdGpoc DM feaFD
J7EaQZszlv3hgdRQwiAae ks SmocVmd 3 LxEOH4VwALROMIHVERS / vhY £GECLIbc 31
RAERAXyHDtHk1REoIVQCE I TWBHGEHADS 3 TvmHW TQOREFYUnad foTh TRvE JHS ywagwx
TpVialbZPulgUlhwTwksENFxecGixcIMe /+ErociHEuZlchgl eCBEPSRIyLppZ +EMEL
merMEYm3o065] TvEYaKEJUOTtASMIs /2] alf51LjXurlUOnCoQQIDRQRARoRRWDOYT
FoZIhvcHAQEFBQADggERAK]1SSgoyAYOponrQZEvCElizrE1kS3DETjnti PINHEJE
SgdT¥R+/ 80 /hMowwlUSThEAVIeSeMk ket UNwhdpZ 3C004 32 z+ENEROEGAO Fodrw
ixTvbl5v5KedshGijREIzzHVERoRIr TaRt IuMaDAr3x1VE jHbewZTopd 0EbgeHLIE
NLA4CHsCOI4KGwudFEESzJEGE3gEJDEHaMPEVEer5G0owy/ g/ 32/ 1/b0g3TkAcUwk
MZeDsvEhMx/pENGEnLPed XMy THEPiEdzFna¥tUyZBDe ) 3Z0EWRREWE1IERggS /YWl
obf5ziuNml DEZ4NBtStpCHz £GviKT 6/ RY fig3dakuc=

To select a different common name, do the following:
i. Under Common Name section, click Show Available Domains.

ii. Select one of the available domains or subdomains (i.e. example.com or
mail.example.com).

The common name must be from one of the available domains or a subdomain of
one of the available domains.
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iii. The selected domain name is entered in the Common Name box.

The common name is listed as the first SAN (subject alternative name) name in the
certificate.

For a Wildcard Plus Certificate:
You cannot change the common name.
9. To select a different common name, do the following:

Note: When requesting a duplicate certificate do not change, add (if blank), or remove the
Service; these actions will create a certificate reissue, which automatically revokes
the original certificate or previous certificate reissues.

i In the Common Name section, click Show Available Domains.

ii. Select one of the available domains or subdomains (i.e. example.com or
mail.example.com).

The common name must be from one of the available domains or a subdomain of
one of the available domains.

iii. The selected domain name is entered in the Common Name box.

The common name is listed as the first SAN (subject alternative name) name in the
certificate.

10. To add additional Subject Alternate Names (SANs) to the duplicate
certificate, in the Other Hostnames (SANs) box, type the SANs names that you want to add.

For example, if the common name is *.example.com, you can add SANs such as
www.example.com or www.app.example.com.

Wildcard Plus Certificates only secure the first level of subdomains. To really secure your
entire domain, specify SANs as many level deep as you need.

Some mobile clients, including Windows Mobile 5, do not support wildcards, but they do
support Subject Alternative Names. If you want to be Windows Mobile 5 compliant add
SANSs to your Wildcard Certificate.

For EV Multi-Domain, UC, and Grid Host SSL UC Certificates:
You cannot add additional SANs.

11. Next, enter the following information:
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Signature Hash: In the drop-down list, select a signature hash.

Server Platform: Select the server on which the CSR was generated.

Reason for Duplicate: In the box, specify the reason for the certificate duplication.

12. When you are finished, click Request Duplicate.

You should receive the “Successfully created duplicate certificate request” message, and on
the Certificate Request page (Orders > Requests), your certificate should be listed with the
Status of Pending.

7.3.11 How to Request an SSL Certificate Reissue
All DigiCert certificates come with unlimited free reissues. Some reasons you may reissue your
certificate include:

e You lost your private key or want to re-key your certificate.

e You want to change the domain on the certificate (i.e. from www.yourname.com to
secure.yourname.com).

e You want to add, remove, or change some of the SANs that are listed in your UC
certificate.

The process for reissuing a certificate is the same:

e Create your Certificate Signing Request (CSR).
e Fill out the request form.
e Wait for approval.

The form for requesting a reissue for each type of SSL Certificate is similar, include Grid Host SSL
certificates. For this reason, we will provide instructions for reissuing an SSL Certificate and note
any differences between the different SSL Certificate request forms.

This instruction can be used for the following SSL Certificates:

e EV Multi-Domain

e EVSSLPlus
e Unified Communications
e SSLPlus

e Wildcard Plus
e Grid Host SSL UC
e Grid Host SSL

How to Reissue an SSL Certificate
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On the server for which you want the certificate, create a new CSR/keypair.
Note: To remain secure, certificates must use 2048-bit keys.

To learn how to create a CSR, see Create a CSR (Certificate Signing Request).

In your account, in the sidebar menu, click Orders > Orders.

On the Orders page, in the Status drop-down list, select Issued.

In the Division drop-down list, select the appropriate Division or Subdivision.
To the right of the certificate that needs to be reissued, click View.

On the Manage Order # page, click Reissue Certificate.

On the Reissue Certificate for Order # page, in the Paste your CSR box, do one of the
following:

Upload your CSR.  Click the Click to upload a CSR link to browse for, select, and open your
CSR file.

Paste your CSR. Use a text editor to open your CSR file. Then, copy the text, including the
and
tags, and paste it in to the request form in the area provided.

————— BEGIN MNEW CERTIFICATE REQUEST---——-
MIICvDCCA=QCAQRwdzEIMAKERIUEBhMCVVMKE JAQBgNVBAGTCV1wdXITAEFOZTER
MASCAIUEBXMIWWS lckNpdHkxCzAJBgNVBASTA k1 UMRowCAYDVOOEEXRFZh3VyRQZ 5t
cGFueSwgSWE JLIEYMEYGRIUEAXMPA3d3TmV4 YW lwbEUuYZ 5tHIIBI jANEBgkghkiG
SwiOBAQEFAROCAQEAMT IRCgECAQERITIBRFFxfACAsUkZwerQka /nBl1Ebo+ISDAW3Z
+/5Rx] /FEtEVdds cEW1lobHEpMEPwdme Jg0pw Ik IChY ] SUQSpPRzdGpocDME fecFD
JTEaQZ szLlvikqdROwZ Aaeks SmocVmd 3LaEOK 4 VwALBOMLHVEBS /fvhY £EECLJbc31
RdEbdXyHDtHk1RAoIVQCEj TWBWGHADS 3 TvHW 7QOReF¥Uoadfodh7RvejHE ywawa
TpVfaDbZPuTglhwTwksFNFxcoE0xcTHr /(+Erci HEuZ0chgB 6CEPSRI yLppZ +BMSE
merMEYmSo65) TvEYaKEJUOJtAEMI s,/ 2] aXfS1 L XurLU0nCORQIDAQABoRA RWDOY J
FEoZlhvcNAQEFEQADggEBRAK] S SgoyAYOpoenrQZEvCElizrK1kSE3DETjnAkiFINHEFE
SgdTY¥R+/ 80 /hMowwUSThEAVE 68 eMkk et UNwRAdpZ 5C304 T2 2+ ENEROBGROFod rw
ixTvbkl5vwSXeld3shGCijRCIzzHVERoRAr Tt TuMaDR r 3x1VE jHeovITcpH0EbgeHLE
NLA4CHs0I4EGwud FEE52JEGE3gEJDEHaMPEVEerSE0owv/ g/ 32 /1 /b0g37kkclUvwk
MZeDsvEPhMx,/pENGbnLPe4iMyTHPiEdzFna¥tUyZBDcK 3 Z0EWRRWkK1ERggS /YW
obf5ziuNmlDEZ4NBtStpCNe £6wiKT e,/ RY fig3diakxc=

————— END NEW CERTIFICATE REQUEST---—--

Certificate Rekey

If you just want to rekey your certificate, you don’t need to change any of the certificate
details. You can skip to Step 12.

Common Name
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To change the common name for the reissued certificate, in the Common Name section,

click Show Available Domains and select one of the available domains or subdomains (i.e.

example.com or mail.example.com). For Wildcard Plus Certificates, the name format is

*.domain.com (i.e. *.example.com).

The common name must be from one of the available domains or a subdomain of
one of the available domains. The selected domain name is entered in the Common
Name box.

Changing the common name when reissuing an SSL Plus, EV SSL Plus, or Wildcard
certificate will automatically revoke the original certificate and any previous reissues.

To change the common name for the reissued certificate, in the Common Name section,

click Show Available Domains and select one of the available domains or subdomains (i.e.

example.com or mail.example.com) that is not listed as one of the hostnames on the

certificate (original or reissued).

Changing the common name when reissuing a Unified Communications or EV Multi-
Domain certificate automatically revokes the original certificate and any previous
reissues, unless you add the old common name as a SAN on the reissued certificate.

If you just need to select a different common name from the list of other hostnames
(SANSs), you should request a duplicate certificate instead of a reissuing the

certificate.

The common name is listed as the first SAN (subject alternative name) name in the
certificate.

10. Service/Common Name
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To change the service for the reissued certificate, in the Service box, enter the
service that you want to use to connect to the grid server.

Changing the service automatically revokes the original certificate and any previous
reissues.

To change the common name for the reissued certificate, in the Common Name
section, click Show Available Domains and select one of the available domains or
subdomains (i.e. example.com or mail.example.com).



Note:

The common name must be from one of the available domains or a subdomain of
one of the available domains. The selected domain name is entered in the Common
Name box.

Changing the common name automatically revokes the original certificate and any
previous reissues.

To change the service for the reissued certificate, in the Service box, enter the
service that you want to use to connect to the grid server.

Changing the service automatically revokes the original certificate or previous
reissues.

To change the common name for the reissued certificate, in the Common Name
section, click Show Available Domains and select one of the available domains or
subdomains (i.e. example.com or mail.example.com).

The common name is listed as the first SAN (subject alternative name) name in the
certificate.

For a certificate reissue, you can change the common name without revoking the
original certificate or previous reissues.

If you just need to select a different common name from the list of other hostnames
(SANs), you should request a duplicate certificate instead of a reissue.

11. Other Hostnames (SANSs)
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Add SANs

In the Other Hostnames (SANs) box, enter the additional SANs that you want
included in the reissued certificate.

Adding SANs does not revoke the original certificate or previous reissues.
Remove SANs

In the Other Hostnames (SANs) box, delete the SANs that you want to exclude in the
reissued certificate.

Removing SANs automatically revokes the original certificate or previous reissues



If you just need to make a new copy of the certificate with a new list of SANs, you should
request a duplicate certificate instead of a reissuing the certificate.

12. Next, enter the following information:

Signature Hash: In the drop-down list, select a signature hash.
Server Platform: Select the server on which the CSR was generated.
Reason for Reissue: In the box, specify the reason for the certificate reissue.

13. When you are finished, click Request Reissue.

You should receive the “Successfully created reissue certificate request” message, and on the
Certificate Request page (Orders > Requests), your certificate should be listed with the Status
of Pending.

7.3.12 How to Renew an SSL Plus, EV SSL Plus, EV Multi-Domain, Unified Communications

and a Wildcard Plus Certificate
The process for renewing any of the available SSL Certificates is the same:

e Create your Certificate Signing Request (CSR).
e Fill out the request form.
e Wait for approval.

The form for renewing each type of SSL Certificate is similar. For this reason, we will provide
instructions for renewing an SSL Certificate and note any differences between the different
types of SSL Certificate renewal forms.

This instruction can be used for the following certificates:

e EV Multi-Domain

e EVSSLPlus

e SSLPlus

e Unified Communications
e  Wildcard Plus

How to Renew an SSL Certificate
1. Create your CSR.
Note: To remain secure, certificates must use 2048-bit keys.

To learn how to create a CSR, see Create a CSR (Certificate Signing Request).

84 |Page


https://www.digicert.com/csr-creation.htm

8 |Page

In your account, in the sidebar menu, click Orders > Orders.

On the Orders page, in the Status drop-down list, select Issued or Expired.

In the Division drop-down list, select the appropriate Division or Subdivision.

To the right of the certificate that needs to be renewed, click View.

On the Manage Order # page, click Renew Certificate.

On the Renew Order # page, under Certificate Settings, in the Paste your CSR box, do one of

the following:

Upload your CSR.  Click the Click to upload a CSR link to browse for, select, and open your

CSR file.

Paste your CSR. Use a text editor to open your CSR file. Then, copy the text, including the

and

tags, and paste it in to the request form in the area provided.

————— BEGIN MEW CERTIFICATE REQUEST-———-

MIICvDCCRaQCAQAwdzEIMA KGRI TEBhMCVVMXE j AQBgNVBAGTCV1vdXJTAGFOZTER
MAEERITEBxMIWW S ckNpdHkxCzAJBgNVEBAS TAK 1 THRowEAYDVRRKEXFZb3VYyRZ 3t
cGFueSwgSWS I LiEYMBYCA1 TEANMPA3d 3 LeV4 YW lwbGTu¥2 St MITBRI JANBgkghkis
SwiBAQEFAROCAOEAMITRCgRCAQERS TOBFFxfACA sk ZwrQka /nAl1Ebo+ISDAWIZ
+/5Bx]j /EtXVddscEW1ocbHEpMEMw4me JgOpQw Ik IChY j SUQSpPEzdGpecDML fecFD
JTEaQZszLviAgdRQwiiae k8 SmocVmd3 LrEOKAVVALBOMLHVERS /vhYSGECLIbe31
BAdEbRAXyHDtHk]1 RAoTIVQCE JTWBWENADI 2 7vmHW 7QOR6F¥Una 4 foJh7RvE HS vwaux
TpVialDbZPuTgUhwTwksENFxcoE0xcTMr /+ErciHEuZ0chg8 eCBESRIyLpps +BMSE
mErMEYmS0&5] TwvEYaKEJUOJTtASMIs /2] aXf51 L KurlU0nCORR IDAQRBoRA RwDY T
KoZIhvcHAQEFBQADggEBAK] 53goyAYOpenrRZEvCElizrE1 k53D8JinAi FINHEJB
FgdTYR+/ 8D/ hMowwISThEAVE68eMk k6t THwAdpZ3C304Ts 2 2+ENEROE A0 Fodrw
ixTvbl5wEHe3ghGCijREIzzHVERoRAr TxRt TuMaDir3x1VE jHeovZTopHiEbgeHLE
NLA4CHsOI4EGwud FLL 52 JECb3gE JDEHaMPEVEer5E0owv/g/ 32/ 1 /b0g3TkRcluk
MZeDsvPhix,/pENGbnLPe4 XMy TNPiEdzFnaYtUyZBDcXj3ZQEWKRWK1ERggS /¥cHI
obf5ziuNmlDEZ4NBtStpCNz EGvikT 6/ RYEWg3diakxe=

Common Name

Because you are renewing your certificate, the Common Name box should be

prepopulated with the common name and the organization to which the domain is

assigned populates the Organization field.

If you are using a different common name, under Common Name, click Show Available

Domains and select one of the available domains or subdomains (i.e. example.com

(Organization Name) or mail.example.com (Organization Name)).

The selected domain name is entered in the Common Name box, and the organization to
which the domain is assigned populates the Organization field.



The common name is listed as the first SAN (subject alternative name) name in
the certificate.

The common name is listed as the first SAN (subject alternative name) name in
the certificate.

The common name would be *.example.com.

Note: The common name must be from one of the available domains or a subdomain of
one of the available domains.

Other Hostnames (SANSs)

Because you are renewing your certificate, the Other Hostnames (SANs) box should be
prepopulated with the additional hostnames.

If you want to add hostnames, in the Other Hostnames (SANs) box, enter additional
hostnames (i.e. example2.com, example3.net, mail.example.net) that you want your EV
Multi-Domain or Unified Communications Certificate to secure. You can also remove

hostnames.

Because you are renewing your certificate, the Other Hostnames (SANs) box should be
prepopulated with SANs, if additional hostnames were used.

If you want to add SANs, in the Other Hostnames (SANs) box, enter additional hostnames
(i.e. example2.com, example3.net, mail.example.net) that you want your Wildcard
Certificate to secure. You can also remove SANs.

Wildcard Plus Certificates only secure the first level of subdomains. To really secure your
entire domain, specify SANs as many level deep as you need.

Some mobile clients, including Windows Mobile 5, do not support wildcards, but they do
support Subject Alternative Names. If you want to be Windows Mobile 5 compliant add
SANs to your Wildcard Certificate.

10. Next, enter the following information:
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Organization Unit: Enter the name of your department, group, etc.



Validity Period: Select a validity period for the certificate: 1 Year, 2 Years, 3 Years, or
Custom Expiration Date).

The maximum validity period is 2 Years.

Signature Hash: In the drop-down list, select a signature hash.

11. In the Order Information section, do the following:

Server Platform: Select the server on which the CSR was generated.
Comments to Enter any information that your administrator might need for
Administrator: approving your request, about the purpose of the certificate, etc.

These comments are not meant to be included in the certificate.

12. Under Terms of Service, read through the terms of service, making sure you understand
the terms and then, check | agree to the Terms of Service above.

13. When you are finished, click Submit Certificate Request.

You should receive the “Successfully created SSL certificate request” message, and on the
Requests page (Orders > Requests), your certificate should be listed with the Status of
Pending.

7.3.13 How to Renew a Grid Host SSL and Grid Host SSL UC Certificate
The process for renewing Grid Host SSL and Grid Host SSL UC Certificates is the same:

e Create your Certificate Signing Request (CSR).
e Fill out the request form.
e Wait for approval.

The form for renewing the Grid Host SSL Certificate and Grid SSL UC Certificate is similar. For this
reason, we will provide instructions for requesting a Grid Host SSL Certificate and note any
differences between the Grid Host SSL Certificate and the Grid Host SSL UC Certificate renewal
forms.

This instruction can be used for the following certificates:

e Grid Host SSL
e Grid Host SSL UC

How to Renew a Grid Host SSL Certificate
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Create your CSR.
Note: To remain secure, certificates must use 2048-bit keys.

To learn how to create a CSR, see Create a CSR (Certificate Signhing Request).

In your account, in the sidebar menu, click Orders > Orders.

On the Orders page, in the Status drop-down list, select Issued or Expired.

In the Division drop-down list, select the appropriate Division or Subdivision.
To the right of the certificate that needs to be renewed, click View.

On the Manage Order # page, click Renew Certificate.

On the Renew Order # page, under Certificate Settings, in the Paste your CSR box, do one of
the following:

Upload your CSR.  Click the Click to upload a CSR link to browse for, select, and open your
CSR file.

Paste your CSR. Use a text editor to open your CSR file. Then, copy the text, including the
and
tags, and paste it in to the request form in the area provided.

————— BEGIN NEW CERTIFICATE REQUEST--——-
MIICwDCCRaQCAQRwdzEIMR KGRI UEERMCVVMRE JAQBgNVEAGTCV1vdlJTdEFOZTER
MAESGRIUEEBxMIWWS lckNpdHkxCz R JBgNVEASTAK 1UMRowGAY DVOOFEXFZRIVYyQZ ot
cEFueSwgSHS L EYMBYGRAIUEAXMPA 3d 3 LoV4 YW lwbGIuYZ St MITEI jANBgkghkiG
SwOBAQEFRROCROEAMITRCgECAQERITIBFFufACdaUkZwrQka /nB1 Kbo+ISDAWIZ
+/5Bx] /EtEVdd scEW 1 obHGpMEPwdme Jo0piw Ik IChY j SUQSpPE=dCpecDME fecFD
J7EaQZszlvikgdRQuwiiaek85mocVmd3LxECHAVwALBOMLHVERS f wvhYfGECLIbo3 1
RdEbdEyHDtHE1RRoIVQCE j TWwBWENADS 3 7TvmHW TQOREFYUnad fodh7RvEe JHS ywawx
TeVialbZPuTgllhwTwksENFxcoGlxcTHr /+ErciHEuZ 0chgl8eCBESRIyLpp2 +EMSE
mErMEYmSo065 ] TwvEYaKEJUOJtASMIs/ ZjadfS1LiXurLU0nCOQQTDAQRABoR AWwDQY T
EoZIhveNAQEFBQADggEBAK1S3goyAYOpenrQZEvCElizrE1 k5308 jn2i PINHEIE
SgdTY¥R+/BDr/ hMeww IS ThEAVEc8eMkk et UNwAdpZ3C304 T3 Z 2+ENEROBGAOFodrw
ixTvbklsvwiHe3shEiJREIssHVERoR3 rTat TuMaD2 r 3x1 VB JHbovZTopE0FbgeHIE
NLA4CHsOI4KGwud FEES2 JECE3gEJDBHaMPEVEer5G0owy/ g/ 32/ 1/b0g3TkkeTwk
MZeDsvEhMx,/pENCbnLEe4 My TNPiEdesFna¥tUyZBDcj3Z0ERNRRWL1ERggS /Yol I
ocbf5ziuNmlDEZ4NBt5tpCNefEviET e/ RY fHg3dMakrc=

Service / Common Name

Because you are renewing your certificate, the Service / Common Name box should be
prepopulated with the service and common name and the organization to which the domain
is assigned populates the Organization field.

If you are using a different service and/or common name, under Service / Common Name
section do the following:
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i. In the Service box, enter the service that you want to use to connect to the grid
server.

ii. Under Common Name, click Show Available Domains and select one of the available
domains or subdomains (i.e. example.com (Organization Name) or
mail.example.com (Organization Name)).

The selected domain name is entered in the Common Name box, and the
organization to which the domain is assigned populates the Organization field.

Note that the common name must be from one of the available domains or a
subdomain of one of the available domains.

The common name is listed as the first SAN (subject alternative name) name in the
certificate.

9. Other Hostnames (SANs)

Because you are renewing your certificate, the Other Hostnames (SANs) box should be
prepopulated with the additional hostnames.

If you want to add hostnames, in the Other Hostnames (SANs) box, enter additional
hostnames (i.e. www.example2.com, www.example3.net, mail.example.net) that you want
your Grid Host SSL UC Certificate to secure. You can also remove hostnames.

10. Next, enter the following information:

Validity Period: Select a validity period for the certificate: 1 Year or Custom
Expiration Date).

Signature Hash: In the drop-down list, select a signature hash.

11. Under Order Information, do the following:

Server Platform: Select the server on which the CSR was generated.
Comments to Enter any information that your administrator might need for
Administrator: approving your request, about the purpose of the certificate, etc.

12. Under Terms of Service, read through the terms of service, making sure you understand the
terms and then, check | agree to the Terms of Service above.
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13. When you are finished, click Submit Certificate Request.
You should receive the “Successfully created SSL certificate request” message.

On the Requests page (Orders > Requests), your certificate should be listed with the Status of
Pending.

7.3.14 How to Reissue a Code Signing Certificate
Reissuing your Code Signing Certificate does not automatically revoke the original certificate or
any previous reissues. However, all new applications should be signed with your reissued Code
Signing Certificate.

If you revoke a Code Signing Certificate, applications that were signed with the revoked
certificate remain valid as long as they were time stamped when they were signed.

The process for reissuing a Code Signing Certificate is as follows:

e  For Sun Java Platform Only: Create your Certificate Signing Request (CSR).
Sun Java is the only platform for which you are required to submit a CSR.

e Fill out the request form.

e Wait for approval.

1. For Sun Java Platform Only: Create your CSR.
Note: To remain secure, certificates must use 2048-bit keys.

To learn how to create a CSR, see Create a CSR (Certificate Signing Request).

2. Inyouraccount, in the banner menu, click Orders > Orders.

3. Onthe Orders page, in the Status drop-down list, select Issued.

4. In the Division drop-down list, select the appropriate Division or Subdivision.

5. To the right of the Code Signing Certificate that needs to be reissued, click View.
6. On the Manage Order # page, click Reissue Certificate.

7. On the Reissue Certificate for Order # page, do the following:

Signature Hash: In the drop-down list, select a signature hash.

Server Platform: In the list of server platforms, select the platform for which your
Code Signing Certificate is to be used.
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Reason for Reissue: In the box, specify the reason for the certificate reissue.

8. (Sun Java Platform only) In the Paste your CSR box, do one of the following:

Upload your CSR.  Click the Click to upload a CSR link to browse for, select, and open your
CSR file.

Paste your CSR. Use a text editor to open your CSR file. Then, copy the text, including the
and
tags, and paste it in to the request form in the area provided.

————— BEEIN MEW CERTIFICATE REQUEST----—-
MIICwDCCRaQCRQAWwdsEIMA KCA] UEBhMCVVMKE JAQBgNVBAGTCV1vdXJTAGFOZTER
MESCRIUEBXMIWH Sl ckNpdHkxCe=RJBgNVBASTAK 1 UMRowCAYDVROKERFZbAVyQZ 5t
cEFueSwgSHE LI EYMBYCAI UEAxMPd3d3LoV4 ¥ W 1wbEUuYZStMITBI JANBgkghki s
SwiBAQEFRRACCRQSAMITEBCgECAQERAS TSBFFRfACd N sTkIwrQka, / nAlFbo+ISDAWIZ
+/5Rx] /EtEVddscEWlobHEpMEPw4me Jq0pQwik IChY j SUQSpEEzdGpoccDME feaF0
J7EaQZszlvikgdRQwitaekBSmocVnd 3 LeEOK 4 VwALBOMLHVEBS / vhY fGECLJbC31
RdERdXyHDtHE1RAoIVQCE ) TWwBHGHADI 3 7 vmHW T QOREFYUnad fedh7RvE JHE ywgwx
TeVialbZPuTgUhwTwksENFxcoEixcTHr /f+ErociHEuZ0chgB 8CBPSRI yLppZ +EMSE
merMEYm3o65] TvEYaKEJUDIJtASMI s/ 2 aKfS1LjXurlU0nCoRRIDARRBRol RwDQY T
FoZIThvcNAQEFBRQADggERAK153goyAY¥OponrQZEvCClizsrK1kS3D8JinAiPINHEJB
SgdTY¥R+/ 80 /hMowwISThEAVE 68 eMkk 6t UNwAdpZ3C304 32 2+ENEROBCAOFodrw
ixTvblbvwEHe3dshGijREIezsHVERoRI3r TRt IuMaDAr3x1VE jHbewEZTepHiEbgeHLIE
NLA4CHsOI4ECwud FEfSeJECR3gEJDEHaMEEVEBer5G0owy/ g/ 32/ 1/b0g9 7 kAcUwk
MZeDsvPhMx,/pENCbnLEed XMy TNPiEdzFna¥tUyZBDcE j 3Z0EWxEW kK1 ERggS /YW I
obf5ziuNml DfZ 4NBt5tpCNefCviET &/ RYfWg3dMakxc=

9. When you are finished, click Request Reissue.
You should receive the “Successfully created reissue certificate request” message.

On the Requests page (Orders > Requests), your certificate should be listed with the Status of
Pending.
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