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1 User Management

Before you start to use your DigiCert Account, work with your DigiCert account
representative to set up your account structure (Divisions and Subdivisions) and
permissions. Depending on how your account is structured, some of the features discussed
in this section may not be included in your Division, Subdivision, or in your account
altogether.

For example, in the How to View Account Users instruction, you may not be able to use the
Division drop-down list to view users in other Divisions.

1.1 Roles and Account Access

Account administrators do not assign permissions to individual users. Instead, they assign
each user a role (Administrator or User). The role assigned to the user determines which
Division account features they can access.

1.1.1 Administrator Role
The primary function of the Administrator role is to manage their Division and/or
Subdivision(s) by having full access to the features needed to fulfill their managerial
tasks. An Administrator’s tasks may include managing users, two-factor authentication,
reports, Divisions, Subdivisions, domains, etc. What an Administrator can and cannot do
is determined during account setup with you DigiCert representative.

1.1.2 User Role

The primary function of the User role is to allow a user to fulfill specific duties inside their
Division or Subdivision by providing them with just enough access to the features
needed to accomplish their tasks. A User's tasks may include running reports or ordering
certificates.

1.1.3 EV Verified User

EV Verified Users can approve certificate requests for EV SSL Plus and EV Multi-Domain
Certificates. For a user to be an EV Verified User, they must have a phone number and
job title.

1.1.4 CS Verified User

CS Verified Users can approve certificate requests for Code Signing Certificates. For a
user to be a CS Verified User, they must have a phone number and job title.
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1.1.5 EV CS Verified User

EV CS Verified Users can approve certificate requests for EV Code Signing Certificates.
For a user to be an EV CS Verified User, they must have a phone number and job title.

1.2 Managing Users

Typically, Administrators manage the administrators and users of their Division(s).
Managing users may include adding account users, deleting account users, editing user
account details and roles, managing API user's keys, and managing guest keys.

1.2.1 How to Add Users to Your Account
1. Inyour account, in the sidebar menu, click Account > Users.

2. Onthe Users page, click Add User.

3. Onthe Add User page, in the User Details section, provide the following details for

the user:

First Name: Type the user’s first name.

Last Name: Type the user’s last name.

Email: Type an email address at which the user can be contacted.
The user will be sent an email with instructions for creating a
password to log into their account.

Phone;: Type a phone number at which the user can be reached.
A phone number is only required if the user will be an EV
Verified User, an EV CS Verified User, and/or a CS Verified
User.

Job Title: Type the user's job title.

A job title is only required if the user will be an EV Verified User,
an EV CS Verified User, and/or a CS Verified User.

4. Inthe User Access section, provide the following access information for user:

Username: The username will auto-populate.

9|Page




Although you can create a unique username for each user, we
recommend using their email address (e.qg., john
@example.com).

Division: In the drop-down list, select the Division or Subdivision to
which you want to assign the user.

Role(s) Select a role for the new user: Administrator or User.

5. When you are finished, click Add User.

The newly added user will be sent an email that contains a link, which lets them
create a password to log into the account.

1.2.2 How to Resend the DigiCert User Account Created - Action Required

Email
If a newly added user deletes or loses the DigiCert User Account Created - Action
Required email before they create their password, you can resend the email.

As soon as you resend the DigiCert User Account Created - Action Required email, the
old link expires and cannot be used to create a password. If the expired link is used, the
following message is displayed:

“The emailed link is invalid or has expired. Try resetting your password or try logging in to
resolve the issue.”

1. Inyour account, in the sidebar menu, click Account > Users.

2. Onthe Users page, click the “User Name" link for the person to whom you need to
resend the DigiCert User Account Created - Action Required email.

3. Onthe “User's Name" page, click Resend Create User Email.

The newly added user will be resent the Create User Email with a new link, which lets
them create a password to log into the account.

1.2.3 How to Edit User Accounts
If you need to edit your own user details, see How to Edit Your Profile.

1. Inyour account, in the sidebar menu, click Account > Users.
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2. Onthe Users page, click the “User Name” link for the person whose details you need
to modify.

3. Onthe “User's Name" page, update the user's details and access as needed. (Refer to
How to Add Users to Your Account for detailed descriptions.)

4. When you are finished, click Update User.

1.2.4 How to Delete (Remove) User Accounts
1. Inyour account, in the sidebar menu, click Account > Users.

2. On the Users page, click the “User Name" link for the user account that you need to
delete.

3. Onthe “User's Name" page, click Delete User.

CAUTION: Do not click Delete User, unless you are sure that you want to remove the
user from your account. In the Delete User window, when you click Delete
User, that user is automatically removed from your account.

4. In the Delete User window, when you receive the “Are you sure you want to delete
‘User Name' user account?" message, click Delete User.

The user should be removed from the account.

1.2.5 How to Edit Your Profile
When you are logged into your account, use this instruction to edit your user
information: name, phone number, job title, email address, username, password, or
security question.

1. Inyour account, in top right corner, in the “User Name” drop-down list, select My
Profile.

Williams ~

My Profile

2. Onthe Profile Settings page, update your details, such as phone number, as needed.
(Refer to How to Add Users to Your Account for detail descriptions.)
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Profile Settings

3. To Change Your E-Mail Address:

If you are using your email address as your username, we recommend changing
your username to match your new email address.

Click Change Email Address.

ii.  Onthe Change Email page, in the New Email box, type your new email
address.

ii.  Inthe Password box, type your password
iv.  Then click Save.

You should receive an email notifying you of the change.

Although you can create a unique username, we recommend using your email
address for your username.

If you changed your email address and you are using your email address as your
username, we recommend changing your username to match your new email
address.

Click Change Username.

ii.  Onthe Change Username page, in the New Username box, type your new
username.

ii.  Inthe Password box, type your password
iv.  Then click Save.

The next time you log into your account, you will need to use your new
username to login.

5. To Change Your Password:

Click Change Password.
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ii.  Onthe Change Password page, in the Current Password box, type your
password.

ii. In the New Password and Re-enter New Password boxes, create and confirm
your new password.

iv.  Then click Save.

The next time you log into your account, you will need to use your new
password to login.

6. To Change Your Security Question:
Click Change Security Question.

ii.  Onthe Change Security Question page, in the drop-down list, select a new
security question.

. Inthe Your Answer box, type the answer to your new security question.
iv.  Inthe Password box, type your password.

If you changed your password during this session in your account, make sure
to use your new password.

v.  Then click Save.
7. When you are finished, on the Profile Settings page, click Save.

If you changed your email address and/or username, you should see the changes
now.

1.2.6 How to View Account Users
1. Inyour account, in the sidebar menu, click Account > Users.

2. Onthe Users page, use the available filters, such as Division, or the Search bar to
locate a specific user.

3. To seethe user's profile details, click the “User Name” link.

1.2.7 How to Unlock a “Locked” Account

This instruction covers what to do if your account gets locked due to excessive login
failures or for other security reasons.
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If just can't access your account because you forgot your username or password, see
How to Retrieve Your Forgotten Username or How to Reset Your Forgotten Password.

Users:

If you get locked out of your DigiCert account, please contact your Administrator so that
they can work with us to unlock your account.

Admins:

If you or one of your users gets locked out of your DigiCert account, contact us so that
we can unlock the account for you.

Contact the DigiCert Team

Phone: 1-801-701-9600
Email: support@digicert.com
Live Chat; www.digicert.com

1.2.8 How to Retrieve Your Forgotten Username

This instruction explains what to do if you forgot your username. If you have already
been locked out of your account, see How to Unlock a “l ocked” Account.

1. Go to the DigiCert Account Login page.

2. On the login page, click Forgot your username.

3. In the Forgot Your Username? wizard, type your email address and then click
Proceed.

4. An email with your username is sent to the email address that you provided.

1.2.9 How to Reset Your Forgotten Password

This instruction explains what to do if you forgot your password. If you have already
been locked out of your account, see How to Unlock a “l ocked” Account.

1. Gotothe DigiCert Account Login page.

2. Onthelogin page, click Forgot your password.

3. In the Forgot Your Password? wizard, type your email address and then click
Proceed.
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4. An email with instructions for resetting your password is sent to the email address
that you provided.

1.3 Managing APl Users

Typically, Administrators manage the administrators and user accounts of their Division(s).
Managing users may include issuing and revoking API keys.

1.3.1 How to Issue an API Key
1. Inyour account, in the sidebar menu, click Account > Account Access.

2. On the Account Access page, under API Keys, click Add API Key.
3. Next, open a text editor (such as Notepad).

4. Inthe Add API Key window, do the following:

Description Type a description/name for the API key.

User In the drop-down list, select the user to whom you want to
assign the API key.

5. When you are done, click Add API Key.

6. Inthe New API Key window, above “For security reasons, we cannot show this again.”
copy your APl key and paste it in to your text editor.

CAUTION: Do not close the New API Key window until you have saved a copy of the
APl key. If you close the window without recording your new API key, you
will not be able to retrieve it. You will need to revoke the API key that you
just created and create a new one.

7. Save your text editor document, making sure to note its location.

8. Inthe New API Key window, once you have saved a copy of your API key, click |
understand | will not see this again.

1.3.2 How to Revoke (Remove) an API Key

1. Inyour account, in the sidebar menu, click Account > Account Access.
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2. Onthe Account Access page, under APl Keys, to the right of the API key that you
need to revoke, click Revoke.

If you do not see the key listed on this page, in the bottom right corner below
the list of keys, click View All “#" API Keys.

Note: The View All “#" API Keys link only appears if you have issued more
than 10 API keys.

ii.  Onthe API Keys page, to the right of the API key that you need to revoke, click
Revoke.

CAUTION: In the Revoke API Key window, do not click Revoke, unless you are sure
that you want to permanently revoke the API key. Revoking an API key
permanently disables access for anyone who is using it.

3. In the Revoke API Key window, under the “Are you sure you want to permanently revoke
the API key ‘APl key Name’ for ‘User Name'?' message, click Revoke.

1.3.3 How to View API Keys and API Key Users

1. Inyour account, in the sidebar menu, click Account > Account Access.

2. Onthe Account Access page, under API keys, you can view all or some of the API
keys that you have issued.

3. Toseeall your API keys, in the bottom right corner, below the list of keys, click View
All “#" API Keys.

Note: The View All “#" API Keys link only appears if you have issued more than 10
API keys.

4. Onthe API Keys page, all keys are listed.

5. Use the dropdown list, search box, and column headers to locate specific keys.

1.4 Managing Guest URLs

Typically, Administrators manage the administrators and user accounts in their
Division(s). Managing users may include creating and editing Guest URLSs so that user can
order certificates but
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1.4.1 Guest URLs

A Guest URL is a link to a specific certificate's request page. You can create Guest URLs
for the following certificates:

SSL Client Grid

e SSL Plus e Digital Signature Plus e Grid Premium

e Multi-Domain SSL e Email Security Plus e Grid Robot Email

e Wildcard Plus e Premium e Grid Robot FQDN

e EV SSL Plus e Grid Robot Name

e EV Multi-Domain e Grid Host SSL

e Grid Host SSL Multi-
Domain SSL

A Guest URL lets you provide a guest user with the ability to request a certificate without
adding them to your account. Guest URLs only give users access a specific certificate
request page within the account. The user cannot access anything else within the
account.

1.4.2 How to Create a Guest URL
1. Inyour account, in the sidebar menu, click Account > Account Access.

2. Onthe Account Access page, under Guest URLSs, click + Add Guest URL.

3. Onthe New Guest URL page, do the following:

Description Type a brief description for the URL that makes it easily
identifiable in the list of Guest URLs.

Allowed Certificate Click Select... to select the certificate(s) that the Guest
Types URL allows the guest user to request. You can select a
single or multiple certificates.

Certificate Validity Click Select... the validity period(s) for the certificate(s)
Periods that you selected. You can select a single or multiple
periods.

Note:

Some certificate types may have a maximum validity
period that is less than the validity period you selected.
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For example, you select EV SSL Plus and SSL Plus, and
then you select 3 years. When the guest user orders an EV
SSL Plus Certificate, the validity period will be for only 2
years. If the guest user orders an SSL Plus Certificate, the
validity period will be for 3 years.

4. When you are finished, click Save Guest URL.

You can now send the Guest URL to a “guest” and let them order a specific
certificate(s).

1.4.3 How to Edit a Guest URL

1. Inyour account, in the sidebar menu, click Account > Account Access.

2. Onthe Account Access, under Guest URLs page, click the “Description” link for the
Guest URL that you need to edit.

If you do not see the guest URL listed on this page, in the bottom right corner
below the list of URLSs, click View All “#” Guest URLs.

Note: The View All “#" Guest URLs link only appears if you have created more
than 10 guest URLs.

ii.  Onthe Guest URLs page, click the “Description” link for the Guest URL that you
need to edit.

3. Inthe Edit Guest URL window, edit the description, make certificate changes, and
update the validity periods. (See How to Create a Guest URL.)

Notes: You can select a single or multiple certificates. Some certificate types may
have a maximum validity period that is less than the validity period you
selected.

4. When you are finished, click Save Guest URL.

You can now send the updated Guest URL to a “guest” and let them order a specific

certificate(s).

1.4.4 How to Delete a Guest URL

1. Inyour account, in the sidebar menu, click Account > Account Access.
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2. Onthe Account Access page, under Guest URLSs, to the right of the URL that you
need to delete, click Delete.

If you do not see the URL listed on this page, in the bottom right corner below
the list of URLs, click View All “#" Guest URLs.

Note: The View All “#* Guest URLs link only appears if you have created more
than 10 guest URLs.

ii.  Onthe Guest URLs page, to the right of the URL that you need to delete, click
Delete.

CAUTION: In the Delete Guest URL window, do not click Delete unless you are sure
that you want to delete the Guest URL. Deleting a Guest URL disables

anyone who is using it to request a certificate.

3. In the Delete Guest URL window, under the “Are you sure you want to delete the Guest
URL ‘Wildcard Plus Test? It will stop working immediately, and cannot be undone.”
message, click Delete.

All copies of the Guest URL link should no longer work.

1.4.5 How to view Guest URLs
1. Inyour account, in the sidebar menu, click Account > Account Access.

2. Onthe Account Access page, under Guest URLs, you can view all or some of the
guest URLs that you have created.

3. Toseeall your guest URLs, in the bottom right corner, below the list of URLs, click
View All “#" Guest URLs.

Note: The View All “#" Guest URLs link only appears if you have created more than
10 guest URLs.

4. On the Guest URLs page, all guest URLs are listed.

5. Use the search box and column headers to locate guest URLSs.
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2 Division Management

Before you start to use your DigiCert account, work with your DigiCert account
representative to set up your account structure (Divisions and Subdivisions) and
permissions. Depending on how your account is structured, some of the features discussed
in this section may not be included in your Division, Subdivision, or in your account
altogether.

For example, in the Managing Co-Branding (Logos) section, you may not be able to add,
replace, or remove logos.

2.1 Managing Divisions
Managing Divisions typically involves adding new Divisions along with the Division'’s first
administrator. Once you've added a Division, managing a Division may include editing basic
Division details, deactivating/reactivating a Division, managing co-branding, and ekeys, and
configuring Division two-factor authentication requirements.

During account setup with your DigiCert representative, you create Division types and
define the types of Divisions that an Administrator can manage.

2.1.1 How to Add a New Division
1. Inyour account, in the sidebar menu, click Account > Divisions.

2. Onthe Divisions page, click New Division.
3. On the New Division page, enter the following information to about the Division:

After creating the division, you can go back any time and modify these details.

*Name: Type the name of the Division.

Description: Type a brief description that provides basic
information about the Division.

Send request renewal Enter the email(s) for the person(s) who you want to
notifications to receive request renewal notifications (comma
separated).
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*Certificates can be (NREN Administrators only)
ordered for:

N I h izati All ific) f hich
« All organizations Select the organizations (All or Specific) for whic

the division can order certificates.

e Specific
organizations In the drop-down list, select the specific
organization(s).
Certificates can be (NREN Administrators only)

ordered for:
e Alldomains
e Specific
domains List the specific domains (comma separated)

Select the domains (All or Specific) for which the
division can order certificates.

4. Under Division Administrator, enter the following information about the division
Administrator:

*First Name: Type the administrator’s first name.
*Last Name: Type the administrator’s last name.
*Email: Type an email address at which the administrator can be

contacted, sent password setting email.

*Username: Type the username for the administrator.

Although you can create a unique username for the
administrator, we recommend using their email address
(e.g., john.doe@example.com).

*Role: In the drop-down list, select Administrator.

Do not click Save Division until you are sure the Administrator details are filled out
correctly, especially the administrator's email address. Once you click Save Division,
you can no longer modify the information for the Division administrator you created.
You can only edit the Division Details.

5. When you are finished, click Save Division.

The division administrator should receive an email that contains a link, which lets
them create their password to log into their account.

21|Page




After the administrator creates their password, they should log into their account and
update their user details; add a phone number and job title (see How to Edit Your
Profile).

Note: To be an EV Verified User, and EV CS Verified User or a CS Verified User, the
administrator must have a phone number and job title (see Roles and
Account Access).

2.1.2 How to Set Division Preferences

1.
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In your account, in the sidebar menu, click Account > Divisions.

If you only have one division or are not allowed to see other divisions, you may need
to click Account > My Division.

On the Divisions page, click My Division.
On the “Division Name" page, click Edit Preferences.
Subdivision Admins Note:

If your division admin allows you to configure your own division preferences, on the
Division Preferences page, under Use default settings, click Use My Own Settings.

Note: If you don't have subdivisions, then you don't see the “Use this setting for”
settings.

On the Division Preferences page, set permissions:

Use these settings for my Select this option if you want your settings to
division apply only to your division.
Use these settings for my Select this option if you want your settings to

division and any subdivisions  apply to your division and all subdivisions.

Allow subdivisions to Check this box if you want the subdivisions to be
override these settings able to set up their own division preferences.

Under Time Display, in the Time Display Format drop-down list, select one of the
following preferences:




*= 12 Hour (yyyy-mm-dd hh:mm am/pm)
» 24 Hour (yyyy-mm-dd hh:mm)

6.
Under Request Note, in the Custom Note for Request Pages box, type the note that
you want to add to the top of all certificate request pages.
Note: This message appears on all SSL Certificate, Client, Grid, Code Signing, and
Document Signing requests pages
7.

I. Inthe Send request renewal notifications to box, enter the email addresses for
the people you want to receive the renewal notifications (comma separated).

ii. Under When certificates are scheduled to expire in, check the boxes for when
you want renewal notices sent.

iii. In the Default Renewal Message box, type a renewal message to be included
in your renewal notification emails.

8. When you are finished, click Save Settings.

2.1.3 How to Edit a Division's Details
1. If you are editing your Division:

In your account, in the sidebar menu, click Account > Divisions.

If you only have one division or are not allowed to see other divisions, you may
need to click Account > My Division.

ii. On the Divisions page click My Division.
ii. Onthe “Division Name" page, click Edit Division.
2. If you are editing another Division:
In your account, in the sidebar menu, click Account > Divisions.

ii.  Onthe Divisions page, click the “Division Name" link for the Division whose
details you need to edit.

3. On the “Division's Name" page, click Edit Division.
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4. On the Edit “Division Name" page, modify the division's information as needed (see
How to Add a New Division and How to Edit a Division Ekey).

5. When you are finished, click Save Division.

2.1.4 How to Deactivate a Division

Deactivating a Division deactivates the parent Division and any of its Subdivisions.
Members of the deactivated Division and/or Subdivisions are locked out of their account.
Deactivating a Division does not revoke any of the certificates tied to that Division or its
Subdivisions. If certificates need to be revoked, you must do that separately.

1. Inyour account, in the sidebar menu, click Account > Divisions.

2. On the Divisions page, click the “Division Name” link for the Division that you need to
deactivate.

3. On the “Division Name” page, click Edit Division.
4. On the Edit “Division Name" page, click Deactivate.

5. Inthe Deactivate Division window, under the “Are you sure you want to deactivate
Division Name'?" message, click Deactivate.

The division and any of it subdivisions are removed from the Divisions page (Account
> Divisions). To see the deactivated divisions, on the Divisions page, click Inactive
Divisions.

2.1.5 How to Activate a Division

Reactivating a Division activates the parent Division and any of its Subdivisions.
Members of the activated Division and/or Subdivisions may once again access their
account.

1. Inyour account, in the sidebar menu, click Account > Divisions.
2. Onthe Divisions page, click Inactive Divisions.

3. Onthe Inactive Divisions page to the right of the Division that you need to reactivate,
click Activate.

4. In the Activate Division window, under the “Are you sure you want to activate ‘Division
Name'?” message, click Activate.
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2.2 Managing Division Co-Branding (Logos)
Managing Divisions may also involve managing account co-branding, which may include
adding a logo, changing a logo, or removing a logo. During account setup with your DigiCert
representative, you can decide how your co-branding system will work.

Depending on how your account was set up with your DigiCert representative, you may be
managing co-branding for your Division and all its Subdivisions, for your Division, or for
your Subdivision. Typically, only Administrators can add logos, replace logos, or remove
(delete) logos.

2.2.1 How to Add a Division Logo
1. If you are adding a log for your Division:

I. Inyour account, in the sidebar menu, click Account > Divisions.

If you only have one division or are not allowed to see other divisions, you may
need to click Account > My Division.

ii. On the Divisions page, click My Division.
2. If you are adding a logo for another Division:
In your account, in the sidebar menu, click Account > Divisions.

ii.  Onthe Divisions page, click the “Division Name" link for the Division to which
you want to add a logo.

3. On the “Division Name" page, click Edit Division.

4. On the Edit “Division Name" page, under Division Logo, click Upload Logo to browse
for, select, and open the logo .jpeg, .png, or .gif file.

2.2.2 How to Replace a Division Logo
1. If you are replacing the log for your Division:

In your account, in the sidebar menu, click Account > Divisions.

If you only have one division or are not allowed to see other divisions, you may
need to click Account > My Division.

ii. On the Divisions page, click My Division.

25|Page




2. If you are replacing the logo for another Division:
In your account, in the sidebar menu, click Account > Divisions.

ii.  Onthe Divisions page, click the “Division Name" link for the Division whose
logo you want to replace.

3. On the “Division Name” page, click Edit Division.

4. On the Edit “Division Name" page, under Division Logo, click Change to browse for,
select, and open the new logo jpeg, .png, or .gif file.

2.2.3 How to Remove a Division Logo
1. If you are removing the log for your Division:

I. Inyour account, in the sidebar menu, click Account > Divisions.

If you only have one division or are not allowed to see other divisions, you may
need to click Account > My Division.

ii. On the Divisions page, click My Division.
2. If you are removing the logo for another Division:
In your account, in the sidebar menu, click Account > Divisions.

ii.  Onthe Divisions page, click the “Division Name” link for the Division whose
logo you want to remove.

3. Onthe “Division Name” page, click Edit Division.

4. On the Edit “Division Name" page, under Division Logo, click Remove to remove the
logo jpeg, .png, or .gif file.

2.3 Managing Division Ekeys
When a Division is created, an ekey is automatically generated for that Division. An ekey is
a branded login URL. When this URL is used to access a Division account, the Division logo
is displayed on its account login page.

Note: If your Division was created before 2015, February 12, an ekey was not
automatically generated for your Division. If you want to use an ekey to access your
Division account login page, you can create your own Division ekey. See How to
Create a Division Ekey.
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For Example:

Normally, your Division account login URL is https.//www.digicert.com/account/login.php

and your Division login page looks like this:

o o °
Odlglcert YOUR SUCCESS IS BUILT ON TRUST® 5
»e]  Englishw

DigiCert Account Login

Username: *

Password *

When you have a Division logo, and you use the ekey branded login URL, your Division

account login URL is something like this:

https://www.dligicert.com/account/login.php?ekey=random-hex-number and your login page

looks something like this:

Odigicerts YOUR SUCCESS IS BUILT ON TRUST® Odigicel‘t’\i N

=

DigiCert Account Login

Username: | *

Password: *

Support ¥

2.3.1 How to Create a Division Ekey

For the ekey to have any benefit for the Division, you must add a Division logo. See

Managing Division Co-Branding (Logos).

1. If you are creating the ekey for your Division:

In your account, in the sidebar menu, click Account > Divisions.

If you only have one division or are not allowed to see other divisions, you may

need to click Account > My Division.
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ii. Onthe Divisions page, click My Division.
2. If you are creating the ekey for another Division:
In your account, in the sidebar menu, click Account > Divisions.

ii.  Onthe Divisions page, click the “Division Name” link for the Division whose
ekey you want to create.

3. On the “Division Name” page, click Edit Division.

4. On the Edit “Division Name” page, in the eKey (for co-branded login URLS) box, type
the name that you want to use for you ekey (e.qg., YourDivisionEkey).

5. When you are finished, click Save Division.

On the “Division Name" page, next to Branded Login URL, you should now see the
ekey (branded login URL).

6. You can now send the ekey.
(https.//www.digicert.com/account/login.php?ekey=YourDivisionEkey) to your Division
account users so that they can access the branded Division account login page.

2.3.2 How to View a Division Ekey
1. If you are viewing the ekey for your Division:

In your account, in the sidebar menu, click Account > Divisions.

If you only have one division or are not allowed to see other divisions, you may
need to click Account > My Division.

ii. On the Divisions page, click My Division.
2. If you are viewing the ekey for another Division:
In your account, in the sidebar menu, click Account > Divisions.

ii.  Onthe Divisions page, click the “Division Name” link for the Division whose
ekey you want to see.

3. On the “Division Name” page, next to Branded Login URL, you should see the ekey for
that Division.
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If you see “No ekey associated with this division”, the ekey for that Division was not
automatically generated when the Division was created. See How to Create a

Division Ekey.

You can send the ekey to your Division account users so that they can access the
branded Division account login page.

2.3.3 How to Edit a Division Ekey

When editing the ekey, any users who are using the current ekey can still us that ekey to
access their account login page. However, those users will no longer see the division

logo on their account login page.

1.
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If you are editing the ekey for your Division:
In your account, in the sidebar menu, click Account > Divisions.

If you only have one division or are not allowed to see other divisions, you may
need to click Account > My Division.

ii. On the Divisions page, click My Division.
If you are editing the ekey for another Division:
In your account, in the sidebar menu, click Account > Divisions.

ii.  Onthe Divisions page, click the “Division Name” link for the Division whose
ekey you want to edit.

On the “Division Name” page, click Edit Division.

On the Edit “Division Name” page, in the eKey (for co-branded login URLS) box, type
the new name that you want to use for you ekey (e.g., MyDivisionEkey).

When you are finished, click Save Division.

On the “Division Name" page, next to Branded Login URL, you should now see the
new ekey (branded login URL)).

You can now send the new ekey
(https.//www.digicert.com/account/login.php?ekey=MyDivisionEkey) to your Division
account users so that they can access the branded Division account login page.




2.3.4 How to Delete a Division Ekey

If you delete the ekey, any users who are using the current ekey can still us that ekey to
access their account login page. However, those users will no longer see the Division
logo on their account login page.

1. If you are deleting the ekey for your Division:
In your account, in the sidebar menu, click Account > Divisions.

If you only have one division or are not allowed to see other divisions, you may
need to click Account > My Division.

ii. On the Divisions page, click My Division.
2. If you are deleting the ekey for another Division:
In your account, in the sidebar menu, click Account > Divisions.

ii.  On the Divisions page, click the “Division Name” link for the Division whose
ekey you want to delete.

3. On the “Division Name" page, click Edit Division.

4. On the Edit “Division Name” page, in the eKey (for co-branded login URLS) box, delete
the name of the ekey.

5. When you are finished, click Save Division.

On the “Division Name” page, next to Branded Login URL, you should no longer see
the ekey (branded login URL).

30|Page




3 IP Access Restrictions

IP access restrictions can be used to add an extra layer of security to your DigiCert account.
You can set up IP access restrictions for the entire account, for your division, or for specific

users.

Depending on how your account is structured, some of the features discussed in this section
may not be included in your Division, Subdivision, or in your account altogether. For example,
if you do not want divisions to set up their own IP access restrictions, you may not see some
of the inheritability selections in your account.

3.1 Configuring IP Access Restrictions

These instructions are for administrators only and explain how to configure your IP access
restriction rules for your DigiCert account.

Permissions Note:

Only administrators can view the IP Restrictions page and can configure IP access
restrictions for account users, division users, and specific users.

3.1.1 How to Turn On IP Address Restrictions

1.
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In your account, in the sidebar menu, click Settings > IP Restrictions.
Subdivision Admins Note:

If your Division Admin already set up default rules for your subdivision and granted
you permission to create your own IP access restriction rules, on the IP Restrictions
page, under Use default settings, click Use My Own Settings.

On the IP Restrictions page, under IP Address Restrictions, click On.
Set Permissions:

Note: If you don't have subdivisions, then you don't see the “Use this setting for”
settings.

On the IP Restrictions page, do any of the following things:

Use this setting for my division Select this option if you want the IP restriction
rules that you create to apply to your division
only.
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Use this setting for my division
and any subdivisions

Allow subdivisions to override this
setting

When your subdivision admins navigate to
the IP Restrictions page (Settings > IP
Restrictions), they control whether IP access
restrictions are enabled.

Select this option if you want the IP access
restriction rules that you create to apply to
your division and all subdivisions.

When your subdivision admins navigate to
the IP Restrictions page (Settings > IP
Restrictions), they receive the “You cannot
modify your IP restriction settings because they
have been set by your account administrator.
Please contact your account administrator for
more information.” message.

Check this box if you want your subdivisions
to be able to configure their own IP access
restriction rules.

When your subdivision admins navigate to
the IP Restrictions page (Settings > IP
Restrictions), they are presented with the
following options:

» Use Default Settings

If the admin clicks this option, IP
access restrictions are enabled for
their division, and they defer to the IP
access restriction rules that you
create for them.




5.

= Use My Own Settings

If the admin clicks this option, they
control whether IP access restrictions
are enabled. They are required to
create their own IP access restriction
rules for their division.

When you are finished, click Save.

You have successfully turned on the IP access restrictions for your DigiCert account,
and you are ready to configure your IP access restriction rules.

3.1.2 How to Turn Off IP Access Restrictions

1.
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In your account, in the sidebar menu, click Settings > IP Restrictions.
Subdivision Admins Note:

If your Division Admin already set up default rules for your subdivision and granted
you permission to create your own IP access restriction rules, on the IP Restrictions
page, under Use default settings, click Use My Own Settings.

On the IP Restrictions page, under IP Address Restrictions, click Off.
Set Permissions:

Note: If you don't have subdivisions, then you don't see the “Use this setting for”
settings.

On the IP Restrictions page, do any of the following things:

Use this setting for my Select this option if you want to disable IP access
division restrictions for your division only.

When your subdivision admins navigate to the IP
Restrictions page (Settings > IP Restrictions), they
control whether IP access restrictions are disabled.

Use this setting for my Select this option if you want to disable IP access
division and any subdivisions restriction for your division and all subdivisions.




When your subdivision admins navigate to the IP
Restrictions page (Settings > IP Restrictions), they
receive the “You cannot modify your IP restriction
settings because they have been set by your account
administrator. Please contact your account
administrator for more information.” message.

Allow subdivisions to Check this box if you want your subdivisions to be
override this setting able to disable IP access restrictions for
themselves.

When your subdivision admins navigate to the IP
Restrictions page (Settings > IP Restrictions), they
are presented with the following options:

» Use Default Settings

If the admin clicks this option, IP access
restrictions are disabled for their division,
and they defer to you for IP access
restriction rules.

» Use My Own Settings

If the admin clicks this option, they control
whether IP access restrictions are enabled.
They are required to create their own IP
access restriction rules for their division.

4. Click Save.

You have successfully turned off the IP access restrictions for your DigiCert account.
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3.1.3 Account Wide: Configure IP Access Restriction Rules

The parameters of an account wide rule are dependent on the permissions that you set
for your account (Divisions and Subdivisions).

To enforce an account wide Select Use this setting for my division and any
rule: subdivisions and do not check Allow subdivision to
override this setting.

Your account wide IP access restriction rule is
enforced for the entire account.

Use this setting for my division

% Use this setting for my division and any subdivisions

[J] Allow subdivisions to override this setting

To enforce a division rule: Select Use this setting for my division.

Your account wide IP access restriction rule is
enforced for your division only.

/2] Use this setting for my division |

Use this setting for my division and any subdivisions

Allow subdivisions to override this setting

To set up default settings for ~ Select Use this setting for my division and any
the entire account: subdivisions and check Allow subdivision to override
this setting.

Your account wide IP access restriction rule is the
default setting for the entire account but allows other
divisions/subdivisions to enforce their own rules for
their account if needed.

Use this setting for my division

®* Use this setting for my division and any subdivisions

[#] Allow subdivisions to override this setting
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How to Configure an Account Wide Rule
1. Inyour account, in the sidebar menu, click Settings > IP Restrictions.
Subdivision Admins Note:

If your Division Admin already set up default rules for your subdivision and granted
you permission to create your own IP access restriction rules, on the IP Restrictions
page, under Use default settings, click Use My Own Settings.

2. Onthe IP Restrictions page, under IP Restriction Rules, click Add New Rule.

3. Onthe New IP Restriction page, do the following:

*Restriction Type In the drop-down list, select Account Wide.

*IP Range Start and IP Enter the parameters for your IP access restrictions
Range End

Description Enter a description of the restriction

4. When you are finished, click Add Rule.

Your rule is now listed on the IP Restrictions page (Settings > IP Restrictions) under
IP Restrictions Rules with a Rule Scope — All Account Users.

3.1.4 Division: Configure IP Access Restriction Rules
1. Inyour account, in the sidebar menu, click Settings > IP Restrictions.

Subdivision Admins Note:

If your Division Admin already set up default rules for your subdivision and granted
you permission to create your own IP access restriction rules, on the IP Restrictions
page, under Use default settings, click Use My Own Settings.

2. Onthe IP Restrictions page, under IP Restriction Rules, click Add New Rule.

3. Onthe New IP Restriction page, do the following:

*Restriction Type In the drop-down list, select Division.
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*Division In the drop-down list, select the division to which
you want to apply the rule

*IP Range Start and IP Enter the parameters for your IP access restrictions
Range End
Description Enter a description of the restriction

4. When you are finished, click Add Rule.

Your rule is now listed on the IP Restrictions page (Settings > IP Access Restrictions)
under IP Restrictions Rules with a Rule Scope — Division: “Division Name”.

3.1.5 A Specific User: Configure IP Access Restriction Rules
1. Inyour account, in the sidebar menu, click Settings > IP Access Restrictions.

Subdivision Admins Note:

If your Division Admin already set up default rules for your subdivision and granted
you permission to create your own IP access restriction rules, on the IP Restrictions
page, under Use default settings, click Use My Own Settings.

2. Onthe IP Restrictions page, under IP Restriction Rules, click Add New Rule.

3. Onthe New IP Restriction page, do the following:

*Restriction Type In the drop-down list, select User.

*User In the drop-down list, select the user to which you
want to apply the rule

*IP Range Start and IP Enter the parameters for your IP access restrictions
Range End
Description Enter a description of the restriction

4. When you are finished, click Add Rule.

Your rule is now listed on the IP Restrictions page (Settings > IP Restrictions) under
IP Restrictions Rules with a Rule Scope — User: “User Name”.
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3.1.6 How to View IP Access Restriction Rules

You can only see the rules that you created for your Division/Subdivision. You cannot
see the rules for another Division.

1. Inyour account, in the sidebar menu, click Settings > IP Restrictions.

2. On the IP Restrictions page, under IP Restriction Rules, the rules are listed according
to Rule Scope (All Account Users, Division: “Division Name”, and User: “User Name”.)

3.1.7 How to Delete an IP Access Restriction Rule

You can only delete the rules that you created for your Division/Subdivision. You cannot
see or delete the rules created for another Division.

1. Inyour account, in the sidebar menu, click Settings > IP Restrictions.

2. Onthe IP Restrictions page, under IP Restriction Rules, to the right of the rule that
you want to delete, click Delete.
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4 Authentication Settings

By default, your DigiCert account requires one form of authentication—a password. For
those who want to add an extra layer of security to their accounts, we also support two-
factor authentication, which we recommend setting up for your DigiCert account.

4.1 Password Requirements
The strength of a password is determined by password length (minimum number of
characters), number of categories required (numbers, symbols, etc.) in the password, and
how often it must be renewed (time that passes before a new one must be created).

Before adding users to your DigiCert account, we recommend configure your password
requirements (length, categories, and expiration) to meet your organization’s security
standards.

4.1.1 How to Configure Password Requirements
1. Inyour account, in the sidebar menu, click Settings > Authentication Settings.

Subdivision Admins Note:

If you are the admin of a Subdivision and your Division Admin granted you
permission to control your own authentication settings, on the Authentication
Settings page, under Use default settings, click Use My Own Settings.

2. Set Permissions:

n

Note: If you don't have subdivisions, then you don't see the “Use these settings for
settings.

On the Authentication Settings page, do any of the following things:

Use these settings for my division  Select this option if you want the password
requirements that you configure to apply to
your division only.

When your subdivision admins navigate to
the Authentication Settings page (Settings
> Authentication Settings), they control
their password requirements.
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Use these settings for my division
and subdivisions

Allow subdivisions to override
these settings

Select this option if you want the password
requirements that you configure to apply to
your division and all subdivisions.

When your subdivision admins navigate to
the Authentication Settings page (Settings
> Authentication Settings), they receive the
“You cannot modify your authentication
settings.” message.

Check this box if you want your
subdivisions to be able to set their own
password requirements.

When your subdivision admins navigate to
the Authentication Settings page (Settings
> Authentication Settings), they are
presented with the following options:

» Use Default Settings

If the admin clicks this option, they
defer to the password requirements
that you configured for them.

» Use My Own Settings

If the admin clicks this option, they
control their password
requirements. They are required to
create their own password
requirements for their division.

3. On the Authentication Settings page, in the Minimum Password Requirements
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section, do the following:

Minimum Length: In the drop-down list, select the minimum character count
for your DigiCert account passwords.




Minimum In the drop-down list, select the minimum number of
Categories: categories that must be used in creating your DigiCert
account passwords.

e Upper: upper case letters

e Lower: lower case letters

e Numbers: 1 thru9and 0

e Symbols: Unicode characters count as symbols

Expires After: In the drop-down list, select how long you want a password
to be good for before users must to create a new one.

4. When you are finished, click Save Settings (in the Two Factor Authentication
section).

You have successfully configured your password requirements.

4.2 DigiCert Two-Factor Authentication

4.3

Two-factor authentication increases the security of your DigiCert account by allowing you
to require two methods of identity verification (something you know and something you
have) before users can log in and access the account. You can require two-factor
authentication for all account users, all users in a Division, and for specific individual users
(e.g., Jane Doe in Accounting).

Depending on your organization’s security requirements, some of the two-factor
authentication rules for your account and its setup may be different.

Setting Up Two-Factor Authentication

Before you can begin creating the rules for implementing two-factor authentication, you
need to decide which two-factor authentication option will work best for your DigiCert
account.

4.3.1 Client Certificate Requirement

A Client Certificate allows users to log in only from the computer/device on which their
certificate is installed. Client Certificates may also be limited to a specific browser(s).

Windows: Installs the Client Certificate in its own Certificate Store. Microsoft Edge,
Internet Explorer, and Chrome can access the certificate.
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Mac: Installs the Client Certificate in its own Certificate Store. The keychain for
Safari and Chrome can access the certificate.

Firefox:  Installs the Client Certificate in its own Certificate Store. Only Firefox can
access the certificate (Windows or Mac).

4.3.2 One-time Password Requirement

An OTP App installed on a mobile device allows users to log in from any
computer/device form which they can access their DigiCert account. Because our Two-
Factor Authentication process implements the Time-based One-Time Password (TOTP)
protocol, you must use a Mobile Application that supports the TOTP protocol.

The TOTP protocol supports a time-based variation of the One-time password (OTP)
algorithm. Each time an OTP is generated, it can only be used for a short period and
once expired, cannot be reused. OTPs with short life spans help enhance security.

Most OTP Applications (compatible with the TOTP protocol) will work with our process.
The following list contains the OTP Applications that we have tested:

Google Authenticator:  Android, iPhone, Blackberry
Authy:  Android, iPhone
Authenticator: Windows Phone

Duo Mobile; iPhone

4.4 Configuring Two-Factor Authentication Requirements

These instructions are for administrators only and explain how to configure two-factor
authentication rules/requirements for your DigiCert account.

Permissions Note:

Only administrators can view the Authentication Settings page and can configure two-
factor authentication requirements for account users, division users, and specific users.

4.4.1 How to Turn On Two-Factor Authentication
1. Inyour account, in the sidebar menu, click Settings > Authentication Settings.
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Subdivision Admins Note:

If you are the admin of a Subdivision and your Division Admin granted you
permission to control your own two-factor authentication requirements, on the
Authentication Settings page, under Use default settings, click Use My Own Settings.

2. On the Authentication Settings page, in the Two-Factor Authentication section, under

Two-Factor Auth Status, click On.

3. Set Permissions:

Note: If you don't have subdivisions, then you don't see the “Use these settings for”

settings.

On the Authentication Settings page, do any of the following things:

Use these settings for my division

Use these settings for my division
and subdivisions
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Select this option if you want the two-
factor authentication requirements that
you create to apply only to your division.

When your subdivision admins navigate to
the Authentication Settings page (Settings
> Authentication Settings), they control
whether two-factor authentication is
enabled.

Select this option if you want the two-
factor authentication requirements that
you create to apply to your division and all
subdivisions.

When your subdivision admins navigate to
the Authentication Settings page (Settings
> Authentication Settings), they receive the
“You cannot modify your authentication
settings.” message.




Allow subdivisions to override these
settings

Check this box if you want your
subdivisions to be able to set their own
two-factor authentication requirements.

When your subdivision admins navigate to
the Authentication Settings page (Settings
> Authentication Settings), they are
presented with the following options:

4. When you are finished, click Save Settings.
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Use Default Settings

If the admin clicks this option, two-
factor authentication is enabled for
their division, and they defer to the
two-factor authentication
requirements that you create for
them.

Use My Own Settings

If the admin clicks this option, they
control whether two-factor
authentication is enabled. They are
required to create their own two-
factor authentication requirements
for their division.

You have turned on two-factor authentication for your DigiCert account and are
ready to configure your two-factor authentication requirements.




4.4.2 How to Turn Off Two-Factor Authentication
Turning off two-factor authentication does not delete your requirements or any of the
Client Certificates or OTP App Devices configured for your account. When you turn Two-
Factor authentication back on, your certificates and devices should still be configured,
and the rules should still be there, ready to be used, modified, or deleted.

1. Inyour account, in the sidebar menu, click Account > Authentication Settings.
Subdivision Admins Note:

If you are the admin of a Subdivision and your Division Admin granted you
permission to control your own two-factor authentication requirements, on the
Authentication Settings page, under Use default settings, click Use My Own Settings.

2. On the Authentication Settings page, in the Two-Factor Authentication section, under
Two-Factor Auth Status, click Off.

3. Set Permissions:

Note: If you don't have subdivisions, then you don't see the “Use these settings for”
settings.

On the Authentication Settings page, do any of the following things:

Use these settings for my Select this option if you want to disable two-
division factor authentication for your division only.

When your subdivision admins navigate to the
Authentication Settings page (Settings >
Authentication Settings), they control whether
two-factor authentication is disabled.

Use these settings for my Select this option if you want to disable two-
division and subdivisions factor authentication for your division and all
subdivisions.

When your subdivision admins navigate to the
Authentication Settings page (Settings >
Authentication Settings), they receive the “You
cannot modify your authentication settings.”

45|Page




4.

message, and two factor authentication is
disabled for their division.

Allow subdivisions to override Check this box if you want your subdivisions to
these settings be able to disable two-factor authentication
themselves.

When your subdivision admins navigate to the
Authentication Settings page (Settings >
Authentication Settings), they are presented
with the following options:

» Use Default Settings

If the admin clicks this option, they
defer to your settings and two-factor
authentication is disabled for their
division.

» Use My Own Settings

If the admin clicks this option, they
control whether two-factor
authentication is disabled. They are
required to create their own two-factor
authentication requirements for their
division.

When you are finished, click Save Settings.

You have turned off two-factor authentication for your DigiCert account.

4.4.3 All Account Users: Configure Two-Factor Authentication

Requirements

1.
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In your account, in the sidebar menu, click Settings > Authentication Settings.
Subdivision Admins Note:

If you are the admin of a Subdivision and your Division Admin granted you
permission to control your own two-factor authentication requirements, on the
Authentication Settings page, under Use default settings, click Use My Own Settings.
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On the Authentication Settings page, in the Two-Factor Authentication section, under
Two-Factor Authentication Requirements, click Add New Requirement.

On the Add Two Factor Requirement page, under Authentication Type, select one of
the following options:

e One-Time Password (OTP)

Select this option if you want all account users to use an OTP App on their
mobile device to complete the authentication process. Users can log into their
DigiCert account from any computer/device.

¢ Client Certificate

Select this option if you want all account users to use a Client Certificate to
complete the authentication process. Users can only log into their DigiCert
account from a computer/device on which the certificate is installed.

Add Two Factor Requirement

Create a Two-Factor Authentication Requirement

OTP authentication requires the use of any mobile app that supports the Time-Based One-Time Password (TOTP) protocol]

+ Google Authenticator: Android, iPhone, Blackberry
+ Authy: Android, iPhone

» Authenticator: Windows Phone

* Duo Mobile: iPhone

Applying this rule will allow users to configure OTP during their next login.

Authentication Type:
® One-Time Password (OTP)

Client Certificate

Apply Rule To:

® All account users

All users in division:

Specific user:

Charles




4. Under Apply Rule To, select All account users.
Division Admin Note:

If you are a Division Admin and have selected Use these settings for my division and
subdivisions, when you apply the rule to All account users, you are creating a rule for
every user in your division and for every user in all your subdivisions.

5. Click Create Requirement.

You have now successfully configured a two-factor authentication requirement for
all account users.

4.4.4 All Users in a Division: Configure Two-Factor Authentication

Requirements
1. Inyour account, in the sidebar menu, click Settings > Authentication Settings.

Subdivision Admins Note:

If you are the admin of a Subdivision and your Division Admin granted you
permission to control your own two-factor authentication requirements, on the
Authentication Settings page, under Use default settings, click Use My Own Settings.

2. On the Authentication Settings page, click Add New Requirement.

3. On the Add Two Factor Requirement page, under Authentication Type, select one of
the following options:

e One-Time Password (OTP)

Select this option if you want all users of the Division to use an OTP App on
their mobile device to complete the authentication process. Users can log into
their DigiCert account from any computer/device.

o Client Certificate

Select this option if you want all users of the Division to use a Client Certificate
to complete the authentication process. Users can only log into their DigiCert
account from a computer/device on which the certificate is installed.
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Create a Two-Factor Authentication Requirement

A client certificate is an authentication certificate that is generated and stored on a specific browser,

Applying this rule will allow users to generate a browser client certificate during their next login.

Authentication Type:

One-Time Password (OTP)

% Client Certificate

Apply Rule To:

All account users

I ® All users in division:l

| Charles Division |

Specific user:

Charles

4. Under Apply Rule To, select All users in division.

5. Inthe All users in division drop-down list, select the Division to which you want the
two-factor authentication requirement to apply.

Division Admin Note:

If you are creating a rule for a Subdivision, make sure that you selected Use these
settings for my division and subdivisions so that the rule is actually applied to that
division.

6. Click Create Requirement.

You have now successfully configured a two-factor authentication requirement for
all users in the specified Division.

4.4.5 A Specific User: Configure Two-Factor Authentication Requirements

You can only create two-factor authentication requirements for users in your own
Division. To create two-factor authentication requirements for users in a subdivision, you
will need to check Allow subdivisions to override two factor authentication settings to let
the subdivision admin create those rules.

1. Inyour account, in the sidebar menu, click Settings > Authentication Settings.
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Subdivision Admins Note:

If you are the admin of a Subdivision and your Division Admin granted you
permission to control your own two-factor authentication requirements, on the
Authentication Settings page, under Use default settings, click Use My Own Settings.

2. On the Authentication Settings page, click Add New Requirement.

3. On the Add Two Factor Requirement page, under Authentication Type, select one of
the following options:

e One-Time Password (OTP)

Select this option if you want the specified user to use an OTP App on their
mobile device to complete the authentication process. The user can log into
their DigiCert account from any computer/device.

e C(Client Certificate

Select this option if you want the specified user to use a Client Certificate to
complete the authentication process. The user can only log into their DigiCert
account from a computer/device on which the certificate is installed.

Create a Two-Factor Authentication Requirement

A client certificate is an authentication certificate that is generated and stored on a specific browser,

Applying this rule will allow users to generate a browser client certificate during their next login.

Authentication Type:
One-Time Password (OTP)

® Client Certificate

Apply Rule To:
All account users

All users in division:

Charles Division

4. Under Apply Rule To, select Specific user.
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5. In the Specific user drop-down list, select the user to which you want the two-factor
authentication requirement to apply.

Note: You can only select a user from your own Division. If you need to create a rule
for a user in one of your subdivisions, you must allow the subdivision admin
to create their own division rules.

6. Click Create Requirement.

You have now successfully configured a two-factor authentication requirement for
the specified user.

4.4.6 OTP App Authenticators: How to Allow Them to Verify a Computer
for 30 Days

Providing OTP authenticators with this option allows them to verify the computer from
which they are logging in. For the next thirty days, they can bypass entering the
verification code each time they log in from that computer. At the end of the thirty days,
OTP authenticators are required to enter their verification code and decide if they want to
remember the verification on that computer for the next thirty days.

1. Inyour account, in the sidebar menu, click Settings > Authentication Settings.
Subdivision Admins Note:

If you are the admin of a Subdivision and your Division Admin granted you
permission to control your own two-factor authentication requirements, on the
Authentication Settings page, under Use default settings, click Use My Own Settings.

2. On the Authentication Settings page, in the Two-Factor Authentication section, under
Remember Verification, check Display "Remember verification for this computer”
checkbox during OTP login.

Remember Verification:

¥ Display "Remember verification for this computer” checkbox during OTP login

Division Admin Note:

If you are a Division Admin and have selected Enable two factor authentication for
my division and any subdivisions, when you permit OTP authenticators to verify a
computer for 30 days, you are allowing every OTP authenticator in your division and
for every OTP authenticator in all your subdivisions this privilege.
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3.

Click Save Settings.

You have now successfully configured the option to allow OTP App authenticators to
verify a computer for 30 days when logging into their DigiCert account.

4.4.7 How to Delete a Two-Factor Authentication Requirement

1.
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In your account, in the sidebar menu, click Settings > Authentication Settings.
Subdivision Admins Note:

If you are the admin of a Subdivision and your Division Admin granted you
permission to control your own two-factor authentication requirements, on the
Authentication Settings page, under Use default settings, click Use My Own Settings.

On the Authentication Settings page, in the Two-Factor Authentication section, under
Two-Factor Authentication Requirements, to the right of the requirement that you
want to remove, click Delete.

The requirement is automatically removed. You have successfully deleted a two-
factor authentication requirement.

Two-Factor Authentication Requirements
Add New Requirement

Authentication Type Applies To Date Added

One-Time Password (OTP) 2-Factor Authentications 2016-01-13 19:32

Client Certificate Two-Factor Authentication 2016-01-13 19:24

If you delete a Client Certificate two-factor authentication requirement, the client
certificates for the users who were part of that requirement are still listed under
Issued Client Certificates.

In the future, if you decide to recreate a Client Certificate two-factor authentication
requirement for any of those users, they can reuse that certificate as their second
factor.

If you prefer, you can nullify the Client Certificates and force the user to generate a
new certificate the next time you create a Client Certificate two-factor authentication
requirement for them.




Under Issued Client Certificates, to the right of the certificate that you want to nullify,
click Reset. The certificate should no longer be listed.

Issued Client Certificates

User Date Added

Two-Factor Authentication 2016-01-1319:25 m

If you delete a One-Time Password (OTP) two-factor authentication requirement, the
OTP App devices for the users who were part of that requirement are still listed under
One-Time Password (OTP) Devices.

In the future, if you decide to recreate a One-Time Password (OTP) two-factor
authentication requirement for any of those users, they can use their initialized OTP
App device as their second factor.

If you prefer, you can nullify the OTP App device and force the user to reinitialize their
device the next time you create a One-Time Password (OTP) two-factor
authentication requirement for them.

Under One-Time Password (OTP) Devices, locate the user whose device you want to
nullify and click Reset. The OTP App device should no longer be listed.

One-Time Password (OTP) Devices

User Date Added

2-Factor Authentications 2016-01-13 19:34

4.4.8 How to View Two-Factor Authentication Requirements

1.
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In your account, in the sidebar menu, click Setting > Authentication Settings.
Subdivision Admins Note:

If you are the admin of a Subdivision and your Division Admin granted you
permission to control your own two-factor authentication requirements, on the
Authentication Settings page, under Use default settings, click Use My Own Settings.

If your Division Admin didn't grant you permissions to control your own two-factor
authentication requirements, then you cannot view Two-Factor Authentication
Requirements.




2. On the Authentication Settings page, in the Two-Factor Authentication section, under
Two-Factor Authentication Requirements, each requirement is listed with
authentication type, who the rule applies to, and date created information.

Two-Factor Authentication Requirements
Add New Requirement
Authentication Type Applies To Date Added
One-Time Password (OTP) 2-Factor Authentications 2016-01-13 19:32
Client Certificate Two-Factor Authentication 2016-01-13 19:24

4.4.9 How to View OTP and Client Certificate Authenticators

Users do not appear in the list until they have initialized their OTP device or generated
their Client Certificate.

1. Inyour account, in the sidebar menu, click Settings > Authentication Settings.
Subdivision Admins Note:

If you are the admin of a Subdivision and your Division Admin granted you
permission to control your own two-factor authentication requirements, on the
Authentication Settings page, under Use default settings, click Use My Own Settings.

If your Division Admin didn't grant you permissions to control your own two-factor
authentication requirements, then you cannot view OTP and Client Certificate
Authenticators.

2. On the Authentication Settings page, in the Two-Factor Authentication section, under
Issued Client Certificates, the Client Certificate authenticators are listed and under
One-Time Password (OTP) Devices, the OTP authenticators are listed.

Issued Client Certificates

User Date Added

Two-Factor Authentication 2016-01-13 19:25

One-Time Password (OTP) Devices

User Date Added

2-Factor Authentications 2016-01-13 19:34
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3. Subdivision Admins Note:

When you have finished, on the Authentication Settings page, click Use Default
Settings if you want to continue using your Parent Division’s two-factor
authentication settings. If you don't, click Use Default Settings, then the two-factor
authentication requirement(s) of the Parent Division is not enforced.
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4.5 Two-Factor Authentication: User Instructions

The instructions in this section explain how to use two-factor authentication (OTP or Client
Certificate).

4.5.1 How to Initialize Your OTP App Device

In addition to your password, a One Time Password (OTP) is required for your DigiCert
account. The next time you log into your DigiCert account, you will be asked to initialize
your OTP App Device.

The following list contains the OTP Applications that we that will work with your account:

e Google Authenticator: Android, iPhone, Blackberry
e Authy: Android, iPhone

e Authenticator: Windows Phone

e Duo Mobile: iPhone

1. Install an OTP App that is compatible with the TOTP protocol on your mobile device.
2. Log into your DigiCert account.
3. On the One-Time Password (OTP APP) Device Initialization page, do the following:

I, Onyour mobile device, open your OTP App.

ii.  Useyour OTP App to scan the QR code.
ii.  Inthe Enter code box, type the code that is displayed on your device.
iv.  Click Submit.

One-Time Password (OTP) Device Initialization
Step 1 - Scan QR Code with OTP Device

In order toincrease login security, bwo-factor authentication has been enabled on your account. Please follow the steps below to set up two-factor
authentication

IF you have not already done so, install an application that supports the Time-Based One-Time Password (TOTP) protocol on your mobile device.
Most OTP Applications (compatible with the TOTP protocol) will work with our process.

The Following list contains the OTP Applications that we have tested:

« Google Authenticator: Android, iPhone, Blackberry
« Authy: Android, iPhone

« Authenticator: windows Phone

+ Duo Mobile: iPhone

Key: MK7Y30JQ4VNBRPIM

Step 2 - Verify Device

In order to verify that the device was properly configured, please enter the code displayed on the device.

| Enter code: I
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4,

You should now be logged in to your account.

You should receive an email confirming that you initialized your OTP device.

4.5.2 How to Sign In with Your OTP App Device

After you have initialized your OTP App device, you will need to supply your account
credentials and use the code generated in your OTP App to log into your DigiCert

account.

1.

57|Page

Log into your DigiCert account.

On the DigiCert Account Login page, in the Username and Password boxes, type your
username and password and then, click LOGIN.

On your mobile device, open your OTP App.

On the Enter Verification Code page, in the Enter code box, type the code displayed in
your OTP App.

Enter Verification Code

To verify your identify on this computer, enter the verification code displayed in your OTP app.

Enter code: ‘ Submit

Remember verification on this computer for 30 days

(Optional) If you want to verify this computer for thirty days, check Remember
verification on this computer for 30 days.

Depending on how your OTP authentication requirement was configured, you may be
able to opt to remember the verification on this computer. With this option checked,
when you log into your DigiCert account from this computer, you are only required to
enter your credential for the next thirty days. At the end of thirty days, you are
required to enter your verification code again and choose whether to verify this
computer for another thirty days.

Click Submit.

This completes the authentication process and logs you into your account.




4.5.3 User: Resetting Your OTP App Device

If you lose your OTP App Device (phone, tablet, iPad, etc.), you should immediately
contact your administrator to get your OTP App Device reset. Do not wait until you get
your new device because you have a trusted computer from which you can log into your
DigiCert account.

It is important to have your administrator reset your OTP App Device immediately to
prevent unauthorized access to your DigiCert account.

Lost My OTP App Device
1. Contact your administrator.

2. After your administrator resets your device, you will need to login to your DigiCert
account and reinitialize your OTP App device.

See How to Initialize Your OTP App Device .

4.5.4 How to Generate Your Client Certificate
After your administrator has turned on and configured two-factor authentication, you
must initialize the second factor of your two-factor authentication: your Client Certificate.
The next time that you log into your DigiCert account, you will be asked to generate your
Client Certificate.

Depending on which Web browser you use to initialize/generate your Client Certificate,
you may need to use that browser to log into your DigiCert account.

« Windows installs the Client Certificate in its own Certificate Store. It can be
shared with Chrome, Microsoft Edge, and Internet Explorer.

¢ Mac: Installs the Client Certificate in its own Certificate Store. It can be shared
with the keychain for Safari and Chrome.

o Firefox: Installs the Client Certificate in its own Certificate Store. It can only be
accessed with Firefox (Windows or Mac 0S).

For more information about taking care of your Client Certificate, see Managing Your
Client Certificate.

Generating Your Client Certificate

1. Log into your DigiCert account.
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https://www.digicert.com/managing-client-certificates.htm
https://www.digicert.com/managing-client-certificates.htm

2. On the Two-Factor Authentication Client Certificate Initialization page, click Generate
Certificate.

Two-Factor Authentication Client Certificate Initialization
Using a Client Certificate

Depending on which Web browser you use to initialize/generate your Client Certificate, you may need to use that browser to log into the Console.

+ Windows installs the Client Certificate in its own Certificate Store and can be accessed by Chrome and Internet Explorer.
« Macintosh installs the Client Certificate in its own Certificate Store and can be accessed by the keychain for Safari and Chrome.
« Firefox installs the Client Certificate in its own Certificate Store and can only be accessed by Firefox (Windows or Mac).

Generate Certificate

3. When the browser presents your certificates, select your newly generated Client
Certificate and click OK.

4. You should now be logged into your account.

e Your certificate should now be installed in the Certificate Store related to the
browser that you are currently using.

e You should receive an email confirming that you successfully created a two-
factor authentication Client Certificate.

4.5.5 How to Sign In with Your Client Certificate

After you have generated your Client Certificate, you will need to supply your credentials
and select that certificate to log into the DigiCert account. You can only log into your
DigiCert account from a computer on which this certificate is installed.

Depending on which Web browser you used to initialize/generate your Client Certificate,
you may need to use that browser to log into the Console.

« Windows installs the Client Certificate in its own Certificate Store. It can be
shared with Chrome, Microsoft Edge, and Internet Explorer.

e« Mac: Installs the Client Certificate in its own Certificate Store. It can be shared
with the keychain for Safari and Chrome.

o Firefox: Installs the Client Certificate in its own Certificate Store. It can only be
accessed with Firefox (Windows or Mac 0S).

For more information about taking care of your Client Certificate, see Managing Your
Client Certificate.
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Signing In with Your Client Certificate
1. Log into your DigiCert account.

On the DigiCert Account Login page, in the Username and Password boxes, type your
username and password and then, click LOGIN.

Note: Make sure to log in with a browser that can access your Client Certificate.
You should be safe using the browser that you used to initialize/generate the
Client Certificate.

2. When your browser presents your certificates, select the Client Certificate that you
generated for logging into your DigiCert account during the Client Certificate
initialization.

This completes the authentication process and logs you into your account.

Select a Certificate

Two-Factor Authentication
Issuer: DigiCert Secure Auth CA
Valid From: 2016-01-12 to 2019
-01-13

Click here to view certificate
properties

Cancel

4.5.6 User: Resetting Your Client Certificate
If you lose your Client Certificate (lose computer, computer breaks down, or certificate is
deleted from your computer or the Certificate Store), you should immediately contact
your administrator to get your certificate reset.

Lost My Client Certificate
1. Contact your administrator.

2. After your administrator resets your Client Certificate, you will need to login to your
DigiCert account and generate a new Client Certificate.

See How to Generate Your Client Certificate.
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4.6 Two-Factor Authentication: Admin Specific Instructions

The instructions in this section explain how to reset a user's (admin or user) two-factor
authentication client certificate or OTP App device for their DigiCert account.

4.6.1 How to Reset a User's OTP App Device
If one of your users or admins loses their OTP App Device (phone, tablet, iPad, etc.), you
can reset their OTP App Device in your DigiCert account.

1. Inyour account, in the sidebar menu, click Settings > Authentication Settings.
Subdivision Admins Note:

If you are the admin of a Subdivision and your Division Admin granted you
permission to control your own two-factor authentication requirements, on the
Authentication Settings page, under Use default settings, click Use My Own Settings.

If your Parent Division Admin didn't grant you permissions to control your own two-
factor authentication requirements, then you cannot reset a User's OTP App device.

2. Onthe Authentication Settings page, in the Two-Factor Authentication section, under
One-Time Password (OTP) Devices, locate the device that you need to reset and click
Reset.

One-Time Password (OTP) Devices

User Date Added

2-Factor Authentications 2016-01-1319:34 m

Subdivision Admins Note:

When you are finished, on the Authentication Settings page, click Use Default
Settings if you want to continue using your Parent Division’s two-factor
authentication settings. If you don't click Use Default Settings, then the two-factor
authentication requirement(s) of the Parent Division is not enforced.

3. The next time that user tries to log into your DigiCert account, they will need to
initialize their OTP App Device.
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4.6.2 How to Reset a User's Client Certificate
If one of your users or admin loses their Client Certificate (loses computer, computer
breaks down, or certificate is deleted from their computer or the Certificate Store), you
can reset their Client Certificate in your DigiCert account.

1.

In your account, in the sidebar menu, click Settings > Authentication Settings.
Subdivision Admins Note:

If you are the admin of a Subdivision and your Division Admin granted you
permission to control your own two-factor authentication requirements, on the
Authentication Settings page, under Use default settings, click Use My Own Settings.

If your Division Admin didn't grant you permissions to control your own two-factor
authentication requirements, then you cannot reset a User's Client Certificate.

On the Authentication Settings page, under Issued Client Certificates, locate the
certificate that you need to reset and click Reset.

Issued Client Certificates

User Date Added

Two-Factor Authentication 201601-13 1925 m

Subdivision Admins Note:

When you are finished, on the Authentication Settings page, click Use Default
Settings if you want to continue using your Parent Division's two-factor
authentication settings. If you don't click Use Default Settings, then the two-factor
authentication requirement(s) of the Parent Division is not enforced.

The next time that user tries to log into your DigiCert account, they will need to
generate a new Client Certificate.

4.6.3 Admin: Resetting Your OTP App Device
If you lose your OTP App Device (phone, tablet, iPad, etc.), and you do not have another
admin who can reset your OTP App Device for you, contact us immediately to get your
OTP App Device reset.

1.
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Contact DigiCert.

Contact our Support Team:
support@digicert.com
Direct Phone; 1-801-701-9600.



mailto:support@digicert.com

2. After the request is confirmed and your OTP App Device is reset, you will need to
login to your DigiCert account and reinitialize your OTP App device.

See How to Initialize Your OTP App Device .

4.6.4 Admin: Resetting Your Client Certificate
If you lose your Client Certificate, or the computer on which it is installed, and you do not
have another admin who can reset your Client Certificate for you, contact us
immediately to get your certificate reset.

1. Contact DigiCert.

Contact our Support Team:
support@digicert.com
Direct Phone: 1-801-701-9600.

2. After the request is confirmed and your Client Certificate is reset, you will need to
login to your DigiCert account and generate a new Client Certificate.

See How to Generate Your Client Certificate.
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5 Reports Management

Before you start to use your DigiCert account, work with your account representative to set
up your account structure (Divisions and Subdivisions) and permissions. Depending on how
your account is structured, some of the features discussed in this section may not be
included in your Division, Subdivision, or your account altogether.

5.1 Running Reports
Once you have added your users, Divisions, domains, and organizations, you will want to
run reports to see what certificates have been issued for each Division, what certificates
have been revoked for each Division, etc.

5.1.1 How to Run a Report

1.
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In your account, in the sidebar menu, click Orders Report (GEANT admins) or click
Certificates > Orders Report (NREN and Participant admins).

On the Orders Report page, use the drop-down lists to filter the results of your orders
report.

For example, to see a report for February 2015, in the first drop-down list, select
February. In the second drop-down list, select 2015.

When you are finished setting the parameters for you report, click Update Report.

Your orders report should be displayed on the page.




6 Account Settings (GEANT Admin)

Before emails are sent out from the account, you may want to assign an email account to
receive a copy of all emails sent out from the account (e.g., approval notifications).

6.1 How to Set Up Your Account Email Notification Account
1. Inyour account, in the sidebar menu, click Settings > Account Email.

2. On the Account Email page, in the Account Email box, add the email address(es) that
you want copied on all emails sent from your account.

Note: If you are setting up multiple notification accounts, use commas to separate
the email addresses.

3. When you are finished, click Save.

You have successfully set up your account email notification account.
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7 Audit Logs

Before you start to use your DigiCert account, work with your account representative to set
up your account structure (Divisions and Subdivisions) and permissions. Depending on how
your account is structured, some of the features discussed in this section may not be
included in your Division, Subdivision, or your account altogether.

7.1 Running Audits

Once you've added your users, Divisions, domains, and organizations, you may need to run
account audits to highlight areas where training is required, to reconstruct events, detect
intrusions, and discover problem areas.

7.1.1 How to Run an Audit
1. Inyour account, in the sidebar menu, click Account > Audit Logs.

2. Onthe Audit Logs page, do any of the following to filter the results of your activity
report:

To filter the results of the audit, choose a filter (for example User). Then, in
the filter's drop-down list make a selection (for example select a user). Finally,
wait for the filter to modify the audit log before using another filter.

Date Range In this box, set the date parameters for your activity report.
From: and To:
User: In the drop-down list, select a specific user whose account

activity you want to monitor.

To see the activity of all account users, select All.

Action: In the drop-down list, select the action that you want to monitor
(e.g., Edit user, Add user, Login, Change password, etc.).

To see all account activity, select All actions.
Division: In the drop-down list, select the division whose account activity

you want to monitor.

To see the activity of all Divisions, select All.
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Result: In the drop-down list, select Successful or Failed to drill down into
the action that you selected.

To see all results for the selected action, select All result.

7.2 Setting Up Audit Log Notifications

To be of help to your organization log data must be reviewed. You can use the audit log
notifications feature to keep you aware of certain activities as well as make your log review
more meaningful.

7.2.1 How to Create an Audit Log Notification
1. Inyour account, in the sidebar menu, click Account > Audit Logs.

2. Onthe Audit Logs page, click Audit Log Notifications.

3. Onthe Audit Log Notifications page, under Create a New Noatification, do the

following:
Email Address: Enter the email address of the person to whom the audit log
notifications are to be sent.
Division: In the drop-down list, select the Division(s) whose account

activity you want you want to monitor.

Notify me about: ~ Check any of the following options:
e Order Changes

Check this box to be alerted of any certificate order
changes.

e User Profile Changes

Check this box to be alerted of any edits made to any
of your user accounts.

e All User Logins

Check this box to be alerted of all account logins.
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e Logins from invalid IP Addresses

Check this box to be alerted of any account logins
from invalid IP Addresses

4. When you are finished, click Save.

The designated individual should start receiving the selected audit log notifications.
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8 Organization and Domain Management

Before you start to use your DigiCert account, work with your account representative to set
up your account structure (Divisions and Subdivisions) and permissions. Depending on how
your account is structured, some of the features discussed in this section may not be
included in your Division, Subdivision, or your account altogether.

8.1 Validation Process

Before an SSL, Grid, Client, Code Signing, Document Signing certificate can be issued, it
must first go through a validation process. Regardless of the type of certificate that you
request, the certificate’s validation process always includes organization validation.
Because SSL and Grid SSL certificates are issued to a domain, their validation processes
also includes domain validation. Code Signing, Document Signing, Client, and Grid
Premium and Robot certificates validation processes only include organization validation.

Once your domains and organizations have been pre-validated, future certificate issuance
and renewals for that domain and organization can be done quickly for the associated
validation types.

8.1.1 Organization Validation
To validate an organization, we first verify that the organization requesting a certificate is
in good standing. This can include confirming good standing and active registration in
corporate registries. It can also include verifying that the organization is not listed in any
fraud, phishing, or government restricted entities and anti-terrorism databases.

Additionally, we verify that the organization requesting a certificate is, in fact, the
organization to which the certificate will be issued. This is especially true with Extended
Validation SSL and Extended Validation Code Signing Certificates, which require a series
of extensive identity verifications.

8.1.2 Domain Validation
The aim of our domain validation process is to ensure that the organization requesting a
certificate does in fact have authority to request a certificate for the domain in question.

Domain validation can include emails or phone calls to the contact listed in a domain's
WHOIS record, as well as emails to default administrative addresses at the domain. For
example, we may send an authorization email to administrator@domain.com or
webmaster@domain.com, but would not send an authorization email to
tech@domain.com.
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In cases where a domain is controlled by a third party (party other than the party
requesting a certificate), simple methods are in place to quickly complete the process of
getting approval to issue a certificate from the actual domain owner.

8.2 Managing Organizations

In your account, you cannot add domains for validation until you have added your
organizations to which the domains are assigned and we have validated those

organizations.

Managing organizations typically involves adding an organization and a validation contact.
The validation contact is the individual we contact should we have any questions or
problems validating the organization. Once an organization has been validated,
organization management may involve authorizing the organization for specific

certificates.

8.2.1 How to Add an Organization
1. Inyour account, in the sidebar menu, click Certificates > Organizations.

2. Onthe Organizations page, click New Organization.

3. Onthe Add Organization page, in the Organization Details section, enter the following
information about the organization:

*Legal Name:

Assumed Name:

*QOrganizational
Phone Number:

*Address 1:

Address 2:
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Enter the organization's legally registered name (e.g.,
YourQOrganization, Inc.).

If the organization has a DBA name (doing business as name),
and they want it to appear on their certificates, enter the
assumed name.

If the organization does not have a DBA or they do not want the
assumed name to appear on their certificates, leave this box
blank.

Enter the phone number at which the organization can be
contacted.

Enter the address where the organization is legally located.

Enter a second address, if applicable.




4.

5.

*City: Enter the city where the organization is legally located.

*Country: In the drop-down list, select the country where the organization is
legally located.

*State / Province  Enter the state, province, region, or county where the
/ Region / County: organization is legally located.

*Zip / Postal Enter the zip or postal code for the organization’s location.
Code

In the Validation Contact section, enter the following information about the contact:

We will contact this individual should we have any questions or problems validating
the organization.

*First Name Enter the contacts first name.

*Last Name: Enter the contacts last name.

Job Title: Enter the contacts job title.

*Email: Enter an email address at which the contact can be reached.

*Phone Number:  Enter a phone number at which the contact can be reached.

Phone Extension: Enter the contact’s extension.

When you are finished, click Save Organization.

8.2.2 How to View Organizations and Their Details

1.

2.
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In your account, in the sidebar menu, click Certificates > Organizations.

On the Organizations page, use the dropdown lists, search box, and column headers
to locate specific organizations.

Click the “Organization Name” link to view basic details about the organization, any
pending certificate validations, and any active certificate validations.




8.2.3 How to Authorize Organizations for Certificates
After you add your organizations, you can authorize them for specific types of
certificates. When ordering SSL Certificates, this authorization makes domain validation
quicker because the organization part of the domain validation process is already

completed.

1. Inyour account, in the sidebar menu, click Certificates > Organizations.

2. On the Organizations page, click the “Organization Name" link of the organization
that you want to authorize for certificates.

3. Onthe “Organization Name” page, click Submit for Validation.

4. In the Submit Organization for Validation window, select the validation types for
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which the organization must be validated.

e OV -Normal Organization Validation

e EV-Extended Organization Validation (EV)*

e Grid - Public Grid Host Validation

e CS-Code Signing Organization Validation**

e EV CS- Code Organization Extended Validation (EV CS)***
e DS -Document Signing Validation

Submit Organization for Validation

0V - Normal Organization Validation
¥ EV - Extended Organization Validation (EV)

* EV Verified User:

Grid - Public Grid Host Validation
I#| CS - Code Signing Organization Validation

* CS Verified User:

# EV CS - Code Signing Organization Extended Validation (EV CS)

* EV CS Verified User:

DS - Document Signing Validation

Cancel Submit for Validation




5. *In the EV Verified User drop-down list, select an account user that you want to
designate as an EV Certificate request approver.

Only an EV Verified User can approve Extended Validation (EV) Certificate request.
Note that only users with a job title and valid telephone number appear in the drop-
down list.

Note: The EV Verified User drop-down list box only appears if you checked EV -
Extended Organization Validation (EV).

6. **In the CS Verified User drop-down list, select an account user that you want to
designate as a Code Signing Certificate request approver.

Only a CS Verified User can approve Code Signing Certificate request. Note that only
users with a job title and valid telephone number appear in the drop-down list.

Note: The CS Verified User drop-down list box only appears if you checked CS -
Code Signing Organization Validation.

7. **|nthe EV CS Verified User drop-down list, select an account user that you want to
designate as an EV Code Signing Certificate request approver.

Only an EV CS Verified User can approve EV Code Signing Certificate request. Note
that only users with a job title and valid telephone number appear in the drop-down
list.

Note: The EV CS Verified User drop-down list box only appears if you checked EV
CS - Code Organization Extended Validation (EV CS).

8. Click Submit for Validation.

We will now validate the organization for the validation types that you selected.

8.2.4 How to View the EV, EV Code Signing, and Code Signing Certificate
Approvers for an Organization

1. Inyour account, in the sidebar menu, click Certificates > Organizations.

2. On the Organizations page, click the “Organization Name” link of the organization for
which you want to view the EV Verified User, CS Verified User, and EV CS Verified
User.
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3. EV Verified Users:

On the “Organization Name” page, under Pending Validation/Active Validation, under
EV - Extended Organization Validation (EV), the EV Verified Users are listed.

4. CS Verified Users:

On the “Organization Name” page, under Pending Validation/Active Validation, under
CS - Code Signing Organization Validation, the CS Verified Users are listed.

5. EV CS Verified Users:

On the “Organization Name” page, under Pending Validation/Active Validation, under
EV CS - Code Signing Organization Validation, the EV CS Verified Users are listed.

DigiCert, Inc.

Organization Details

Legal Name
Assumed Name

Address

Pending Validation

El Deactivate

DigiCert, Inc.
BYOD

2600 Executive Pkwy Suite 500
Lehi, ut
us

EV Venfied Users:
o John Doe

CS Verified Users:
o John Doe

EV CS Verified Users:
o John Doe

» EV - Extended Organization Validation (EV)

= CS- Code Signing Organization Validation

s EVCS - Code Signing Organization Extended Validation (EV CS)

Active Validation

8.2.5 How to Add EV Certificate, EV Code Signing Certificate, and Code
Signing Certificate Approvers for an Organization

1. Inyour account, in the sidebar menu, click Certificates > Organizations.

2. On the Organizations page, click the “Division Name” link of the division for which you
want to add the EV Verified User, CS Verified User, and EV CS Verified User.
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3. On the “Organization Name” page, click Submit for Validation.

4,
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To Add an EV Verified User:

To Add a CS Verified User:

To Add an EV CS Verified User:

In the Submit Organization for Validation window, do any or all of the following:

*Check EV - Extended Organization Validation
(EV).

**Check CS - Code Signing Organization
Validation.

***Check EV CS - Code Signing Organization
Validation.

Submit Organization for Validation

) OV - Normal Organization Validation

# EV - Extended Organization Validation (EV)

* EV Verified User:

Luke Warm

) Grid - Public Grid Host Validation

¥/ CS - Code Signing Organization Validation

* CS Verified User:

Luke Warm

¥ EV CS - Code Signing Organization Extended Validation (EV CS)

* EV CS Verified User:

Luke Warm

) DS - Document Signing Validation

m Submit for Validation




5. *In the EV Verified User drop-down list, select an account user that you want to
designate as an EV Certificate request approver.

Only an EV Verified User can approve Extended Validation (EV) Certificate request.
Note that only users with a job title and valid telephone number appear in the drop-
down list.

6. **In the CS Verified User drop-down list, select an account user that you want to
designate as a Code Signing Certificate request approver.

Only a CS Verified User can approve Code Signing Certificate request. Note that only
users with a job title and valid telephone number appear in the drop-down list.

7. **|nthe EV CS Verified User drop-down list, select an account user that you want to
designate as an EV Code Signing Certificate request approver.

Only an EV CS Verified User can approve EV Code Signing Certificate request. Note
that only users with a job title and valid telephone number appear in the drop-down
list.

8. Click Submit for Validation.

8.3 (Non-ASCIlI Characters) How to Add and Authorize an
Organization for Grid - Public Grid Host Validation

“Organization names on grid certificates can only contain ASCII type characters. This means
that no accents, diacritical marks, non-English letters, or non-English punctuation are allowed.
We have provided a conversion of your organization name that complies with this requirement
for you to review and modify if needed.”

ASCII Character Note: You can use the following ASCII characters: United States ASCII
letters (a thru z), all numbers, spaces, and the following special characters:, .-_ @
(comma, period, dash, underscore, and at sign).

If you submit an Organization that contains non-ASCII characters in its name for Grid —
Public Grid Host Validation, you will be asked to use a simplified version of the Organization
name. This simplified version of the organization name appears in the details of the Grid
Client and Grid Host SSL Certificate types.

These instructions cover adding an organization (non-ASCII characters) and submitting the
organization for Grid Public Host Validation.
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Note:

You can use non-ASCII characters in the organization names when authorizing
organizations for the following certificate types:

e OV -Normal Organization Validation

e EV-Extended Organization Validation (EV)

e (S-Code Signing Organization Validation

e EV CS-Codes Signing Organization Extended Validation (EV CS)
e DS-Document Signing Validation

The non-ASCII organization name appears in the details of the SSL, EV SSL, Document
Signing, and Code Signing certificate types.

8.3.1 (Non-ASCII Characters) Adding an Organization

1. Inyour account, in the sidebar menu, click Certificates > Organizations.
2. Onthe Organizations page, click New Organization.

3. Onthe Add Organization page, in the Organization Details section, enter the following
information about the organization:

*Legal Name: Enter the organization's legally registered name, noting that it is
okay to use non-ASClI characters (e.q., ¥A£CELIDP).

Assumed Name: If the organization has a DBA name (doing business as name),
and they want it to appear on their certificates, enter the
assumed name.

If the organization does not have a DBA or they do not want the
assumed name to appear on their certificates, leave this box

blank.
*Organizational Enter the phone number at which the organization can be
Phone Number: contacted.
*Address 1: Enter the address where the organization is legally located.
Address 2: Enter a second address, if applicable.
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5.

*City: Enter the city where the organization is legally located.

*Country: In the drop-down list, select the country where the organization
is legally located.

*State / Province /  Enter the state, province, region, or county where the
Region / County: organization is legally located.

*Zip / Postal Code Enter the zip or postal code for the organization’s location.

In the Validation Contact section, enter the following information about the contact:

We will contact this individual should we have any questions or problems validating
the organization.

*First Name Enter the contacts first name.

*Last Name: Enter the contacts last name.

Job Title: Enter the contacts job title.

*Email: Enter an email address at which the contact can be reached.

*Phone Number:  Enter a phone number at which the contact can be reached.

Phone Extension: Enter the contact’s extension.

When you are finished, click Save Organization.

8.3.2 (Non-ASCII Characters) Authorizing an Organization for Grid —
Public Grid Host Validation

1.

2.
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In your account, in the sidebar menu, click Certificates > Organizations.

On the Organizations page, click the “Organization Name (non-ASCII characters)” link
of the organization (non-ASCII characters) for which you want to authorize Grid —
Public Grid Host Certificate types.

On the “Organization Name” page, click Submit for Validation.




4. In the Submit Organization for Validation window, select Grid - Public Grid Host
Validation.

Submit Organization for Validation

) OV - Normal Organization Validation

[J EV - Extended Organization Validation (EV)

[¥] Grid - Public Grid Host Validation

* Simplified Organization Name:

AAeCEiOeth
Organization names on grid certificates can only contain ASCII type characters. This means that no
accents, diacritical marks, non-english letters, or non-english punctuation are allowed. We have a
provided a conversion of your organization name that complies with this requirement for you to

review and modify if needed

) CS - Code Signing Organization Validation
) EV CS - Code Signing Organization Extended Validation (EV CS)

) DS - Document Signing Validation

[ concel | subior e

5. In the *Simplified Organization Name box, review and modify the simplified
organization name as needed (i.e. AAeCEiQOeth).

6. Click Submit for Validation.
We will now validate the organization for the Grid - Public Grid Host validation type.

When ordering any type of Grid certificate (Client or SSL), the simplified organization
name appears in the details of the certificate.

8.4 Managing Domains

Once an organization has been added, you can assign domains to an organization for
validation. You can also select the type of authorization for which the domain should be
validated.

Managing domains typically involves adding domains along with authorizing validation for
the domains. Once a domain has been validated, domain management may involve
authorizing additional validation types for which the domain must be validated.

8.4.1 How to Add a Domain and Authorize It for Certificates
1. Inyour account, in the sidebar menu, click Certificates > Domains.

2. Onthe Domains page, click Add Domain.
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3. On the New Domain page, under Domain Details, enter the following domain
information:

Organization: In the drop-down list, select the organization to which the domain is

assigned.
Domain Enter the domain name for which certificates will be requested (e.qg.,
Name: example.com).

4. Under Authorization, check the validation types for which the domain must be
validated.

e OV -Normal Organization Validation
e Grid - Public Grid Host Validation
e EV-Extended Organization Validation (EV)*

5. *In the EV Verified User drop-down list, select an account user that you want to
designate as an EV Certificate requests approver.

Only an EV Verified User can approve Extended Validation (EV) Certificate request.
Note that only users with a job title and valid telephone number appear in the drop-
down list.

Note: The EV Verified User drop-down list box only appears if you checked EV -
Extended Organization Validation (EV), and the organization that you selected
earlier (step 3) has not been pre-authorized for EV-Extended Organization
Validation (EV).

6. When you are finished, click Save Domain.

We will now validate the domain for the validation types that you selected.

8.4.2 How to View Domain Details, Validation Status, and Validation

Progress
1. Inyour account, in the sidebar menu, click Certificates > Domains.

2. Onthe Domains page, use the drop-down lists, search box, and column headers to
locate specific domains.
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3. Click the “Domain Name” link of the domain to view basic details about the domain,
active validation status (pending or active), domain validation progress, and domain
approval required actions.

8.4.3 How to Authorize a Domain for Additional Certificate Types
1. Inyour account, in the sidebar menu, click Certificates > Domains.

2. Onthe Domains page, click the “Domain Name” link of the domain for which you
want to authorize additional certificate types.

3. Onthe “Domain Name" page, click Submit for Validation.

4. In the Submit Domain for Validation window, check the validation types for which the
domain must be validated.

e OV -Normal Organization Validation
e Grid - Public Grid Host Validation
e EV-Extended Organization Validation (EV)*

5. *In the EV Verified User drop-down list, select an account user that you want to
designate as an EV Certificate requests approver.

Only an EV Verified User can approve an Extended Validation (EV) Certificate request.
Note that only users with a job title and valid telephone number appear in the drop-
down list.

Note: The EV Verified User drop-down list box only appears if you checked EV-
Extended Organization Validation (EV), and the organization listed under
Details has not been pre-authorized for EV-Extended Organization Validation
(EV).

6. When you are finished, click Submit for Validation.

We will now validate the domain for the additional validation types that you selected.

8.4.4 How to View the Domains Validations (Pending or Active)

Use this instruction if you need to see what types of certificates you can order for a
domain,

1. Inyour account, in the sidebar menu, click Certificates > Domains.

8l|Page




2. Onthe Domains page, click the “Domain Name” link of the domain for which you
need to see the types of certificates you can order.

3. On the “Domain Name" page, under Pending Validation/Active Validation, the types of
validation are listed.

e OV -Normal Organization Validation

For this validation type, you can order SSL Plus, Unified Communications, and
Wildcard Plus Certificates.

e Grid - Public Grid Host Validation

For this validation type, you can order Grid Host SSL and Grid Host Multi-
Domain SSL Certificates.

e EV-Extended Organization Validation (EV)

For this validation type, you can order EV SSL Plus and EV Multi-Domain
Certificates

Note: Although it may appear that the EV Verified Users are for the domain,
they are not. The EV Verified Users that are listed are for the
organization and can approve EV Certificates for any of the applicable
domains assigned to their organization.

8.4.5 Domain Name System (DNS) Validation
If you'd like to enable DNS-based domain validation for your organization or the
organization’s you service, please contact support@digicert.com so that we can enable
it for you.

9 Limit Products

You can use the Limit Products feature to regulate the products that a specific role (in your
DigiCert account) can order. In addition, you can also regulate the validity period of the
certificates the role can order.

Depending on how your account is structured, some of the features discussed in this section
may not be included in your Division, Subdivision, or in your account altogether. For example,
if you do not want divisions to set up their own product limitations, you may not see some of
the inheritability selections in your account.
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9.1 Configuring Product Limitations
These instructions are for administrators only and explain how to configure your product
limitations for your DigiCert account.

Permissions Note:

Only administrators can view the Limit Products page and can configure product
limitations for their division, subdivision, account users, and account admins.

9.1.1 How to Turn On Limit Products

1.
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In your account, in the sidebar menu, click Settings > Limit Products.
Subdivision Admins Note:

If your Division Admin already set up product limitations for your subdivision but
granted you permission to set up your own product limitations, on the Limit Products
page, under Use default settings, click Use My Own Settings.

On the Limit Products page, under Limit Products, check Restrict the products that
users with different roles can order.

Set Permissions:

Note: If you don't have subdivisions, then you don't see the “Use this setting for”
settings.

On the Limit Products page, do any of the following things:

Use this setting for my division Select this option if you want the product
limitations that you place on users and/or
admins to apply to your division only.

When your subdivision admins navigate to
the Limit Product page (Settings > Limit
Products), they control whether product
limitations are enabled.
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Use this setting for my division
and any subdivisions

Allow subdivisions to override this
setting

Select this option if you want the product
limitations that you place on users and/or
admins to apply to your division and all
subdivisions.

When your subdivision admins navigate to
the Limit Products page (Settings > Limit
Products), they receive the “These settings
have been set by another division. To update
these settings, please contact your account
administrator.” message.

Check this box if you want your subdivisions
to be able to configure their own product
limitations.

When your subdivision admins navigate to
the Limit Products page (Settings > Limit
Products), they are presented with the
following options:

» Use Default Settings

If the admin clicks this option, product
limitations are enabled for their
division, and they defer to the
limitations that you placed on users
and/or admins for them.

= Use My Own Settings

If the admin clicks this option, they
control whether product limitations
are enabled. They are required to
place their own product limitations on
the users and admins for their
division.




4. When you are finished, scroll to the bottom of the Limit Products page and click Save
Settings.

You have successfully turned on Limit Products for your DigiCert account, and you
are ready to configure your product limitations.

9.1.2 How to Turn Off Limit Products
1. Inyour account, in the sidebar menu, click Settings > Limit Products.

Subdivision Admins Note:

If your Division Admin already set up product limitations for your subdivision but
granted you permission to set up your own product limitations, on the Limit Products
page, under Use default settings, click Use My Own Settings.

2. Onthe Limit Products page, under Limit Products, uncheck Restrict the products
that users with different roles can order.

3. Set Permissions:

Note: If you don't have subdivisions, then you don't see the “Use this setting for”
settings.

On the Limit Products page, do any of the following things:

Use this setting for my Select this option if you want to disable Limit
division Products for your division only.

When your subdivision admins navigate to the
Limit Products page (Settings > Limit Products),
they control whether Limit Products is disabled.

Use this setting for my Select this option if you want to disable Limit
division and any subdivisions Products for your division and all subdivisions.
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When your subdivision admins navigate to the
Limit Products page (Settings > Limit Products),
they receive the “These settings have been set by
another division. To update these settings, please
contact your account administrator.” message.

Allow subdivisions to Check this box if you want your subdivisions to be
override this setting able to disable Limit Products for themselves.

When your subdivision admins navigate to the
Limit Products page (Settings > Limit Products),
they are presented with the following options:

» Use Default Settings

If the admin clicks this option, Limit
Products is disabled for their division, and
they defer to the limitations that you placed
on users and/or admins for them.

» Use My Own Settings

If the admin clicks this option, they control
whether Limit Products are enabled. They
are required to place their own product
limitations on the users and admins for
their division.

4. When you are finished, scroll to the bottom of the Limit Products page and click Save
Settings.

You successfully turned off the Limit Products for your DigiCert account.

9.1.3 How Set Up Product Limitations for the User and Administrator

Roles

When setting up product limitations for the User and Admin Roles, you can limit the
products these roles can order, and you can limit the validity period for the certificates
they can order.
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For example, you can prevent the User role from ordering Grid Certificates and prevent
them from ordering one and two year Code Signing, EV Code Signing, and Document
Signing Certificates.

1.

In your account, in the sidebar menu, click Settings > Limit Products.

Subdivision Admins Note:

If your Division Admin already set up product limitations for your subdivision but
granted you permission to set up your own product limitations, on the Limit Products
page, under Use default settings, click Use My Own Settings.

On the Limit Products page, under Choose Products, click Administrator or User to
regulate the certificates and/or validity periods of the certificates for which that role
can order.

3. How to Prevent Specific Certificates from Being Ordered

a.

b.

Under the Administrator or User role, locate the product and uncheck all
validity periods for the certificate (One Year, Two Year, and Three Year).

Example 1: If you want to prevent the User role from ordering Grid Certificates,
uncheck One Year for Grid Host SSL, Grid Host Multi-Domain SSL, Grid
Premium, Grid Robot Email, Grid Robot FQDN, and Grid Robot Name.

Example 2: If you want to prevent the Administrator role from ordering Code
Signing and EV Code Signing Certificates, uncheck One Year, Two Year, and
Three Year for Code Signing and One Year and Two Year for EV Code Signing.

Example 3: If wanted to prevent the User role from ordering any certificates,
uncheck the One Year, Two Year, and Three Year column headings. This
unchecks the one-year, two-year, and three-year options for all certificates.

4. How to Regulate Validity Periods
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a.

Under the Administrator or User role, locate the product and uncheck the
validity periods that you want to prevent them from ordering (One Year, Two
Year, or Three Year).

Example 1: If you want to prevent the Administrator role from ordering one
year SSL Plus, Multi-Domain SSL, and Wildcard Plus Certificates, uncheck One
Year for those certificates.

Example 2: If you want to prevent the Administrator role from ordering any
three-year certificates, uncheck the Three Year column heading. This
unchecks the three-year option for all certificates.




5. When you are finished, scroll to the bottom of the Limit Products page and click Save
Settings.

You have successfully set up administrator/user limitations for certificates and
validity periods.

9.1.4 How to View Certificate and Validity Restrictions for the User and

Administrator Role
You can only see the product limitations that you set up for your Division/Subdivision.
You cannot see the product limitations for another Division.

1. Inyour account, in the sidebar menu, click Settings > Limit Products.

2. On the Limit Products page, under Choose Products, click Administrator or User to
see the certificates and/or validity periods restrictions setup for the role.

10Certificate Management

Before you start to use your DigiCert account, work with your account representative to set
up your account structure (Divisions and Subdivisions) and permissions. Depending on how
your account is structured, some of the features discussed in this section may not be
included in your Division, Subdivision, or your account altogether.

After we vet your organizations and pre-validate their domains and subdomains for the
types of certificates authorized, you can start requesting, approving, receiving, and
installing/configuring your certificates.

10.1 Requesting Certificates
The certificate lifecycle begins when administrators and users log into their account and
request certificates for their assigned domains and subdomains, for signing code, and for
authentication. Account users can only request the types of certificates that have been
authorized for their organization and the domains and/or subdomains assigned to their
Division or Subdivision.

Depending on the structure of your account, you may be able to request the following
types of certificates:

e SSL Certificates
SSL Plus, Multi-Domain SSL, Wildcard Plus, EV SSL Plus, and EV Multi-Domain
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e Grid Certificates
Grid Premium, Grid Robot Email, Grid Robot FQDN, Grid Robot Name, Grid Host
SSL, and Grid Host Multi-Domain SSL

e Client Certificates
Digital Signature Plus, Email Security Plus, and Premium

e Code Signing Certificates
Code Signing and EV Code Signing

e Document Signing Certificates
Document Signing - Organization (2000) and Document Signing - Organization
(5000)

10.1.1How to Request an SSL Plus, EV SSL Plus, EV Multi-Domain,
Unified Communications and a Wildcard Plus Certificate

The process for requesting any of the available SSL Certificates is the same:

e Create your Certificate Signing Request (CSR).
e Fill out the request form.
e Wait for approval.

The form for requesting each type of SSL Certificate is similar. For this reason, we will
provide instructions for ordering an SSL Certificate and note any differences between
the different types of SSL Certificate request forms.

You can use this instruction for the following certificates:

e SSL Plus

e Multi-Domain SSL
e Wildcard Plus

e EV SSL Plus

e EV Multi-Domain

How to Request an SSL Certificate
1. Create your CSR.
Note: Toremain secure, certificates must use 2048-bit keys.

To learn how to create a CSR, see Create a CSR (Certificate Signing Request).

2. Inyour account, in the sidebar menu, click Certificates > Requests.
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On the Certificate Requests page, click Request a Certificate.
On the Request a Certificate page, select SSL Certificate.

On the SSL Certificates tab, select one of the available certificates and then, click
Order Now.

Paste your CSR

On the Request “Certificate Name” page, under Certificate Settings, in the Paste
your CSR box, do one of the following:

Upload your Click the Click to upload a CSR link to browse for, select, and open
CSR. your CSR file.

Paste your CSR.  Use a text editor to open your CSR file. Then, copy the text, including
the and
tags, and paste it in to the request form in
the area provided.

————— BECIN NEW CERTIFICATE REQUEST-———-
MIICvDCCA2QCAQRAWdzELMAKCAL UEBRMCVVME j AQEgHVEAGTCVLvdX JTAGFIZTER
MASEALUEERMINWS1ckNpdHkxCzATBgNVEASTAK I UMRoWEAYDVRRRERFELIVy 2t
cEFueSwgSH5] LiZYMEYCAIUE AxMEdSd 3 LuV4 YW 1wbEiuy 2 5tMITBIjANEgkahkil
SwOBAQEFAROCRAQBAMI IBCgECAQEAS7IBFFRfACdXsUkZwrQka,/nAl1Kbot+ISDAWIZ
+/8Rx] /KtKVdds oKW1 cbHEpME Py dme Jq0pRw Ik IChY ] SUGSpPKadEpocDt L/ ecFl
J7Ea(Z szLvSAqdRwikaeks SmocVnd 3LxECH4VVALEOMLEVEES /vhY SEECLIbaS1
RdEbdXyHDtHE L RACTIVRCE I TwENGHADS 3 TvaHH TQ0REF¥Toa4£eTh T RvE I HS ywawx
7pVEaDbZ FuTgUhw 7wk sKNFxccG0xcTMr /+ErciHEuZ0chgs 6CBEIRI yLop2 +BMSE
mErMEYmIoEs j TvEYaKEJUOTEASH IS/ 2§ aXE51 L] XurLU0aCORQI DAQAECARKDRY T
EoZlhvelNAREFEQADggEEAK1SSgoyAYOpenry2EveElizrK1kS3DETInAi DINHESR
/gdT¥R+/E0c/ hMcwwlUSThEAVE 68eMkk St UNwAdpZ SC904 Js22+ENEbOEGAO Fadw
ixTvbl5vSKa3shtij REIzzHVERoRSx Tt TuMaDAr 3x1VE jHbav I TepHOKbgSH1E
NLA4CKsOI4KCwudFHESz JECh3 gL IDEHaNPEVEer5C0owy/ g/ 32/ 1/b0gs T kAcluk
MZeDsvEhMx/ pENGbnLPe 43y THEiEda FnaYtUy2BDcK ) 3Z0EHxANk1ERgg S/ YoH T
cb£Sziulml D2 4NBt5tpCNa SEvikTE/ RY SHgSddaKa=

Common Name

After uploading your CSR, the Common Name box should be prepopulated with the
common name from the CSR and the organization to which the domain is assigned
populates the Organization field.

If you have not uploaded your CSR yet, under Common Name, do one of the
following:

a. If securing a pre-validated domain

Expand Show Available Domains and select one of the pre-validated
domains or subdomains (e.g., example.com (Organization Name) or
mail.example.com (Organization Name)).
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The selected domain name is entered in the Common Name box, and the

organization to which the domain is assigned populates the Organization
field.

b. If securing a non-validated domain

In the box, enter the domain that you want to secure. Note that because you
are using a non-validated domain, certificate issuance may take a bit longer
while we validate the domain.

Note that because you are using a non-validated domain, the Organization
field will not auto populate.

The common name is listed as the first SAN (subject alternative name) name in the
certificate.

The common name would be *example.com.

The common name is listed as the first SAN (subject alternative name) name in the
certificate.

Organization

In the Organization drop-down list, select the Organization to which the domain is
assigned.

Other Hostnames (SANSs)

In the Other Hostnames (SANS) box, enter additional hostnames (i.e. example2.com,
example3.net, mail.example.net) that you want your Multi-Domain SSL or EV Multi-
Domain Certificate to secure.

In the Other Hostnames (SANS) box, enter the subdomain that you want your
Wildcard Certificate to secure. Note that the SANs names must be a subdomain of
the specified common name. For example, if *example.com is the common name,




you can use www.example.com, www.app.example.com, and mail.example.com as
SANSs.

By default, Wildcard Certificates only secure a specific subdomain level. If your
certificate is for *example.com, it will secure subdomains of the same level
automatically, which means under most circumstances you don't need to enter in
secure.example.com in order to use the certificate for that FQDN.

To secure subdomains on different levels (e.qg., test.secure.example.com and
six.test.secure.example.com) request a duplicate certificate. Since these subdomains
are not on the same level as the wildcard (*) character, you must manually add
them as SANSs to the certificate. Getting duplicate certificates is free and requesting
multiple duplicate certificates does not invalidate the first ones while allowing you
to secure additional subdomains.

10. Next, enter the following information:

Organization Unit: Enter the name of your department, group, etc.

Validity Period: Select a validity period for the certificate: 1 Year, 2 Years, 3
Years, or Custom Expiration Date).

The maximum validity period is 2 Years.

Signature Hash: In the drop-down list, select a signature hash (e.g., SHA-256).

11. In the Order Information section, do the following:

Server Platform: Select the server on which the CSR was generated.
Comments to Enter any information that your administrator might need for
Administrator: approving your request, about the purpose of the certificate, etc.

These comments are not meant to be included in the certificate.

Additional Renewal To create a renewal message for this certificate right now, type
Message: the renewal message making sure to include information that
might be relevant to the certificate’s renewal.
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Auto-renew If you want the certificate to be automatically renewed 30 days
before it expires, check Auto-renew order 30 days before

Auto-renew order o
expiration.

30 days before
expiration. Important Note:

When you renew early, DigiCert adds the remaining time from
your current certificate to your new certificate (up to 39
months).

12. When you are finished, click Submit Certificate Request.

An email should be sent notifying the administrator(s) and/or EV Certificate
approver(s) that there is a certificate request that needs their approval.

On the Certificate Requests page (Certificates > Requests), your certificate should
be listed with the Status of Pending.

10.1.2How to Request a Grid Host SSL and Grid Host Multi-Domain SSL

Certificate

The process for requesting Grid Host SSL and Grid Host Multi-Domain SSL Certificates
is the same:

e Create your Certificate Signing Request (CSR).
e Fill out the request form.
e Wait for approval.

The form for requesting the Grid Host SSL and Grid Host Multi-Domain SSL Certificates
is similar. For this reason, we will provide instructions for requesting a Grid Host SSL
Certificate and note any differences between the Grid Host SSL Certificate and the Grid
Host Multi-Domain SSL Certificate request forms.

You can use this instruction for the following certificates:

e Grid Host SSL
e Grid Host Multi-Domain SSL

How to Request a Grid Host SSL Certificate
1. Create your CSR.

Note: To remain secure, certificates must use 2048-bit keys.
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To learn how to create a CSR, see Create a CSR (Certificate Signing Request).

In your account, in the sidebar menu, click Certificates > Requests.

On the Certificate Requests page, click Request a Certificate.

On the Request a Certificate page, select Grid Certificate.

On the Grid Certificates tab, select Grid Host SSL and then, click Order Now.

Paste your CSR

On the Request “Certificate Name” page, under Certificate Settings, in the Paste your

CSR box, do one of the following:

Upload your Click the Click to upload a CSR link to browse for, select, and open

CSR. your CSR file.

Paste your CSR.  Use a text editor to open your CSR file. Then, copy the text, including

the

and

tags, and paste it in to the request form in

the area provided.

————— BEGIN NEW CERTIFICATE REQUEST--——-
MIICwDCCRaQCAQRwdzEIMR KGRI UEERMCVVMRE JAQBgNVEAGTCV1vdiJTdEFOZTER
MAEGRIUEEBxMIWWS lckNpdHkxCz A JBgNVEAS TR 1UMRowGAY DVOOFEXRFZRIVYyQZ ot
cEFueSwgSHS JLiEYMBYCAIUEARMPA3d3TmV4¥WlwbCuYZ3tMITBI jANBgkghki®
SwOBAQEFRROCAQBAMITRCgECAQERSTIBFFufACdaUkZwrQka, /nE1Kbo+ISDAWIZ
+/5Bx] /EtEVdd scEW 1 obHGpMEPwdme Jo0piw Ik IChY j SUQSpPE=dCpecDME fecFD
J7EaRZszlvikgdRQuwiiaek85mocVmd3LxECHAVwALBOMLHVERS fvhYfGECLIbo3 1
RdEbdEyHDtHE1RRoIVQCE j TwBWENADS 3 7TvmHW TQOREFYUnad fodh7RvE JHS ywawx
TeVialbZPuTgllhwTwksENFxcoGlxcTMr /+ErciHEuZ 0chgl8eCBESRI yLpp2 +EMSE
mErMEYmSo065 ] TwvEYaKEJUOJtASMIs/ ZjadfS1 LiXurlU0nCOQQTDAQRABoR AWwDQY T
EoZIhveNAQEFBQADggEBAK1S3goyAYOpenrQZEvCElizrE1 k5308 jn2i PINHEIE
SqdTY¥R+/BDr/ hMeww IS ThEAVEc8eMkk et UNwAdpZ3C304 T3 Z =+ENEROBGAOFodrw
ixTvbklsvwEiEe3shEiJREIssHVERoR3 rTatTuMaD2 r 3x1 VB JHeovZTopE0FbgeHIE
NL24CHsOI4KGwud FEfS2 JECE3gEJDBHaMPEVEer5G0owy/ g/ 32/ 1/b0g3TkkeTuwk
MZeDsvEhMx,/pENCbnLEe4 My TNPiEdeFna¥tUyZBDcj3Z0ERNRRWL1ERggS /Yol I
cbfSziuNmlDEZ4NBt5tpCNefEviET e/ RY fHg3dMakrc=

Service / Common Name

Under Service / Common Name section do the following:

In the Service box, enter the service that you want to use to connect to the

grid server.

ii.  After uploading your CSR, the Common Name box should be prepopulated
with the common name from the CSR and the organization to which the

domain is assigned populates the Organization field.



https://www.digicert.com/csr-creation.htm

8.

If you have not uploaded your CSR yet, under Comnmon Name, do one of the
following:

a. If securing a pre-validated domain

Expand Show Available Domains and select one of the pre-validated
domains or subdomains (i.e. example.com (Organization Name) or
mail.example.com (Organization Name)).

The selected domain name is entered in the Common Name box, and
the organization to which the domain is assigned populates the
Organization field.

b. If securing a non-validated domain

In the box, enter the domain that you want to secure. Note that
because you are using a non-validated domain, certificate issuance
may take a bit longer while we validate the domain.

Note that because you are using a non-validated domain, the
Organization field will not auto populate.

The common name is listed as the first SAN (subject alternative name)
name in the certificate.

Organization

In the Organization drop-down list, select the Organization to which the domain is
assigned.

Other Hostnames (SANS)

In the Other Hostnames (SANSs) box, enter additional hostnames (i.e.
www.example2.com, www.example3.net, mail.example.net) that you want your Grid
Host Multi-Domain SSL Certificate to secure.

10. Next, enter the following information:
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Validity Period: Select a validity period for the certificate: 1 Year.




Signature Hash:

In the drop-down list, select a signature hash (e.q., SHA-256).

11. Under Order Information, do the following:

Server Platform:

Comments to
Administrator:

Additional
Renewal
Message:

Auto-renew

Auto-renew
order 30 days
before
expiration.

Select the server on which the CSR was generated.

Enter any information that your administrator might need for
approving your request, about the purpose of the certificate, etc.

To create a renewal message for this certificate right now, type
the renewal message making sure to include information that
might be relevant to the certificate’s renewal.

If you want the certificate to be automatically renewed 30 days
before it expires, check Auto-renew order 30 days before
expiration.

Important Note:

When you renew early, DigiCert adds the remaining time from your
current certificate to your new certificate (up to 39 months).

12. When you are finished, click Submit Certificate Request.

An email should be sent notifying the admins that there is a certificate request that

needs their approval.

On the Certificate Requests page (Certificates > Requests), your certificate should
be listed with the Status of Pending.

10.1.3How to Request a Client Certificate
The process for requesting any of the Client Certificates is the same:

o (Optional) Create your Certificate Signing Request (CSR).
e Fill out the request form.
e Wait for approval.

The form for requesting any of the Client Certificates is similar. For this reason, we will
provide instructions for requesting a Premium Certificate and note any differences

between the Premium Certificate request form and the other Client Certificate request
forms.
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You can use this instruction for the following certificates:

¢ Digital Signature Plus
e Email Security Plus
e Premium

How to Request a Premium Client Certificate

1.

7.

8.
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(Optional) If required, create your CSR.
Note: Toremain secure, certificates must use 2048-bit keys.

To learn how to create a CSR, see Create a CSR (Certificate Signing Request).

In your account, in the sidebar menu, click Certificates > Requests.

On the Certificate Requests page, click Request a Certificate.

On the Request a Certificate page, click Client Certificates.

On the Client Certificates tab, select Premium and then click Order Now.

On the Request a Client Certificate page, under Certificate Settings, enter the
following settings information:

*QOrganization: In the drop-down list, select the organization for which you are
requesting the Client Certificate.

The organization's name appears on your Client Certificate.

Organization Unit:  Enter the name of your department, group, etc.

*Signature Hash:  In the drop-down list, select a signature hash (e.q., SHA-256).

*Validity Period: Select a validity period for the certificate: (1 Years, 2 Years, or 3
Year).

Under Order Options, in the Automatic Renewal drop-down list, select how often you
want the certificate to be automatically renewed.

Under Certificate(s) to Request , enter the following Recipient Details:



https://www.digicert.com/csr-creation.htm

9.
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Recipient Name Enter the recipient’'s name (e.g., John Doe) as you want it to
appear on the Client Certificate.

Recipient Email Enter the recipient’s email address (e.qg., john.doe@example.com)
that you want to appear on the Client Certificate.

This email address is used to send the recipient an email so that
they can generate their Client Certificate.

You can enter multiple email addresses if needed; note that all
the email addresses appear on the Client Certificate.

When entering multiple email addresses, make sure to use
commas to separate them (e.qg., john.doe@example.com,
John.doe@example2.com, jdoe@example3.com).

The first email address listed is used to send the recipient an
email so that they can generate their Client Certificate.

(Optional) If you need to use a CSR to create your certificate, in the Recipient CSR
(optional) box, do one of the following:

CSR Note: Only the Public Key embedded in the CSR is used to create your Client
Certificate. All other fields in the CSR are ignored.

Upload your Click the Click to upload a CSR link to browse for, select, and open
CSR. your CSR file.

Paste your CSR.  Use a text editor to open your CSR file. Then, copy the text, including
the and
tags, and paste it in to the request formin
the area provided.

————— BECIN NEW CERTIFICATE REQUEST-———-

MIICwDCCR=QCARAwdsEIMAKCALUEERMCVVMKE  AQBgNVEAGTCV1vdX JTACFOZTER
MASCALUZExMINWS 1 ckNpdHkxCzAIBgNVEASTAIUMRowCAYDVRRHEXFIb3VYR2 5t
cEFueSwgSHS L] SYMBYCALUEAXMPA3d3 LaV4 YH1wbEUuY 2 3t MITE jANBgkghki s
SwiBAQEFAROCAQBAMITBCgECAQEA3ITSBFFRfACdE sUkIwrQka, /nAl1Fbo+ISDAWSZ
+/5Rx] /Kt¥Vdds oK L obHEpME Pwime Jg0pRw Ik IChY ] SURSpPKadGpociME / eoF0
J7EafzszlviAqdRgwiAsekE SmocVnd 3 LxEOK4VvALBOMLHV RS/ vhY EGECLIbe31
RdEbdiyHDtHk1RAcIVRCE ] TWEWGNADS S TvnEH TR0REFYUoad feTh T RvE S ywgwx

TpVEalbZPuTglhwTwksENFxceG0xcTMr /+ErciHEuZichgl 6CBPSRIyLpp2 +RMSE
mErMEYmS 065 TvEYaKEJUOTEASMI s /2 aXK£51 LiXurLU0nCORRIDAQABoARWDY T
EoZThvcNAQEFBQADgGEBAK] 59g0yAYOpenrRZEvEE1izrK1kS3D8Tinki PFINHE B
SqdT¥R+/8Dr / hMewwUSThEAVE68eMkk 6t UNwAApZSCI04 T3 Z2+ENELOEBGAOFodrw
ixTvbl5vSKe3shGijRGIzzHVERoRIr7TxQt IuMaDAr3x1VE jHbcvZTepX0KbgeHL1G
NLA4CKs0I4EGwud FEfSzJECE3gEJDEHaMPEVEer5SG0owvy/ g/ 32/ 1/b0g3Tkicluwk
M2 eDsvDhMx/pENCEnLDed XMy TNPiEdzFna Yt Uy2BDeX ] 2Z0EWxRWk1ERgga/YeH T
obf5ziuNmlDEZ4NBt5tpCNzfEviKT 6/ RY fWg3dMaExc=




10. To add additional Client Certificate recipients, click the Add Another Certificate link
and enter the recipient's Recipient Details.

11. When you are finished, click Submit Request.

12. You should be taken to the certificate's Manage Order # page where you can see the
status of the email address verifications. Each of the email addresses listed in the
certificate request is sent an email that contains a link so that the recipient can
validate that they own that email address. If the certificate recipient loses a
validation email, you can resend it. See How to Resend an Email Validation for
DigiCert “Client Certificate” Email.

On the Orders page (Certificates > Orders), the certificate should be listed with the
Status of Pending.

13. After all email addresses are validated, the Create Your DigiCert “Client Certificate”
email is sent to the first email address on the list so that the recipient can create
their Client Certificate. If the certificate recipient loses the certificate creation email,
you can resend it. See How to Resend the Create Your DigiCert “Client Certificate”
Email.

After the recipient creates the Client Certificate, on the Orders page (Certificates >
Orders), the certificate should be listed with the Status of Issued.

If you submitted a CSR, you do not receive an email with a link to create your Client
Certificate. Instead, you need to download your Client Certificate from your account.
See How to Download a Certificate.

After the recipient validates their email address(es) and their Client Certificate has
been issued, on the Orders page (Certificates > Orders), the certificate should be
listed with the Status of Issued.

10.1.4How to Request Grid Robot and Grid Premium Certificates

The process for requesting any of the Grid Robot Certificates and the Grid Premium
Certificate is the same:

e Fill out the request form.
e Wait for approval.

The form for requesting any of the Grid Robot and Grid Premium Certificates is similar.
For this reason, we will provide instructions for requesting a Grid Premium Certificate
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and note any differences between the Grid Premium Certificate request form and the
Grid Robot Certificate request forms.

You can use this instruction for the following certificates:

e Grid Premium

e Grid Robot Email
e Grid Robot FQDN
e Grid Robot Name

How to Request a Grid Premium Client Certificate

1. Inyour account, in the sidebar menu, click Certificates > Requests.

2. On the Certificate Requests page, click Request a Certificate.

3. Onthe Request a Certificate page, click Grid Certificates.

4. Onthe Grid Certificates tab, select Grid Premium and then click Order Now.

5. On the Request a Client Certificate page, under Certificate Settings, enter the
following settings information:

*Organization; In the drop-down list, select the organization for which you are
requesting the Client Certificate.

The organization’s name appears on your Client Certificate.

Organization Unit:  Enter the name of your department, group, etc.

The Organization Unit field is not required.
*Signature Hash:  In the drop-down list, select a signature hash (e.q., SHA-256).

*Validity Period: Select 1 Year.

6. Under Order Options, in the Automatic Renewal drop-down list, select how often you
want the certificate to be automatically renewed.
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7. Under Certificate(s) to Request, enter the following Recipient Details:

Recipient Name Enter the recipient's name (i.e. John Doe) as you want it to appear
on the Client Certificate.

Recipient Email Enter the recipient's email address (i.e. john.doe@example.com)
that you want to appear on the Client Certificate.

This email address is used to send the recipient an email so that
they can generate their Client Certificate.

Only the recipients email address is required.

Recipient Email  Enter the recipient’s email address (i.e.
John.doe@example.com) that you want to appear on the Client
Certificate.

This email address is used to send the recipient an email so
that they can generate their Client Certificate.

FDQN Enter the recipient’s fully qualified domain name (FQDN) that
you want to appear on the Client Certificate.

Recipient Email Enter the recipient's email address (i.e.
John.doe@example.com) that you want to appear on the
Client Certificate.

This email address is used to send the recipient an email so
that they can generate their Client Certificate.

8. (Optional) If you need to use a CSR to create your certificate, in the Recipient CSR
(optional) box, do one of the following:

CSR Note: Only the Public Key embedded in the CSR is used to create your Client
Certificate. All other fields in the CSR are ignored.
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Upload your Click the Click to upload a CSR link to browse for, select, and open

CSR. your CSR file.

Paste your CSR.  Use a text editor to open your CSR file. Then, copy the text, including

the and

tags, and paste it in to the request formin

the area provided.

————— BEGIN NEW CERTIFICATE REQUEST-———-

MIICvDOCAaQCAQRAwdzELMAKEA]I TEBRMCVVMKE ) AQBgNVBAGTCV1vdHJTAEF0ZITER
MAEGAIUEBxMIWWS 1 ckNpdHkxCzAJBgNVBASTAK1UMRowEAYDVOOEERFZE3VyRZ 3t
cEFueSwgSHSJLjEYMBYGRALUEAXMPA 3d 3 LmV4 YW lwbEu¥2 5tMITBRI jANBgkghkiG
SwiOBAQEFAROCAOEBAMITBCgECAQEAS TSBFFRfACdK sUkZwrlka / nAlFKbo+ISDAWIZ
+/5ERx] FEtXVdds cFW1obHEpMEPwdme Jglplw Ik IChY j SUQSpPRzdGpocDME /ecFD
JTEaQészlviAgdROwiiaeks SmocVnd 3LxEOK4VvALBOMLHVEBS / vhY fGECLIJbc31
RAdEbdEyHDtHk1RRoIVRCE  TWEBHGNADS 3 TvmHW T QOREFY Ucad4 fedh TRvEjHS ywagwx
TpVEalDbZ PuTglhwTwksENFxcoE0xcTHr /f+Erci HEuZ 0chgl 6CBPSRIyLppZ +BEMSE
merME¥m3oes5] TwvEYaKEJUOJtASMI s/ ZjalfS1LijXurlUnCOoRQIDAQRABoRRWwDRYT
EoZIhveNAQEFBQRADggEBAF]1S59go v YOponrQZEvCGlizrK1kS3DETjnRi PANHE B
SgdT¥R+/ 8D/ MMowwISThEAVI e8eMk ket UNwAdpZ3C304 T3 Z2+ENEROEGROFod rw
ixTvkl5sviHedshGi jREIzzHVERoRI e TRt TuMaDAr 31V JHbcv ZTcpH0EbgeHLE
NLA4CKsOI4KGwud FEf Sz JECGE3gEJDEHaMPEVEex5G0owy,/ g/ 32/ 1/ b0g3TkRcUwk
MZeDsvPhMx /pENCEnLPed4¥My THFiEdzFnaYtUyZBDcHK ] 3Z0ENRBEWk1ERgg S/ YWl
obf5ziuNmlDEZ4NBt5tpCNz fGviET e/ R¥fHg3dMaFxc=

9. To add additional Client Certificate recipients, click Add Another Certificate and

enter the recipient’s Recipient Details.

10. When you are finished, click Submit Request.

11. You should be taken to the certificate's Manage Order # page where you can see the

status of the email address verifications. The email address entered in the

certificate request is sent an email that contains a link so that the recipient can

validate that they own that email address. If the certificate recipient loses a

validation email, you can resend it. See How to Resend the Email Validation for

DigiCert “Client Certificate” Email.

On the Orders page (Certificates > Orders), the certificate should be listed with the

Status of Pending.

12. After the email address is validated, the Create Your DigiCert “Client Certificate”
email is sent to that email address so that the recipient can create their Client

Certificate. If the certificate recipient loses the certificate creation email, you can
resend it. See How to Resend the Create Your DigiCert “Client Certificate” Email.

After the recipient creates the Client Certificate, on the Orders page (Certificates >

Orders), the certificate should be listed with the Status of Issued.
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10.1.5How to Resend an Email Validation for DigiCert “Client Certificate”

Email

If a Client Certificate recipient deletes or loses an Email Validation for DigiCert “Client
Certificate” email before they validate that email address, you can resend that email.

1. Inyour account, in the sidebar menu, click Certificates > Orders.

2. Onthe Orders page, locate the certificate and click on the “Client Certificate Name”
link for which you need to resend the Email Validation for DigiCert “Client Certificate
email.

n

3. On the Manage Order # page, on the Email Addresses line, below or to the right of
the validation email that you need to resend, click the Resend link.

If the Client Certificate recipient has multiple email addresses listed in their request
form, you can resend any or all of the validation emails.

4. The link should change to Sent. The Email Validation for DigiCert “Client Certificate”
email is resent to the Client Certificate recipient to the specified address with a new
link, which lets them validate that email address.

10.1.6How to Resend the Create Your DigiCert “Client Certificate” Email

If a Client Certificate recipient deletes or loses the Create Your DigiCert “Client
Certificate” email before they create their Client Certificate, you can resend that email.

_

In your account, in the sidebar menu, click Certificates > Orders.

2. Onthe Orders page, locate the certificate and click on the “Client Certificate Name”
link for which you need to resend the Create Your DigiCert “Client Certificate” email.

3. On the Manage Order # page, on the Email Addresses line, below or to the right of
the recipient’s email address, click the Resend Issuance Email link.

Although the recipient can validate multiple email addresses, the Create Your
DigiCert “Client Certificate” email can only be sent to the first email address listed.

4. The link should change to Sent. The Create Your DigiCert “Client Certificate” email is
resent to the Client Certificate recipient with a new link, which lets them create their
Client Certificate.
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Note: As soon as you resend the email, the old link expires and cannot be used to
create the Client Certificate. If the expired link is used, the following message
is displayed:

“The emailed link is invalid or has expired. Try resetting your password or try
logging in to resolve the issue.”

10.1.7How to Request a Code Signing Certificate
The process for requesting a Code Signing Certificate is as follows:

e For Sun Java Platform Only: Create your Certificate Signing Request (CSR).
Sun Java is the only platform for which you are required to submit a CSR.

e Fill out the request form.

e Wait for approval.

How to Request a Code Signing Certificate
1. For Sun Java Platform Only: Create your CSR.
Note: To remain secure, certificates must use 2048-bit keys.

To learn how to create a CSR, see Create a CSR (Certificate Signing Reqguest).

2. Inyour account, in the sidebar menu, click Certificates > Requests.

3. On the Certificate Requests page, click Request a Certificate.

4. On the Request a Certificate page, click Code Signing Certificate.

5. On the Code Signing Certificate tab, select Code Signing and then, click Order Now.

6. On the Request a Code Signing Certificate page, under Certificate Settings section,
enter the following settings information:

*QOrganization: In the drop-down list, select the organization for which you are
requesting the Code Signing Certificate.

Note: The organization's name appears on your Code Signing
Certificate.

Organization Enter the name of your department, group, etc.
Unit;
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7.
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Validity Period: Select a validity period for the certificate: 1 Year, 2 Years, or 3

Years.

Signature Hash:  In the drop-down list, select a signature hash (e.g., SHA-256).

Subject Email: i.  Click Show Available Domains to see the validated
domains.

The email address that you provide must have a validated
domain.

Then, enter the email address that you want to appear as
the subject on the Code Signing Certificate.

The email address that you provide is visible when viewing
your signature on an application/code that you sign.

In the Order Options section, do the following:

Server Platform:

*Sun Java Platform Only:

Upload your
CSR.

Paste your CSR.

Select the *platform for which the Code Signing Certificate
is to be used.

In the *Paste your CSR box, do one of the following:

Click the Click to upload a CSR link to browse for, select,
and open your CSR file.

Use a text editor to open your CSR file. Then, copy the text,
including the —BEGIN NEW CERTIFICATE REQUEST—

- and —END NEW CERTIFICATE REQUEST—- tags, and
paste it in to the request form in the area provided.

————— BEGIN NEW CERTIFICATE REQUEST-———-

MIICvDOCAaQCAQRwd=zEIMRE kERIUERhMCVVMAEj AQRgNVBAGTCV1 wdXTTdEFOZTER
MAACLIUEBRMIWWS lckNpdHkxCa2 JBgNVBASTAK 1 UMRowCAYDVRORERFZB3VyQ2 5t
cEFueSwgSHS jLIEYMBYCR I UE R HMPA 343 TmV4 YW 1wk CTuY 2 StMITRI jANBgkghki®
SwiBAQEFRROCRAEAMTI IBRCgECAQER S TS RFFnfACd sTkiwrQkae /na1 Fbo+ISDAHSZ
+/5Bx] /EtEVdd s cEW 1 obHEpME Pwdme Jqlpw Ik IChY j SUQSpPEzdGpocIME feaF0
JTEaQZszLlvihgqdRQwiikaek8SmocVnd 3 LyEOH4VvALBOMLHVEBS /vh¥ £GECLIJbc31
RAdEEdEyHDtHk1RRoIVQCE j TwEBWGNADS 3 TvmHW TQOREFYUna4 folhTRvE JHS ywagwx
TeViaDbZPuTglhw TwksENFxcoE0lxeTHe f +erciHEUZ0chgl eCEPSRIyLpp2+EMSE
mErMEYmIo 85 TvEYaKEJUOTtASMIs/ 2 aXfS1 L XurLUOnCOROIDARRE R RwDRY T
FoZThveNAQEFBORDggEBAKE]1 S SgoyAYOponrQZEvCElizrEl1 kS3DETjnkiPINHEJB
SgdTYE+/ 8Dr /hMoww IS ThEAVE68eMkk 6t TNwRAApZ 3C904 T3 2 2+ENEROEGRAOFodrw
ixTvbl5vSEedshEijREIzzHVERoRIr TRt ITuMa DR r3x1VE JHbcvEZTcpE0EbgeH1 G
NLA4CHsOI4EGwud FEfSzJECh3gEJDEHaMEEVEBer5G0oww,/ g/ 32/1/b0g37kRclwk
MZeDsvEhMu,/ pENGEnLPed4 My TNEFiEdzFna¥YtUyZBDcH 3 ZQEWRRWNk1ERggS /YWl
ocbfSziuNmlDEZ4NBLt5tpClefGviKTe,/ RY fHg3daknc=




Comments to Enter any information that your administrator might need
Administrator: for approving your request, about the purpose of the
certificate, etc.

These comments are not meant to be included in the

certificate.

Additional Renewal To create a renewal message for this certificate right now,

Message: type the renewal message making sure to include
information that might be relevant to the certificate’s
renewal.

Auto-renew If you want the certificate to be automatically renewed 30

days before it expires, check Auto-renew order 30 days

Auto-renew order 30 .
before expiration.

days before expiration.
Important Note:

When you renew early, DigiCert adds the remaining time
from your current certificate to your new certificate (up to
39 months).

8. When you are finished, click Submit Certificate Request.

An email should be sent notifying the CS Certificate approvers that there is a
certificate request that needs their approval.

On the Certificate Requests page (Certificates > Requests), your certificate should
be listed with the Status of Pending.

10.1.8How to Request an EV Code Signing Certificate

The process for requesting an EV Code Signing is as follows:

e Fill out the request form.
e Wait for approval.

How to Request an EV Code Signing Certificate

1. Inyour account, in the sidebar menu, click Certificates > Requests.
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On the Certificates Request page, click Request a Certificate.

On the Request a Certificate page, click Code Signing Certificate.

On the Code Signing Certificate tab, select EV Codes Signing and then, click Order

Now.

On the Request EV Code Signing Certificate page, enter the following settings

information:

*QOrganization:

Organization
Unit:

Validity Period:

Additional
Renewal
Message:

Auto-renew

Auto-renew order
30 days before
expiration.

In the drop-down list, select the organization for which you are
requesting the Code Signing Certificate.

Note: The organization's name appears on your Code Signing
Certificate.

Enter the name of your department, group, etc.

Select a validity period for the certificate: 1 Year, 2 Years, or 3
Years.

To create a renewal message for this certificate right now,
type the renewal message making sure to include information
that might be relevant to the certificate's renewal.

If you want the certificate to be automatically renewed 30 days
before it expires, check Auto-renew order 30 days before
expiration.

Important Note:

When you renew early, DigiCert adds the remaining time from
your current certificate to your new certificate (up to 39
months).




6. Under Provisioning Options, select an EV Code Signing Certificate provision option
and complete the necessary steps for that option:
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Preconfigured Hardware Token

Select this option if you want DigiCert to install your EV Code Signing
Certificate on a secure token and then ship it to you. See Currently
Supported eTokens.

After selecting this option, enter your Shipping Information: your name and
the address to which you want the token to be sent.

Use Existing Token

Select this option if you already have a supported hardware token and want
to install your EV Code Signing Certificate on that token yourself. See
Currently Supported eTokens.

After selecting this option, in the Platform drop-down list, select the
hardware token on which you will be installing your EV Code Signing
Certificate.

Install on HSM

Select this option if you want to down load the EV Code Signing Certificate
and install it on your HSM device yourself.

If you select this option, you are required to provide audit documentation to
DigiCert demonstrating that you are qualified. Only then can we issue your
EV Code Signing Certificate.

After selecting this option, do the following:
I. Create your CSR.
Note: To remain secure, certificates must use 2048-bit keys.

To learn how to create a CSR, see Create a CSR (Certificate Signing

Request).

ii. Inthe Select Platform box, select the platform on which you will be
installing your EV Code Signing Certificate.
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iii. Inthe Paste your CSR box, do one of the following:

Upload your  Click the Click to upload a CSR link to browse

CSR. for, select, and open your CSR file.
Paste your Use a text editor to open your CSR file. Then,
CSR. copy the text, including the

and

tags, and paste it in
to the request form in the area provided.

————— BEGIN NEW CERTIFICATE REQUEST--—-—-
MITICvDCCRaQCAQRwdzELMA KGR 1 UEBhMCUVMYE AQBgNVBAGTCV1wdJTAEFOZTER
MASERIUEBRMIWWS 1 ckNpdHkxCzA TBgNVEASTAK]1 UMRowEAYDVROFEXFZL3VyRZ 9t
cEFueSwgSWSJLIEYMBYGRIUEAKXMPA 3d3TmV4 YW 1wbGUu¥ 2 3tMIIBIJANBgkghkiG
SwOBAQEFAROCAQBAMITEBCgECRAQERAS TIBFFRfACdXsUkZwrQka,/ nhl1Ebo+ISDAWIZ
+/50x] /EcKVdds cEWlobHGpMEPwdme JqOpQwIkIChY j SUQSpPRzdGpocDML feaF 0
JTEaQZszlvikgdRQwikaeks SmocVmd 3 LyxEOH4VvALBOMLHVEEBS /vhYGECLIbe31
RAEbLdEyHDtHk1RRAIVRCL ) TWBWGHADS 3 TvmHW TQOREFYUoad £oh7TRve JHE ywgwx
TpVialbZPuTgUhw TwksENFrocoE0xcTHr /M +ErciHEuZ0chgB aCBRPSRI vy LppZ +EMSE
mErMEYmAo&5 ) TwEYaEEJUCTtASMIs /25X 51 L i KurLUOnCoRQTDACRRaR RwDY T
EcZIhwvcNAQEFBQADggEBAF1S9goyAYOpenrQZEvCElizrF1kS53D8JInAiPINHEIB
SgdTYR+/BDe/ MMewwlIsThEAVIc8eMk ket UNwAdpZ 30904 J32 2+ENEROECRAOFodrw
ixTwkl5vEiKedshCijREIzzsHVERoRIr TRt IuMabir3xlVEjHeevITopX 0EgeHLIG
NLR4CKsOTI4FGwud FELS2 JEGCE3gE JDAHaMPEVEer5E0owy,/ g,/ 32/ 1/ b0g5TkAcUwk
MZeDswvPhix,/pENGEenLPed4 My THPiEdzFnaYtUyZBDcKj 3ZQEWRRWNkK1ERggS /YW I
obf5ziuNmlDEZ ANBt5tpCNefGviET 6/ RY fWg3dakno=

7. When you are finished, click Submit Certificate Request.

An email should be sent notifying the EV CS Certificate approvers that there is a
certificate request that needs their approval.

On the Certificate Requests page (Certificates > Requests), your certificate should
be listed with the Status of Pending.

10.1.9How to Request a Document Signing Certificate
The process for requesting any of the Document Signing certificates is the same:

e Fill out the request form.
e Wait for approval.

Because the request form is the same for all Document Signing certificates, you can
use this instruction for the following certificates:

e Document Signing - Organization (2000)
e Document Signing - Organization (5000)
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How to Request Document Signing Certificate - Organization Certificate

1.

2.

In your account, in the sidebar menu, click Certificates > Requests.

On the Certificate Requests page, click Request a Certificate.

On the Request a Certificate page, click Document Signing Certificate.

On the Document Signing Certificate tab, select a Document Signing - Organization
certificate and then, click Order Now.

On the Request Document Signing Certificate page, under Certificate Settings, enter
the following settings information:

*Organization:

Signature Hash:

Validity Period:

In the drop-down list, select the organization to which the
document signing certificate requestor belongs.

For example, if you are ordering a Document Signing certificate
for Jane Doe in Legal, select the Organization to which she
belongs.

Note: The organization's name does not appear on the
Document Signing certificate.

In the drop-down list, select a signature hash (e.q., SHA-256).

Select a validity period for the certificate: (3 Years, 2 Years, or 1
Year).

6. Under Provisioning Options, select a Document Signing Certificate provision option
and complete the necessary steps for that option:
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e Preconfigured Hardware Token

Select this option if you want DigiCert to install your Document Signing
Certificate on a secure token and then ship it to you. See Currently
Supported eTokens.

After selecting this option, enter the Document Signing certificate recipient's
Shipping Information: the name and the address to which you want the
token to be sent.
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e Use Existing Token

Select this option if you already have a supported hardware token and want
to install your Document Signing Certificate on that token yourself. See
Currently Supported eTokens.

After selecting this option, in the Platform drop-down list, select the
hardware token on which you will be installing your Document Signing
Certificate.

7. Under Subject Information, enter the following information for the certificate

requestor:

*Person’s Full Enter the name to appear on the Document Signing certificate.

Name For example, if you are the requestor, enter your name. If you are
requesting the certificate for Jane Doe in Legal, enter her name.
Note: The person'’s full name appears on the Document Signing

certificate.

*Phone; Enter a phone number at which the individual can be reached.

*Email: Enter an email address at which the individual can be reached.

*Job Title: Type the user's job title.

8. When you are finished, click Submit Certificate Request.

An email should be sent notifying the admins that there is a certificate request that
needs their approval.

On the Certificate Requests page (Certificates > Requests), your certificate should
be listed with the Status of Pending.

10.1.10 How to Add Multiple Wildcard Domains to a Certificate

If you need to request a certificate with multiple Wildcard domains, please contact
support@digicert.com so that we can create that certificate for you.
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10.2 Managing Certificate Request Approvals and Rejections

After a user requests a certificate, an Administrator, an EV Verified User, or a CS Verified
User must approve the certificate request. Next, the request is sent to DigiCert to verify
that all the pre-validation requirements have been met. Then, we issue the certificate.

After a user requests a certificate, any administrator, an EV Verified User, or a CS Verified
User can also reject the certificate request, if needed. For example, if the user ordered the
wrong type of certificate.

10.2.1How to View Certificate Requests
1. Inyour account, in the sidebar menu, click Certificates > Requests.

2. On the Certificate Requests page, use the drop-down lists, search box, and column
headers to locate specific requests.

3. Toview the details of a certificate requests, click on the “Order #” link.

10.2.2How to Edit a Certificate Request
1. Inyour account, in the sidebar menu, click Certificates > Requests.

2. On the Certificate Requests page, use the drop-down lists, search box, and column
headers to locate the request.

3. Click the “Order #" link of the request that you want to edit
4. On the Certificate Request page, click Edit.
5. Onthe Edit Certificate Request page, edit, add, or remove information as required.

6. When you are finished, click Update Certificate Request.

10.2.3How to Approve a Certificate Request

Only an EV Verified User can approve EV SSL Plus, EV Multi-Domain Certificate
requests. Only an EV CS Verified User can approve EV Code Signing Certificate
requests. Only a CS Verified User can approve Code Signing Certificate requests.

1. Inyour account, in the sidebar menu, click Certificates > Requests.

2. On the Certificate Requests page, use the drop-down lists, search box, and column
headers to locate the request.

3. Click on the “Order #" link of the request that you want to approve.
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4. On the Certificate Request page, review the information (such as who requested the
certificate and their division), verifying that it is correct, and then click Approve.

Note: If the certificate request was submitted through a guest URL, the request
info is highlighted yellow.

5. Inthe Approve Request window, type an Approval Comment and then, click
Approve.

On the Orders page (Certificates > Orders), your certificate should be listed with the
Status of Pending.

If all validation is completed and no further validation is required, the certificate
should be issued to your account within minutes.

10.2.4How to View Who Requested a Certificate (Approved Requests)
1. Inyour account, in the sidebar menu, click Certificates > Requests.

2. On the Certificate Requests page, in the Status drop-down list, select Approved to
see all approved certificate requests.

3. Inthe Type drop-down list, select a certificate type (New, Reissue, Revoke, or
Duplicate) to filter the list of approved requests.

4. In the Division drop-down list, select a division to further filter the list of approved
certificate requests.

5. Click the “Order #" link of the request for which you want to view the requestor.

6. On the Certificate Request page, under Request Info, you should be able to see who
the certificate was Requested By.

10.2.5How to View Who Approved a Certificate Request (Approved

Requests)
1. Inyour account, in the sidebar menu, click Certificates > Requests.

2. On the Certificate Requests page, in the Status drop-down list, select Approved to
see all approved certificate requests.

3. Inthe Type drop-down list, select a certificate type (New, Reissue, Revoke, or
Duplicate) to filter the list of approved requests.
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4. In the Division drop-down list, select a division to further filter the list of approved
certificate requests.

5. Click the “Order #" link of the request for which you want to view the approver.

6. On the Certificate Request page, under Approval, you should be able to see who the
certificate request was Approved By.

10.2.6How to View EV Approvers

Only EV Verified Users can approve requests for EV SSL Plus and EV Multi-Domain
Certificates.

1. Inyour account, in the sidebar menu, click Certificates > Organizations.

2. On the Organizations page, use the drop-down lists, search box, and column
headers to filter the list of organizations.

3. Click the “Organization Name" of the organization who's EV Approver you want to
view.

4. Onthe “Organization Name” page, under Pending Validation/Active Validation, under
EV - Extended Organization Validation (EV), the EV Verified Users are listed.

10.2.7How to View CS Approvers
Only CS Verified Users can approve requests for Code Signing Certificates.

1. Inyour account, in the sidebar menu, click Certificates > Organizations.

2. On the Organizations page, use the drop-down lists, search box, and column
headers to filter the list of organizations.

3. Click the “Organization Name” of the organization who's CS Approver you want to
view.

4. On the “Organization Name” page, under Pending Validation/Active Validation, under
CS - Code Signing Organization Validation, the CS Verified Users are listed.

10.2.8How to View EV CS Approvers
Only EV CS Verified Users can approve requests for EV Code Signing Certificates.

1. Inyour account, in the sidebar menu, click Certificates > Organizations.

2. On the Organizations page, use the drop-down lists, search box, and column
headers to filter the list of organizations.
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3. Click the “Organization Name” of the organization who's CS Approver you want to
view.

4. On the “Organization Name” page, under Pending Validation/Active Validation, under
EV CS - Code Signing Organization Extended Validation, the EV CS Verified Users are
listed.

10.2.9How to Reject a Certificate Request
1. Inyour account, in the sidebar menu, click Certificates > Requests.

2. On the Certificate Requests page, use the drop-down lists, search box, and column
headers to filter the list of requests.

3. Click the “Order #" link of the certificate that you want to reject.
4. On the Certificate Request page, click Reject.

CAUTION: In the Reject Request window, do not click Reject, unless you are sure
that you want to reject the certificate request. The rejection cannot be
reversed.

5. Inthe Reject Request window, enter a Rejection Comment to be included in the
rejection email and then, click Reject.

The requestor is sent an email informing them that their certificate request has
been rejected. Your rejection comment is included in the email.

10.3 Managing Certificates

After DigiCert issues your certificate, the certificate management process begins.
Managing certificates includes downloading the certificates so that they can be installed,
configured, and used. Certificate management also involves tracking, revoking (placing
revoke requests, rejecting revoke requests, and approving revoke requests), reissuing,
duplicating, and renewing certificates.

10.3.1How to View Certificates
1. Inyour account, in the sidebar menu, click Certificates > Orders.

2. Onthe Orders page, use the drop-down lists, search box, advance search features
(Show Advanced Search link), and column headers to filter the list of certificates.

3. To view the details of a certificate, click the “Order #" link of a certificate.
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10.3.2How to Download a Certificate
After your certificate is issued, you may want to download the certificate to your server

or workstation so it can be installed (code signing certificates) or installed and
configured (SSL and Grid SSL Certificates).

1. Onthe server or workstation where you need to install the certificate, log into your

account.

2. Inyour account, in the sidebar menu, click Certificates > Orders.

3. On the Orders page, use the drop-down lists, search box, advance search features
(Show Advanced Search link), and column headers to filter the list of certificates.

4. Click the “Order #" link of the certificate that you need to download.

5. On the Manage Order # page, click Download Certificates.

6. On the Download Certificates for Order # page, in the Format section, select one of
the following certificate formats:

Recommended format
for...

Best format for

Specific file format

Use this option to download the certificate in the format
recommended for the server software or software that was
selected during the certificate request.

Use this option to select the best format for a specific
platform.

Use the drop-down list to select server software that is
different from the server software or software that was
selected during the certificate request.

For example, you created the certificate on an IIS 8 server
but you need to install the certificate on an Apache server.

Use this option to select a specific file format.

Use the drop-down list to select a specific file format for
your certificate.

For example, the server software requires the certificate to be
in a special format (such as a single .pem file that contains all
the certificates: server, intermediate, and root)

7. Next, click Download Certificates to save the certificate file.
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8. Save the certificate file to your server or workstation, making sure to note the
location.

10.3.3How to Adjust Certificate Renewal Notifications

After requesting your certificate, you may want to adjust your certificate renewal
notifications. By default, you receive an email notification at each of the following times
as the certificate nears or passes its expiration date:

e Email 104 Days Before Expiration
e Email 90 Days Before Expiration
e Email 60 Days Before Expiration
e Email 30 Days Before Expiration
e Email 7 Days Before Expiration

e Email 3 Days Before Expiration

e Email 7 Days After Expiration

Adjusting Certificate Renewal Reminders
1. Inyour account, in the sidebar menu, click Certificates > Orders.

2. Onthe Orders page, use the drop-down lists, search box, advance search features
(Show Advanced Search link), and column headers to filter the list of certificates.

3. Click the “Order #" link of the certificate whose renewal reminders you want to
adjust.

4. On the Manage Order # page, next to Renewal Messages, click the (Change Default
Renewal Messages) link.

5. On the Division Preference page, uncheck or check notifications as desired.
6. When you are finished, click Save Settings.

Renewal certificate renewal reminders for your certificates has been updated.

10.3.4How to Activate Your EV Code Signing Hardware

Before you can access the EV Code Signing Certificate and use it to sign code, you need
to activate your token, download and install the SafeNet driver for your token, and
obtain and change your token password

To access the certificate on your token, you need to get your token password from the
order details inside your account. After retrieving your certificate’s token password from
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your order, the password will disappear and it is not recoverable. We recommend that
you change your token password after logging into the token for the first time.

1. On the computer from which you want to sign code (applications), log into your
account.

Note: You need to install the SafeNet drivers on any computer from which you
want to use your EV Code Signing Certificate token to sign code.

2. Inyour account, in the sidebar menu, click Certificates > Orders.

3. On the Orders page, use the drop-down lists, search box, advance search features
(Show Advanced Search link), and column headers to filter the list of certificates.

4. Click the “Order #" link of the EV Code Signing Certificate you need to activate.
5. Onthe Manage Order # page, click Initialize Token.

If you have not received your token, do not continue. Leave the page and wait for
your token to arrive before continuing.

6. On the EV Code Signing Hardware Token Order # page, check | have received the
hardware token and then, click Submit.

7. Next, locate “The current password that you will need to enter is:" and record your
DigiCert provided password*.

*Note: Your pre-assigned password will only be visible once. Make sure to take note
of this password so you can access the certificate on your token.

8. Click the Click here to download the SafeNet drivers for Windows link to download
the SafeNetAuthenticationClient.exe.

This lets you enable code signer authentication. Once enabled, SafeNet pops up
before you sign a code and requires you to enter a password to verify that you are
the actual signer.

Note: If you need driver software for other OS platforms, please email Support at
support@digicert.com or call Support at 1-801-701-9600.

9. Run the SafeNet Authentication Client.
Double-click SafeNetAuthenticationClient-32x-64x.exe.
10. In the SafeNet Authentication Client Setup Wizard, do the following:
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On the Welcome to the SafeNet Authentication Client Installation Wizard
page, click, Next.

On the Interface Language page, in the language drop-down list, select a
language to use for the SafeNet Authentication Client interface language
and then click Next.

On the License Agreement page, read through the license agreement, select
| accept the license agreement and then click Next.

On the Installation Type page, select Standard installation.
If you need legacy support, select BSec-compatible.
On the Destination Folder page, click Next to install the SafeNet drivers.

If you do not want to use the default location, click Browse to select a
different folder before clicking Next.

On the SafeNet Authentication Client has been successfully installed page,
click Finigh.

11. To change your token password, do the following:

It is important to complete this step to change your password because your
password disappears from your account.

Vi

Plug in your DigiCert EV Code Signing Certificate token.
Open SafeNet Authentication Client Tools.

In the SafeNet Authentication Client Tools window, click Change Token
Password.

On the Change Password page, In the Current Token Password box, enter
the password that you retrieved from the ..Hardware Token Order # page

(see step 8).

In the New Token Password and Confirm Password boxes, create and
confirm your new token password.

Click OK.

12. On the EV Code Signing Hardware Token Order # page, click the Click here when
you have changed the password on the hardware token link.
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13. You're done! You can begin using your DigiCert EV Code Signing Certificate to sign
code. For instructions on how to sign code with your EV Code Signing Certificate,
see Code Signing Support & Tutorial.

10.3.5How to Install Your EV Code Signing Certificate on Your Own

Secure Token

This instruction is for installing your EV Code Signing Certificate on your own supported
secure token. You must have a FIPS 140-2 Level 2 compliant device.

e SafeNet eToken 5100

e SafeNet eToken 5105

e SafeNet eToken 5200

e SafeNet eToken 5205

e SafeNet eToken PRO 72K

e SafeNet eToken PRO Anywhere
e SafeNet iKey 4000

When installing an EV Code Signing Certificate on a token, there are two types of
installations:

¢ You are using an existing token, and you remember the password.
See Installing Your EV Code Signing Certificate on Your Token.

e You are using a new token, or you are using an existing token and have
forgotten your password.
See Installing Your EV Code Signing Certificate and Reinitializing Your
Token.

Installing Your EV Code Signing Certificate on Your Token
1. Inyour account, in the sidebar menu, click Certificates > Orders.

2. On the Orders page, use the drop-down lists, search box, advance search features
(Show Advanced Search link), and column headers to filter the list of certificates.

3. Click the “Order #" link of the EV Code Signing Certificate that you need to install on
your token.

4. Onthe Manage Order # page, click Install Certificate.

5. Next, record your EV Code Signing Certificate's initialization code (e.qg.,
aaaaalllllaaaaallll).
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10.

11.

12.

13.

14.
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Later, when prompted by the DigiCert Hardware Certificate Installer wizard, you
must enter this code

After you have recorded your certificate's initialization code, click the DigiCert
Hardware Certificate Installer link in your account, and download and run the
DigiCert Hardware Certificate Installer.exe.

In the DigiCert Hardware Certificate Installer wizard, on the Welcome page, click
Next.

On the License Agreement page, read the User License Agreement, check | accept
and agree to the license agreement, and then, click Next.

On the Initialization Code page, in the Initialization Code box, enter your initialization
code that you previously recorded and then, click Next.

On the Token Detection page, plug in your token and then, click Next.

Make sure that only one token is plugged in. If more than one token is plugged in,
the wizard asks you to remove the tokens that are not being used for EV Code
Signing Certificate installation.

Also, make sure that the drivers for the token are installed. If not the wizards asks
you to remove your token, install the drivers, and then, re-install your token.

Next, the DigiCert Hardware Certificate Installer wizard analyzes your secure token
device.

On the Token Detection page, click Next.

On the Token Password page, in the Token Password box, enter your password and
then, click Finish.

Please do not remove your token while the installation process is being completed
or you will have to start over. Using a strong network connection is also
recommended because if the connection goes down, you will have to restart the
process.

On the Certificate Installation page, after you receive four green checkmarks, click
Close.

It may take a few minutes for the wizard to install the EV Code Signing Certificate.




15. You're done! You can begin using your DigiCert EV Code Signing Certificate to sign
code. For instructions on how to sign code with your EV Code Signing Certificate,
see Code Signing Support & Tutorial.

Installing Your EV Code Signing Certificate and Reinitializing Your Token

—_

In your account, in the sidebar menu, click Certificates > Orders.

2. On the Orders page, use the drop-down lists, search box, advance search features
(Show Advanced Search link), and column headers to filter the list of certificates.

3. Click the “Order #" link of the EV Code Signing Certificate that you need to install on
your token.

4. Onthe Manage Order # page, click Install Certificate.

5. Next, record your EV Code Signing Certificate's initialization code (e.qg.,
aaaaalllllaaaaallll).

Later, when prompted by the DigiCert Hardware Certificate Installer wizard, you
must enter this code

6. After you have recorded your certificate's initialization code, click the DigiCert
Hardware Certificate Installer link in your account, and download and run the
DigiCert Hardware Certificate Installer.exe.

7. In the DigiCert Hardware Certificate Installer wizard, on the Welcome page, click
Next.

8. On the License Agreement page, read the User License Agreement, check | accept
and agree to the license agreement, and then, click Next.

9. On the Initialization Code page, in the Initialization Code box, enter your initialization
code that you previously recorded and then, click Next.

10. On the Token Detection page, plug in your token and then, click Next.

Make sure that only one token is plugged in. If more than one token is plugged in,
the wizard asks you to remove the tokens that are not being used for EV Code
Signing Certificate installation.

Also, make sure that the drivers for the token are installed. If not the wizards asks
you to remove your token, install the drivers, and then, re-install your token.
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11. Next, the DigiCert Hardware Certificate Installer wizard analyzes your secure token
device.

12. On the Token Detection page, check Re-initialize my token and permanently delete
any existing certificates and keys and then, click Next.

Use this option if you fall into one of the following situations:

e You forgot your password, and you did not set up an administrator token
password.

e You want to reset your password and clear all certificates and keys from the
token.

e You need to reset your password for security purposes, and you did not set
up an administrator token password.

13. On the Token Setup page, enter the following information and then, click Next:

Token Name  Provide a name for your token.

If you have more than one token, provide a unique name to help
identify what you are storing on it (i.e. EV Code Signing Token).

Password: Under Token Password, enter and confirm the password for the
token.
Confirm: You are required to enter this password whenever you use the EV

Code Signing Certificate on the token.
Password must be 8 — 16 characters long.
Password must have at least one lower case letter, one upper

case letter, one number, and one punctuation.

14. (Optional) If you want to set up and administrator password, on the Administrator
Setup page, do the following to setup an administrator password:

e Check Set Administrator Password.
e Inthe Password and Confirm boxes, enter and confirm the token
administrator password.

We recommend that you setup an administrator password. If the token becomes
locked, you can use this password to unlock the token. Without an administrator
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password, you must reinitialize the token, which permanently deletes all certificates
and keys. You can also use the administrator password to reset the token
password.

15. Click Finish.

Please do not remove your token while certificate installation is being completed, or
you will have to start over. Using a strong network connection is also recommended
because if the connection goes down, you will have to restart the process.

16. On the Certificate Installation page, after you receive four green checkmarks, click
Close.

It may take a few minutes for the wizard to install the EV Code Signing Certificate.

17. You're done! You can begin using your DigiCert EV Code Signing Certificate to sign
code. For instructions on how to sign code with your EV Code Signing Certificate,
see Code Signing Support & Tutorial.

10.3.6How to Activate Your Document Signing Hardware

Before you can access the Document Signing Certificate and use it to sign documents,
you need to activate your token, download and install the SafeNet driver for your token,
and obtain and change your token password

To access the certificate on your token, you need to get your token password from the
order details inside your account. After retrieving your certificate’s token password from
your order, the password will disappear and it is not recoverable. We recommend that
you change your token password after logging into the token for the first time.

1. Onthe computer from which you want to sign documents, log into your account.

Note: You need to install the SafeNet drivers on any computer from which you
want to use your Document Signing Certificate token to sign documents.

2. Inyour account, in the sidebar menu, click Certificates > Orders.

3. Onthe Orders page, use the drop-down lists, search box, advance search features
(Show Advanced Search link), and column headers to filter the list of certificates.

4. Click the “Order #" link of the Document Signing Certificate that you need to activate.

5. Onthe Manage Order # page, click Initialize Token.
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If you have not received your token, do not continue. Leave the page and wait for
your token to arrive before continuing.

6. On the Document Signing Hardware Token Order # page, check | have received the
hardware token and then, click Submit.

7. Next, locate “The current password that you will need to enter is;" and record your
DigiCert provided password*.

*Note: Your pre-assigned password will only be visible once. Make sure to take note

of this password so you can access the certificate on your token.

8. Click the Click here to download the SafeNet drivers for Windows link to download
the SafeNetAuthenticationClient.exe.

This lets you enable code signer authentication. Once enabled, SafeNet pops up
before you sign a document and requires you to enter a password to verify that you
are the actual signer.

Note:

If you need driver software for other OS platforms, please email Support at

support@digicert.com or call Support at 1-801-701-9600.

9. Run the SafeNet Authentication Client.

Double-click SafeNetAuthenticationClient-32x-64x.exe.

10. In the SafeNet Authentication Client Setup Wizard, do the following:
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On the Welcome to the SafeNet Authentication Client Installation Wizard
page, click, Next.

On the Interface Language page, in the language drop-down list, select a
language to use for the SafeNet Authentication Client interface language
and then click Next.

On the License Agreement page, read through the license agreement, select
| accept the license agreement and then click Next.

On the Installation Type page, select Standard installation.
If you need legacy support, select BSec-compatible.

On the Destination Folder page, click Next to install the SafeNet drivers.
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If you do not want to use the default location, click Browse to select a
different folder before clicking Next.

On the SafeNet Authentication Client has been successfully installed page,
click Finish.

11. To change your token password, do the following:

It is important to complete this step to change your password because your
password disappears from your account.

Vi

Plug in your DigiCert Document Signing Certificate token.
Open SafeNet Authentication Client Tools.

In the SafeNet Authentication Client Tools window, click Change Token
Password.

On the Change Password page, In the Current Token Password box, enter
the password that you retrieved from the ..Hardware Token Order # page

(see step 8).

In the New Token Password and Confirm Password boxes, create and
confirm your new token password.

Click OK.

12. On the Document Signing Hardware Token Order # page, click the Click here when
you have changed the password on the hardware token link.

13. You're done! You can begin using your DigiCert Document Signing Certificate to sign
documents. For instructions on how to sign documents with your Document
Signing Certificate, see Document Signing Support & Tutorial.

10.3.7How to Install Your Document Signing Certificate on Your Own

Secure Token

This instruction is for installing your Document Signing Certificate on your own
supported secure token. You must have a FIPS 140-2 Level 2 compliant device.
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e SafeNet eToken PRO 72K
e SafeNet eToken PRO Anywhere
e SafeNet iKey 4000

When installing a Document Signing Certificate on a token, there are two types of
installations:

e You are using an existing token, and you remember the password.
See Installing Your Document Signing Certificate on Your Token.

e You are using a new token, or you are using an existing token and have
forgotten your password.
See Installing Your Document Signing Certificate and Reinitializing Your
Token.

Installing Your Document Signing Certificate on Your Token
1. Inyour account, in the sidebar menu, click Certificates > Orders.

2. On the Orders page, use the drop-down lists, search box, advance search features
(Show Advanced Search link), and column headers to filter the list of certificates.

3. Click the “Order #" link of the Document Signing Certificate that you need to install
on your token.

4. Onthe Manage Order # page, click Install Certificate.

5. Next, record your Document Signing Certificate's initialization code (e.g.,
aaaaalllllaaaaallll).

Later, when prompted by the DigiCert Hardware Certificate Installer wizard, you
must enter this code

6. After you have recorded your certificate's initialization code, click DigiCert Hardware
Certificate Installer link in your account, and download and run the DigiCert
Hardware Certificate Installer.

7. Inthe DigiCert Hardware Certificate Installer wizard, on the Welcome page, click
Next.

8. On the License Agreement page, read the User License Agreement, check | accept
and agree to the license agreement, and then, click Next.
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9. On the Initialization Code page, in the Initialization Code box, enter your initialization
code that you previously recorded and then, click Next.

10. On the Certificate Details page, plug in your token and then, click Next.

Make sure that only one token is plugged in. If more than one token is plugged in,
the wizard asks you to remove the tokens that are not being used for Document
Signing Certificate installation.

Also, make sure that the drivers for the token are installed. If not the wizards asks
you to remove your token, install the drivers, and then, re-install your token.

11. Next, the DigiCert Hardware Certificate Installer wizard analyzes your secure token
device.

12. On the Token Detection page, click Next.

13. On the Token Password page, in the Token Password box, enter your password and
then, click Finish.

Please do not remove your token while the installation process is being completed
or you will have to start over. We also recommend using a strong network
connection because if the connection goes down, you will have to restart the
process.

14. On the Certificate Installation page, after you receive four green checkmarks, click
Close.

It may take a few minutes for the wizard to install the Document Signing Certificate.

15. You're done! You can begin using your DigiCert Document Signing Certificate to sign
documents. For instructions on how to sign documents with your Document
Signing Certificate, see Document Signing Support & Tutorial.

Installing Your Document Signing Certificate and Reinitializing Your Token
1. Inyour account, in the sidebar menu, click Certificates > Orders.

2. On the Orders page, use the drop-down lists, search box, advance search features
(Show Advanced Search link), and column headers to filter the list of certificates.

3. Click the “Order #" link of the Document Signing Certificate that you need to install
on your token.
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10.

11.

12.
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On the Manage Order # page, click Install Certificate.

Next, record your Document Signing Certificate’s initialization code (e.g.,
aaaaalllllaaaaallll).

Later, when prompted by the DigiCert Hardware Certificate Installer wizard, you
must enter this code

After you have recorded your certificate’s initialization code, click DigiCert Hardware
Certificate Installer link in your account, and download and run the DigiCert
Hardware Certificate Installer.

In the DigiCert Hardware Certificate Installer wizard, on the Welcome page, click
Next.

On the License Agreement page, read the User License Agreement, check | accept
and agree to the license agreement, and then, click Next.

On the Initialization Code page, in the Initialization Code box, enter your initialization
code that you previously recorded and then, click Next.

On the Certificate Details page, plug in your token and then, click Next.

Make sure that only one token is plugged in. If more than one token is plugged in,
the wizard asks you to remove the tokens that are not being used for Document
Signing Certificate installation.

Also, make sure that the drivers for the token are installed. If not the wizards asks
you to remove your token, install the drivers, and then, re-install your token.

Next, the DigiCert Hardware Certificate Installer wizard analyzes your secure token
device.

On the Token Detection page, check Re-initialize my token and permanently delete
any existing certificates and keys and then, click Next.

Use this option if you fall into one of the following situations:

e You forgot your password, and you did not set up an administrator token
password.

e You want to reset your password and clear all certificates and keys from the
token.

e You need to reset your password for security purposes, and you did not set
up an administrator token password.




13. On the Token Setup page, enter the following information and then, click Next:

Token Name  Provide a name for your token.

If you have more than one token, provide a unique name to help
identify what you are storing on it (i.e. Document Signing Token).

Password: Under Token Password, enter and confirm the password for the
token.
Confirm: You are required to enter this password whenever you use the EV

Code Signing Certificate on the token.
Password must be 8 — 16 characters long.

Password must have at least one lower case letter, one upper
case letter, one number, and one punctuation.

14. (Optional) IF you want to set up and administrator password, on the Administrator
Setup page, do the following to setup an administrator password:

e Check Set Administrator Password.
e Inthe Password and Confirm boxes, enter and confirm the token
administrator password.

We recommend that you setup an administrator password. If the token becomes
locked, you can use this password to unlock the token. Without an administrator
password, you must reinitialize the token, which permanently deletes all certificates
and keys. You can also use the administrator password to reset the token
password.

15. Click Finish.

Please do not remove your token while certificate installation is being completed, or
you will have to start over. We also recommend using a strong network connection
because if the connection goes down, you will have to restart the process.

16. On the Certificate Installation page, after you receive four green checkmarks, click
Close.

It may take a few minutes for the wizard to install the Document Signing Certificate.
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17. You're done! You can begin using your DigiCert Document Signing Certificate to sign

documents. For instructions on how to sign documents with your Document
Signing Certificate, see Document Signing Support & Tutorial.

10.3.8 How to Place a Request to Revoke a Certificate

1.

2.

In your account, in the sidebar menu, click Certificates > Orders.

On the Orders page, use the drop-down lists, search box, advance search features
(Show Advanced Search link), and column headers to filter the list of certificates.

Click the “Order #" link of the EV Code Signing Certificate you need to revoke.
In the Manage Order # section, click Revoke Certificate.

On the Request to Revoke Certificate for Order # page, in the Reason for
Revocation box, type your reason for revoking the certificate.

Making sure that you really need to revoke the certificate, click Request Revocation
to request the certificate revocation.

10.3.9 How to Approve a Certificate Revoke Request

1.

2.
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In your account, in the sidebar menu, click Certificates > Requests.

On the Certificate Requests page, in the Status drop-down list, select Pending to
see only the certificates that need administrator approval.

In the Type drop-down list, select Revoke to see only the certificates that need
revocation approval.

Click the “Order #" link of the EV Code Signing Certificate whose revocation you
need to approve.

The Type for the certificate should be REVOKE.

On the Request to Revoke Order # page, making sure that you really need to revoke
the certificate, click Approve to revoke the certificate.

CAUTION: In the Approve Request window, do not click Approve, unless you are
sure that you want to revoke the certificate. The revocation cannot be
reversed. If you are revoking an SSL Certificate, any site using this
certificate will show trust warnings when users try to access the site.

In the Approve Request window, enter an Approval Comment and then, click
Approve.
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10.3.10 How to Reject a Certificate Revoke Request

10.3.11

1. Inyour account, in the sidebar menu, click Certificates > Requests.

2. On the Certificate Requests page, in the Status drop-down list, select Pending to
see only the certificates that need administrator approval.

3. Inthe Type drop-down list, select Revoke to see only the certificates that need
revocation approval.

4. Click the “Order #" link of the EV Code Signing Certificate whose revocation
request you need to reject.

The Type for the certificate should be REVOKE.

5. On the Revoke Request for Order # page, click Reject to reject the certificate
revoke request.

6. Inthe Rejection Request window, provide a Rejection Comment, which appears in
the rejection email that is sent to the requestor, and then click Reject.

The requestor is sent an email informing them that their certificate request has
been rejected.

How to Request a Duplicate Certificate

Your SSL Certificate comes with an unlimited server license. Having an unlimited
server license means that you can use one certificate on as many different servers as
you want.

The process for requesting a duplicate certificate is the same:

e Create your Certificate Signing Request (CSR).
e Fill out the request form.
e Wait for approval.

The form for requesting a duplicate for EV Multi-Domain, Multi-Domain SSL, Wildcard
Plus, and Grid Host Multi-Domain SSL Certificates is similar. For this reason, we will
provide instructions for ordering a Multi-Domain SSL Certificate and note any
differences between the Multi-Domain SSL Certificate request form and the EV Multi-
Domain, Wildcard plus, and Grid Host Multi-Domain SSL Certificate request forms.

You can use this instruction for the following certificates:

e Multi-Domain SSL
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e Wildcard Plus
e EV Multi-Domain
e Grid Host Multi-Domain SSL

How to Request a Duplicate Multi-Domain SSL Certificate

To create a duplicate certificate, for each server, send us a new CSR so that we can
create a new certificate for it. The details in the duplicate certificate will be the same
as in the original certificate, and the duplicate certificate does not/cannot revoke
previous copies of your certificate.

1. Onthe server for which you want the certificate, create a new CSR/keypair.
Note: Toremain secure, certificates must use 2048-bit keys.

To learn how to create a CSR, see Create a CSR (Certificate Signing Request).

2. Inyour account, in the sidebar menu, click Certificates > Orders.

3. Onthe Orders page, use the drop-down lists, search box, advance search features
(Show Advanced Search link), and column headers to filter the list of certificates.

4. Click the “Order #" link of the Multi-Domain SSL for which you need a duplicate
certificate.

5. On the Manage Order # page, click Request Duplicate.

6. On the Request Duplicate Certificate for Order # page, in the *Paste your CSR box,
do one of the following:

Upload your Click the Click to upload a CSR link to browse for, select,
CSR. and open your CSR file.

Paste your CSR.  Use a text editor to open your CSR file. Then, copy the text,
including the and
tags, and paste it in
to the request form in the area provided.
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————— BECGIN MEW CERTIFICATE REQUEST----—-
MIICvDCCRaQCRQRWwdzELMA KCA] UEBhMCVVMKE JABgNVBAGTCV1vdXJTAGFOZTER
MESCAIUEBXMIWH Sl ckNpdHkxC=RJBgNVBASTAK 1 UMRowCAYDVROKERFZbAVyQZ 5t
cEFueSwgSHE LI EYMBYCAI UEAxMPd3d3LoV4 ¥ W 1wbEUuYZStMITBI JANBgkghki s
SwiBAQEFRRACCRAQSAMITECgECAQERAS TSBFFafACd N sUkIwrQka,/ nAlFbo+ISDAWIZ
+/58x] /EtEVddscEWlobHEpMEFwidme Jg0pQwik IChY j SUQSpEEzdGpocDME feaF0
J7EaQZszlvikgdRQwitaekBSmocVnd 3 LeEOK 4 VvALBOMLHVEBS / vhY fGECLJbCe31
RdEbdEyHDtHE1RAoIVQC L) TwBHGHADI 3 7T vmHW T QOREFYUnad fedh7RvE JHE ywgwx
TeVfalbZPuTgUhwTwksENFxcoEixcTHr /f+GrociHEuZ0chgB 8CBPSRI yLppZ +BMSE
merMEYm3o65] TvEYaKEJUDJtASMI s/ 2 aKfS1LjXurlU0nCoRQIDARRRol BwDQY T
FoZIhveNAQEFBQADggERAK1S53goyAY¥OponrQZEvCClizsrK1kS3D8JinAiPINHEIB
SgdTY¥R+/ B0/ hMowwISThEAVEe68eMk k6t UNwAdpZ3C304 32 2+ENEROBCGAOFodrw
ixTwbkl5vwEHe3shGi jRECIezsHVERoRI3r TRt IuMaDAr3x1VE jHbewEZTepH0EbgeHLE
NLA4CHsOI4ECwud FEf S JECR3gEJDEHaMEEVEBer5G0owy/ g/ 32/ 1/b0g3 T kRcUwk
MZeDsvEhMx,/pENCbnLEed XMy TNPiEdzFna¥tUyZBDcE j 3Z0EWxEW K1 ERggS /YW I
obfSziuNml DfZ4NBt5tpCNefCviET &/ RYfWg3dMakxc=

7. Multi-Domain SSL and EV Multi-Domain Certificates:

To select a different common name, do the following:

Under Common Name section, click Show Available Domains.

ii.  Select one of the available domains or subdomains (e.g., example.com or

mail.example.com).

The common name must be from one of the available domains or a

subdomain of one of the available domains.

iii.  The selected domain name is entered in the Common Name box.

The common name is listed as the first SAN (subject alternative name)

name in the certificate.

You cannot change the common name.

8. Grid Host Multi-Domain SSL
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To select a different common name, do the following:

Note:

When requesting a duplicate certificate do not change, add (if blank), or
remove the Service; these actions will create a certificate reissue, which
automatically revokes the original certificate or previous certificate
reissues.

In the Common Name section, click Show Available Domains.

Select one of the available domains or subdomains (i.e. example.com or
mail.example.com).




The common name must be from one of the available domains or a
subdomain of one of the available domains.

ii.  The selected domain name is entered in the Common Name box.

The common name is listed as the first SAN (subject alternative name)
name in the certificate.

9. Wildcard Plus Certificate

To add additional Subject Alternate Names (SANS) to the duplicate certificate, in
the Other Hostnames (SANS) box, enter the subdomain that you want your
Wildcard Certificate to secure. Note that the SANs names must be a subdomain
of the specified common name. For example, if *example.com is the commmon
name, you can use www.example.com, www.app.example.com, and
mail.example.com as SANSs.

By default, Wildcard Certificates only secure a specific subdomain level. If your
certificate is for *example.com, it will secure subdomains of the same level
automatically, which means under most circumstances you don't need to enter in
secure.example.com in order to use the certificate for that FQDN.

To secure subdomains on different levels (e.q., test.secure.example.com and
six.test.secure.example.com) request a duplicate certificate. Since these
subdomains are not on the same level as the wildcard (*) character, you must
manually add them as SANs to the certificate. Getting duplicate certificates is free
and requesting multiple duplicate certificates does not invalidate the first ones
while allowing you to secure additional subdomains.

You cannot add additional SANs.

10. Next, enter the following information:

*Signature Hash: In the drop-down list, select a signature hash (e.g., SHA-
254).
*Server Platform: Select the server on which the CSR was generated.
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Reason for Duplicate: In the box, specify the reason for the certificate
duplication.

11. When you are finished, click Request Duplicate.

On the Certificate Requests page (Certificates > Requests), your certificate
should be listed with the Status of Pending.

10.3.12 How to Reissue an SSL Certificate

All DigiCert certificates come with unlimited free reissues. Some reasons you may
reissue your certificate include:

e You lost your private key, or you want to re-key your certificate.

e You want to change the domain on the certificate (for example, from
www.yourname.com to secure.yourname.com).

e You want to add, remove, or change some of the SANs that are listed in your
Multi-Domain SSL Certificate.

The process for reissuing a certificate is the same:

e Create your Certificate Signing Request (CSR).
e Fill out the request form.
e Wait for approval.

The form for requesting a reissue for each type of SSL Certificate is similar, including
Grid Host SSL certificates. For this reason, we will provide instructions for reissuing
an SSL Certificate and note any differences between the different SSL Certificate
request forms.

You can use this instruction for the following certificates:

e SSL Plus

e Multi-Domain SSL

e Wildcard Plus

e EVSSLPlus

e EV Multi-Domain

e Grid Host SSL

e Grid Host Multi-Domain SSL

How to Reissue an SSL Certificate

1.
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On the server for which you want the certificate, create a new CSR/keypair.
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Note: To remain secure, certificates must use 2048-bit keys.

To learn how to create a CSR, see Create a CSR (Certificate Signing Request).

In your account, in the sidebar menu, click Certificates > Orders.

On the Orders page, use the drop-down lists, search box, advance search features
(Show Advanced Search link), and column headers to filter the list of certificates.

Click the “Order #" link of the certificate that needs to be reissued.

On the Manage Order # page, click Reissue Certificate.

On the Reissue Certificate for Order # page, in the Paste your CSR box, do one of

the following:
Upload your Click the Click to upload a CSR link to browse for, select, and open
CSR. your CSR file.

Paste your CSR.  Use a text editor to open your CSR file. Then, copy the text, including

the

and

tags, and paste it in to the request form in

the area provided.

————— BEGIN MEW CERTIFICATE REQUEST-———-
MIICwDCCAaQCARAwd=sEIMARCAITEERMCVVMAE JA0BgNVBAQTCV1vdHITAGEFOZTER
HMABCRIUEBxMIWH S LckNpdHkxCzRAJBgNVBASTA 1 TMRowEAY DV OEERFZEIVYRZ 9t
cEFueSwgSHE LI EYMBYCRIUEAXMPA3d3TmV4 YW 1lwbEuY 2 3tMIIBI jANBgkghkiz
SwiBREFAROCAQEAMI TBCgHCAQERI TABFFRfACd sUkZwrQka /n21 Fo+ISDAWSZ
+/5Bx] /EtHEVdd s cEW 1 oEHEpME Pwdme Jglpiw Tk ICh Y SUQSpPEzdCpocDME fecFO
JTEaRZszLlv3hgdRQwilaekd SmocVnd 3 LuECK 4V A LBOMLHVrBS fvhY ECECLIJbC3 1
BdERdEyHDtHk1R2oIVRCEj TWBHENADS 3 TvmHW TQ0REFYUcad foTdh7RvEJHE ywawx
TeVialbiPuTgUhwTwksENFxceZ0xcTHr /HErciHEUZO0chgl3eCBESR I yLpp 2 +RMEE
mErMEYmIoE5 ] TvEYaEEJUOTtASMI s/ 2 j XS 1 Lj KurlU0nCoRRIDARRABoR AwDRY T
FEoZlhvcHAQEFBQADggEBAK] S9goyAYOponrQZEvCELlizrE1 k5308 TinRkiPINHEIE
FgdTY¥R+/80r /hMoww IS ThEAVE e eMkk et UNWwAARpZ 9C304 T3 2 =+ENEROBGA0Fodrw
ixTwblovwSHedshGEijREIzzHVERoRIr Tt TuMaD2 r3x1VE jHbcvIZT cpH0EbgeH1E
NLA4ACH 0T 4KGwud FEE Sz JECE3gEJDEHaMPEVEer5C0owv/ g/ 32/ 1/ b0g3T kA elvwk
HZeDsvPhMx /pENGEbnLPed4EMy THEiEdzFna¥tUyZBDcEj3ZQENxRWk1ERgg S /YeWI
obEfsziulmlDEZ4NBt5tpCHe fCviET 6/ RY fHg3dMakxe=

Certificate Rekey

If you just want to rekey your certificate, you don't need to change any of the

certificate details. You can skip to Step 12.

Common Name



https://www.digicert.com/csr-creation.htm

To change the common name for the reissued certificate, in the Common Name
section, click Show Available Domains and select one of the available domains or
subdomains (e.g., example.com or mail.example.com). For Wildcard Plus
Certificates, the name format is *.domain.com (e.g., *example.com).

The common name must be from one of the available domains or a
subdomain of one of the available domains. The selected domain name is
entered in the Common Name box.

Changing the common name when reissuing an SSL Plus, EV SSL Plus, or
Wildcard Certificate will automatically revoke the original certificate and
any previous reissues.

To change the common name for the reissued certificate, in the Common Name
section, click Show Available Domains and select one of the available domains or
subdomains (e.g., example.com or mail.example.com) that is not listed as one of
the hostnames on the certificate (original or reissued).

Changing the common name when reissuing a Multi-Domain SSL or EV
Multi-Domain certificate automatically revokes the original certificate and
any previous reissues, unless you add the old common name as a SAN on
the reissued certificate.

If you just need to select a different common name from the list of other
hostnames (SANs), you should request a duplicate certificate instead of a
reissuing the certificate.

The common name is listed as the first SAN (subject alternative name)
name in the certificate.

9. Service/Common Name
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To change the service for the reissued certificate, in the Service box, enter
the service that you want to use to connect to the grid server.

Changing the service automatically revokes the original certificate and any
previous reissues.




Note:

To change the common name for the reissued certificate, in the Common
Name section, click Show Available Domains and select one of the
available domains or subdomains (e.g., example.com or mail.example.com).

The common name must be from one of the available domains or a
subdomain of one of the available domains. The selected domain name is
entered in the Common Name box.

Changing the common name automatically revokes the original certificate
and any previous reissues.

To change the service for the reissued certificate, in the Service box, enter
the service that you want to use to connect to the grid server.

Changing the service automatically revokes the original certificate or
previous reissues.

To change the common name for the reissued certificate, in the Common
Name section, click Show Available Domains and select one of the
available domains or subdomains (e.g., example.com or mail.example.com).

The common name is listed as the first SAN (subject alternative name)
name in the certificate.

For a certificate reissue, you can change the common name without
revoking the original certificate or previous reissues.

If you just need to select a different common name from the list of other
hostnames (SANs), you should request a duplicate certificate instead of a
reissue.

10. Other Hostnames (SANs)
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Add SANs

In the Other Hostnames (SANS) box, enter the additional SANs that you
want included in the reissued certificate.

Adding SANs does not revoke the original certificate or previous reissues.




il Remove SANs

In the Other Hostnames (SANSs) box, delete the SANs that you want to
exclude in the reissued certificate.

Removing SANs automatically revokes the original certificate or previous
reissues

If you just need to make a new copy of the certificate with a new list of SANs, you
should request a duplicate certificate instead of a reissuing the certificate.

11. Next, enter the following information:

*Signature Hash: In the drop-down list, select a signature hash (e.qg., SHA-
256).

*Server Platform: Select the server on which the CSR was generated.

Reason for Reissue: In the box, specify the reason for the certificate reissue.

12. When you are finished, click Request Reissue.

On the Certificate Requests page (Certificates > Requests), your certificate should
be listed with the Status of Pending.

10.3.13 How to Renew an SSL Plus, EV SSL Plus, EV Multi-Domain, Multi-

Domain SSL, and a Wildcard Plus Certificate
The process for renewing any of the available SSL Certificates is the same:

e Create your Certificate Signing Request (CSR).
e Fill out the request form.
e Wait for approval.

The form for renewing each type of SSL Certificate is similar. For this reason, we will
provide instructions for renewing an SSL Certificate and note any differences
between the different types of SSL Certificate renewal forms.

This instruction can be used for the following certificates:

e SSL Plus
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e Multi-Domain SSL
e Wildcard Plus

e EVSSLPlus

e EV Multi-Domain

How to Renew an SSL Certificate
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Create your CSR.
Note: To remain secure, certificates must use 2048-bit keys.

To learn how to create a CSR, see Create a CSR (Certificate Signing Request).

In your account, in the sidebar menu, click Certificates > Orders.

On the Orders page, use the drop-down lists, search box, advance search features
(Show Advanced Search link), and column headers to filter the list of certificates.

Click the “Order #" link of the certificate that needs to be renewed.
On the Manage Order # page, click Renew Certificate.

On the Renew “Certificate Type” Order # page, under Certificate Settings, in the
Paste your CSR box, do one of the following:

Upload your Click the Click to upload a CSR link to browse for, select, and open
CSR. your CSR file.

Paste your CSR.  Use a text editor to open your CSR file. Then, copy the text, including
the and
tags, and paste it in to the request form in
the area provided.

————— BEGIN NEW CERTIFICATE REQUEST-———-

MITCwDCCRaQCAQRAWdzEIMA KGRI UEBhMCVVMKE jAQBgNVEAGTCV1vdXJTAGFOZTER
MAEERIUEBxMIWWS 1 ckNpdHkxC=RAJBgNVBASTAK 1 UHRowGAYDVRRKEXFZb3VYRZ 9t
cEFueSwgsHS JLIEYMBYGAI TEAXMPd 3d 3 TmV4 YWl wbETuY 2 3tMI IBI jANBgkghki®
SwiBAOEFAROCAQEAMI IRCgKCAQERZ TS BFFufACd sk IwrQka /nAa1Fbo+ISDAWIZ
+/5Bx] /EtHVdd s oFW 1 obHEpME Bwdme JqOpQw Ik IChY SUQSpPEzdCpocDME f eoF D
JTEaQZszlvihgdRQwiliaeks SmocVnd 3LREOKAVVALBOMLHEVIBS /vhY fGECLIbC31
RAERdXvHDtHk1RRoIVQC S TwBHGENADS 3 TvmHW TQOREFYUoadfcJhTRVEJHS ywgwx
TeViaDbZPuTgUhwiwksENFxeccG0xeTMr /Horei HEuZ0chgBeCEPSRIyLppd +RMSE
merME¥YmS065] TvEYaEEJUOTtASMI s/ Z]aXf51 LiXurLU0nCORQ I DAQRABoARWDOY T
EoZIhveNAQEFBOADDOERAK] 59goyAYOponrQZEvCE1izrE1kS3D8JinAiPINHIB
SgdT¥R+/8Dr /hMcwwISThEAVE6BeMk k 6t UNWADpZ 9030452 2+ENEBDEGAO Fodrw
ixTvbl5w5He3shCGijRGIzzHVERoR3r Tat TuMaDAr3x1V8 jHbcvETcpKOEbgeH1E
NLA4CHsOI4KEwud FEE Sz JECL3gEJDEHaMPEVEer5E0owy/ g/ 32/ 1/ b0g3TkAcTuk
MZeDsvPhMx /pENGbnLEPe4XMyTNRiEdzFnaYtUyZBDcH ] 3Z0EWxRWk1ERgg S/ Yol
obf5ziuNml DEZ4NBLStpCHz EGviKT 6/ RY fWg3dMakxe=
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7. Common Name

After uploading your CSR, the Common Name box should be prepopulated with
the common name from the CSR and the organization to which the domain is
assigned populates the Organization field.

Because you are renewing your certificate, the Common Name box should be
prepopulated with the common name, and the organization, to which the
domain is assigned, populates the Organization field.

If you have not uploaded your CSR yet and you want to change the common
name, under Common Name, do one of the following:

a. If securing a pre-validated domain

Expand Show Available Domains and select one of the pre-validated
domains or subdomains (e.q., example.com (Organization Name) or
mail.example.com (Organization Name)).

The selected domain name is entered in the Common Name box, and
the organization to which the domain is assigned populates the
Organization field.

b. If securing a non-validated domain

In the box, enter the domain that you want to secure. Note that because
you are using a non-validated domain, certificate issuance may take a bit
longer while we validate the domain.

Note that because you are using a non-validated domain, the
Organization field will not auto populate.

The common name is listed as the first SAN (subject alternative name) name in
the certificate.

The common name is listed as the first SAN (subject alternative name) name in
the certificate.
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The common name would be *.example.com.

8. Other Hostnames (SANS)

Because you are renewing your certificate, the Other Hostnames (SANs) box
should be prepopulated with the additional hostnames.

If you want to add hostnames, in the Other Hostnames (SANs) box, enter
additional hostnames (e.qg., example2.com, example3.net, mail.example.net) that
you want your EV Multi-Domain or Multi-Domain SSL Certificate to secure. You
can also remove hostnames.

Because you are renewing your certificate, the Other Hostnames (SANS) box
should be prepopulated with SANSs, if additional SANs were used.

If you want to add SANs, in the Other Hostnames (SANs) box, enter the
subdomain that you want your Wildcard Certificate to secure. Note that the
SANs names must be a subdomain of the specified common name. For
example, if *example.com is the common name, you can use www.example.com,
www.app.example.com, and mail.example.com as SANs.

By default, Wildcard Certificates only secure a specific subdomain level. If your
certificate is for *example.com, it will secure subdomains of the same level
automatically, which means under most circumstances you don't need to enter
in secure.example.com in order to use the certificate for that FQDN.

To secure subdomains on different levels (e.q., test.secure.example.com and
six.test.secure.example.com) request a duplicate certificate. Since these
subdomains are not on the same level as the wildcard (*) character, you must
manually add them as SANSs to the certificate. Getting duplicate certificates is
free and requesting multiple duplicate certificates does not invalidate the first
ones while allowing you to secure additional subdomains.

9. Next, enter the following information:

Organization Unit: Enter the name of your department, group, etc.
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*Validity Period: Select a validity period for the certificate: 1 Year, 2 Years, 3
Years, or Custom Expiration Date).

The maximum validity period is 2 Years.

*Signature Hash: In the drop-down list, select a signature hash (e.g., SHA-256).

10. In the Order Information section, do the following:

Server Select the server on which the CSR was generated.
Platform:

Commentsto  Enter any information that your administrator might need for
Administrator;  approving your request, about the purpose of the certificate, etc.

These comments are not meant to be included in the certificate.

Additional To create a renewal message for this certificate right now, type
Renewal the renewal message making sure to include information that
Message: might be relevant to the certificate’s renewal.
Auto-renew If you want the certificate to be automatically renewed 30 days
before it expires, check Auto-renew order 30 days before
Auto-renew o
expiration.
order 30 days
before Important Note:
expiration.

When you renew early, DigiCert adds the remaining time from
your current certificate to your new certificate (up to 39 months).

11. When you are finished, click Submit Certificate Request.

On the Certificate Requests page (Certificates > Requests), your certificate
should be listed with the Status of Pending.
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10.3.14 How to Renew a Grid Host SSL and Grid Host Multi-Domain SSL

Certificates

The process for renewing Grid Host SSL and Grid Host Multi-Domain SSL Certificates
is the same:

e Create your Certificate Signing Request (CSR).
e Fill out the request form.
e Wait for approval.

The form for renewing the Grid Host SSL Certificate and Grid Multi-Domain SSL
Certificate is similar. For this reason, we will provide instructions for requesting a Grid
Host SSL Certificate and note any differences between the Grid Host SSL Certificate
and the Grid Host Multi-Domain SSL Certificate renewal forms.

This instruction can be used for the following certificates:

e Grid Host SSL
e Grid Host Multi-Domain SSL

How to Renew a Grid Host SSL Certificate
1. Create your CSR.
Note: To remain secure, certificates must use 2048-bit keys.

To learn how to create a CSR, see Create a CSR (Certificate Signing Request).

2. Inyour account, in the sidebar menu, click Certificates > Orders.

3. On the Orders page, use the drop-down lists, search box, advance search features
(Show Advanced Search link), and column headers to filter the list of certificates.

4. Click the “Order #" link of the Grid Host SSL Certificate that needs to be renewed.
5. Onthe Manage Order # page, click Renew Certificate.

6. Onthe Renew “Certificate Type" Order # page, under Certificate Settings, in the
Paste your CSR box, do one of the following:

Upload your Click the Click to upload a CSR link to browse for, select, and open
CSR. your CSR file.
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Paste your CSR.  Use a text editor to open your CSR file. Then, copy the text, including
the and

tags, and paste it in to the request form in

the area provided.

————— BEGIN MEW CERTIFICATE REQUEST-———-

MIICwDCCRaQCRORwd=ELMA KCR] UEBRMCVVMRE j A0BgNVBAGTCV1vdX JTACFOZTER
MLECRIUTEBXxMIWWS 1 ckNpdHkxC=2 JBgNVBASTAE 1 TMRowCAYDVOOEEXFZEAVyRZ 9t
cEFueSwgSHS JLJEYMBYGAIUERAXMPA 343 LmV 4 ¥W1wbEuY 2 3tMIIBI jANBgkghkiz
SwOBAQEFRROCROBEMMI IBCgECRAQERRTIRFFRfACA Uk ZwrQka,/n21 Feo+T9DAWIZ
+/50x] /EtEVddscEW 1 obHEpMEPwdme Jg0pw Ik IChY j SUQSpPEzsdCpocDME feoF D
JTEaQZselvikgdRQwZhaekBSmocVnd 3Ly ECH4VvALBOMLHVEBRS /fvhY¥ fGECLIb 31
BAdERdEyHDtHE1 BRI VRCE j TwBHEHNADI 2 TvmHW TQOReFYUnad fodh7TRve JHS ywgwx
TpVEalbZPuTgUlhw7wksENFxococZ0xeTMr /HErciHEuZ0chgi eCEBPSRI yLpp2+BMSE
merME¥Ym3o0&5 ) 7TvEYaFEJUOJtASMTI s/ 2 alf 51 L) ¥urLUOnCOQQIDAQR RO BwDY.T
FoZIhveNAQEFBOLADggEBAK]1 S 9goyAYOpenrQZEvOE1izrF1kS3D8Tinai PINHEIB
SadTYR+ /8D /hMoww IS ThEAVEeBeMk ket UNwRAApZ9C304 T3 2 2+ENEROECGR0FCcdrw
ixTwblsvSXedshEijREIzzHVERoRIr TRt IuMaDar3xlVE jHoewIZTcpl0FbgeHLIE
NLLACHsOI4ECwud FXf Sz JECGE3gEJDEHaMPEVBer5C0owy,/ g/ 32/l /B0ga T kL cwk
M2 eDavEPhMu/pENCEnLPe 4 My THEiEdzFna¥tUyZBDeX 2 Z0EWRBEW 1 ERggS /YWl
ocbfSziuNmlDEZ4NBtStpCNefCviET 6/ RY fWg3dMakxc=

Service / Common Name

After uploading your CSR, the Common Name box should be prepopulated with the
common name from the CSR and the organization to which the domain is assigned
populates the Organization field.

If you have not uploaded your CSR yet, because you are renewing your certificate,
the Service / Common Name box should be prepopulated with the service and
common name and the organization to which the domain is assigned populates the
Organization field.

Different Service:

If you are using a different service, under Service / Common Name section, In the
Service box, enter the service that you want to use to connect to the grid server.

Common Name:

If you have not uploaded your CSR yet, under Common Name, do one of the
following:

I. If securing a pre-validated domain

Expand Show Available Domains and select one of the pre-validated
domains or subdomains (i.e. example.com (Organization Name) or
mail.example.com (Organization Name)).




The selected domain name is entered in the Common Name box, and the
organization to which the domain is assigned populates the Organization
field.

ii. If securing a non-validated domain

In the box, enter the domain that you want to secure. Note that because you
are using a non-validated domain, certificate issuance may take a bit longer
while we validate the domain.

Note that because you are using a non-validated domain, the Organization
field will not auto populate.

The common name is listed as the first SAN (subject alternative name) name in the
certificate.

8. Other Hostnames (SANS)

Because you are renewing your certificate, the Other Hostnames (SANs) box should
be prepopulated with the additional hostnames.

If you want to add hostnames, in the Other Hostnames (SANSs) box, enter additional
hostnames (e.qg., www.example2.com, www.example3.net, mail.example.net) that you
want your Grid Host Multi-Domain SSL Certificate to secure. You can also remove
hostnames.

9. Next, enter the following information:
*Validity Period: Select the 1 Year validity period for the certificate.
*Signature Hash: In the drop-down list, select a signature hash (e.qg., SHA-256).
10. Under Order Information, do the following:

Server Select the server on which the CSR was generated.
Platform:

147|Page




Comments to

Administrator:

Additional
Renewal
Message:

Auto-renew

Auto-renew
order 30 days
before
expiration.

Enter any information that your administrator might need for
approving your request, about the purpose of the certificate, etc.

These comments are not meant to be included in the certificate.

To create a renewal message for this certificate right now, type
the renewal message making sure to include information that
might be relevant to the certificate’s renewal.

If you want the certificate to be automatically renewed 30 days
before it expires, check Auto-renew order 30 days before
expiration.

Important Note:

When you renew early, DigiCert adds the remaining time from
your current certificate to your new certificate (up to 39
months).

11. When you are finished, click Submit Certificate Request.

On the Certificate Requests page (Certificates > Requests), your certificate should
be listed with the Status of Pending.

10.3.15 How to Reissue a Code Signing Certificate
Reissuing your Code Signing Certificate does not automatically revoke the original
certificate or any previous reissues. However, all new applications should be signed
with your reissued Code Signing Certificate.

If you revoke a Code Signing Certificate, applications that were signed with the
revoked certificate remain valid as long as they were time stamped when they were

signed.

The process for reissuing a Code Signing Certificate is as follows:

e For Sun Java Platform Only: Create your Certificate Signing Request (CSR).
Sun Java is the only platform for which you are required to submit a CSR.

e Fill out the request form.
e Wait for approval.
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How to Reissue a Code Signing Certificate
1. For Sun Java Platform Only: Create your CSR.
Note: To remain secure, certificates must use 2048-bit keys.

To learn how to create a CSR, see Create a CSR (Certificate Signing Request).

2. Inyour account, in the sidebar menu, click Certificates > Orders.

3. Onthe Orders page, use the drop-down lists, search box, advance search features
(Show Advanced Search link), and column headers to filter the list of certificates.

4. Click the “Order #" link of the certificate that needs to be reissued.
5. On the Manage Order # page, click Reissue Certificate.

6. On the Reissue Certificate for Order # page, do the following:

*Signature Hash: In the drop-down list, select a signature hash (e.g., SHA-256).

*Server Platform: In the list of server platforms, select the platform for which
your Code Signing Certificate is to be used.

Reason for Reissue: In the box, specify the reason for the certificate reissue.

7. (Sun Java Platform only) In the Paste your CSR box, do one of the following:

Upload your Click the Click to upload a CSR link to browse for, select, and
CSR. open your CSR file.

Paste your CSR.  Use a text editor to open your CSR file. Then, copy the text,
including the and
tags, and paste it in to
the request form in the area provided.

————— BEGCIN NEW CERTIFICATE REQUEST-----
MIICwDCCA=QCAQRwdzEIMAKCRI TEERMCVVMYE jAQEQNVEAGTCV1vd X ITTAGFOZTER
MAECRITEEBXMINWS lckNpdHkxCe R JBgHVERAs TR 1 UMRowEAY DVOOEERFZbAVyR2 5t
cEFueSwgSWEjLIEYMBYCAI UEAxMPd 3d 3 LeV4 ¥ lwbEuY 2 3t MIIBI jANEgkghki s
SwiBAQEFRRCCADEAMITRCgH CAREAS TSR FFxfACdsTkZwrQka /n21 FbotISDAWSZ
+/5Rx] /EcEVddscEW1obHEpME Pwdme Jg0pQwIkIChY] SUQSpPEzdGpocDME /eoFD
J7EaQZszlvikgdRwilaek8SmocVnd 3 LR 0K 4VvALEOMLHVEBS /vhYfEECLIbe31
RAEbdXyHDtHk1 RRoIVQCL  TwBHEHADS 3 TvrHW 7TQ0REFYUoad foTh T RvE HE ywqwx
TeVEalbIPuTglThw TwksENFxceGixeTHr /+ErciHEuZdchgl 6CBPSRIyLpp2 +RMSE
mErMEYmS085] TvEYaKEJUOTtASM s/ Z7akf 51 Ly XurLUOnCOQQIDAQRABoARWDRY T
KoZIlhveNAQEFBQADggEBRAK] 58goyAYOpenrQZEvCElizrK1kS3DE8Tjnki PINHEIB
SqdT¥R+/ B0/ hMowwISThEAVEE8eMkk 6t UNwAdpZIC304 Js22+ENELDECAO Fodrw
ixTvbl5vEKe3dshEijREIzzHVERoRIr TaQt TuMaDAr 3x1VE jHbowIT cpX0EbgeHLIE
NLA4CKsOI4KCwud FEfSzJECE3gE JDEHaMPEVEersClowy/g/ 32/ 1/b0g3 Tkkelwk
MZeDsvEhMx/pENCEnLPe XMy THEiEdzFna¥tUyZBDcK ] 3Z0EWRRWk1ERggS /YWl
obf5ziuNmlDEZ4NBt5tpCHz £CvikKT 6/ RY fHg3dMakne=
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8.

When you are finished, click Request Reissue.

On the Certificate Requests page (Certificates > Requests), your certificate should
be listed with the Status of Pending.

10.3.16 How to Renew a Code Signing Certificate
The process for renewing a Code Signing Certificate is as follows:

e For Sun Java Platform Only: Create your Certificate Signing Request (CSR).
Sun Java is the only platform for which you are required to submit a CSR.

e Fill out the request form.

e Wait for approval.

How to Renew a Code Signing Certificate

1.
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For Sun Java Platform Only: Create your CSR.
Note: To remain secure, certificates must use 2048-bit keys.

To learn how to create a CSR, see Create a CSR (Certificate Signing Request).

In your account, in the sidebar menu, click Certificates > Orders.

On the Orders page, use the drop-down lists, search box, advance search features
(Show Advanced Search link), and column headers to filter the list of certificates.

Click the “Order #" link of the Code Signing Certificate that needs to be renewed.
On the Manage Order # page, click Renew Certificate.

On the Renew Code Signing Order# page, under Certificate Settings section, enter
the following settings information:

*Organization; In the drop-down list, select the organization for which you are
requesting the Code Signing Certificate.

Note: The organization's name appears on your Code Signing

Certificate.

Organization Enter the name of your department, group, etc.
Unit:



https://www.digicert.com/csr-creation.htm

7.
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Validity Period: Select a validity period for the certificate: 1 Year, 2 Years, or 3

Years.

Signature Hash:  In the drop-down list, select a signature hash (e.g., SHA-256).

Subject Email: i.  Click Show Available Domains to see the validated

domains.

The email address that you provide must have a

validated domain.

ii.  Then, enter the email address that you want to appear
as the subject on the Code Signing Certificate.

The email address that you provide is visible when
viewing your signature on an application/code that you

sign.

In the Order Options section, do the following:

Server Platform: Select the *platform for which the Code Signing

Certificate is to be used.

*Sun Java Platform Only:  In the *Paste your CSR box, do one of the following:

Upload your Click the Click to upload a CSR link to browse for, select,
CSR. and open your CSR file.
Paste your CSR. Use a text editor to open your CSR file. Then, copy the text,

including the —BEGIN NEW CERTIFICATE REQUEST—

- and -——END NEW CERTIFICATE REQUEST

————— tags, and

paste it in to the request form in the area provided.

————— BEEZIN NEW CERTIFICATE REQUEST-———-
MIICvDCCRaQCAQAWdZELMAKGA]I UEBNMCVVMHEAQBgNVBAGTCV1vdXJTAGFOZTER
MABGCAIUEBHMIWWS1 ckNpdHkxCzAJBgNVBASTAK1 UMRowGAYDVOOKEXFZB3VYy(2 9t
cGFueSwgSW5jLIEYMBYCAI UEARMPA3d3 TmV4 YWl wbCTu¥ 2 3tMIIBT jANBgkghkiG
SwiBAQEFRACCAQSAMITRCgECAQERZTIRFFRIACAdE sUkZwrQka /nAlKbo+ISDAWIZ
+/808x] /EtXVdds cEW1obHEpMEPwdme JqUpiw Ik IChY  SUQSpPEzdCpecDME feoFD
J7EaQZszLvRkgdRQwiRaek85mocVnd 3 LxEOK 4 VvALBOMLHVEES / vhY£GECLIJb31
RdEbdEyHDtHk1 RRoIVQCE JTwBHEHNAD3I 3 TvnHW TRQOREFYUoad fcThTRvE JHS ywawx
TpVEaDbZPuTglhwTwksENFrecG0xeTMr fHerciHEUZ0chgB8eCBPIRIyLppZ +EMSE
merME¥m3065] TwEYaKEJUOJtASMIS/Z7aXf51LjEurlUOnCOQQIDAQABaR AWDOY T
EoZIThveNAQEFEQADggEBAK] S 9goyAY0penrQZEvOGlizrK1kS3D8JinkiP1NHE B
SadT¥R+/ 80/ hMowwUSThEAVI 68 eMkk 6t UNwAdpZ 30304 T2 z+ENEROBGADFodrw
ixTwbl5vSKelshEi JREIzzHVERoRIr Txt TuMaDAr 3x1VE jHbcvETcpHOEREgeHLIE
HNLA4CKsOI4EGEwud FEESz JECh3gEJDEHaMEEVEBer5E0owy/ g/ 32/ 1/ b0g3TkRcUwk
MZeDsvEPhMx/pENGbNLPe4¥My TNPiEdzFna¥tUyZBDcK 3 Z0EWRRWk1ERgge/YeWI
obf5ziuNmlDEZ4NBtStpCNzECwiET e/ RY fWg3dMakxo=




Comments to
Administrator:

Additional Renewal
Message:

Auto-renew

Auto-renew order 30

days before expiration.

Enter any information that your administrator might
need for approving your request, about the purpose
of the certificate, etc.

These comments are not meant to be included in
the certificate.

To create a renewal message for this certificate
right now, type the renewal message making sure
to include information that might be relevant to the
certificate’s renewal.

If you want the certificate to be automatically
renewed 30 days before it expires, check Auto-
renew order 30 days before expiration.

Important Note:

When you renew early, DigiCert adds the remaining
time from your current certificate to your new
certificate (up to 39 months).

8. When you are finished, click Submit Certificate Request.

An email should be sent notifying the CS Certificate approvers that there is a
certificate request that needs their approval.

On the Certificate Request page (Certificates > Requests), your certificate should
be listed with the Status of Pending.

10.3.17 How to Reissue an EV Code Signing Certificate
Reissuing your EV Code Signing Certificate automatically revokes the original
certificate and any previous reissues. You need to sign new applications using the

reissued certificate.

Any application that you signed with a revoked certificate remain valid as long as they
were time stamped when you signed them.

The process for reissuing an EV Code Signing is as follows:
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e For HSM Device Only: Create your Certificate Signing Request (CSR).
e Fill out the request form.
e Wait for approval.

How to Reissue an EV Code Signing Certificate
1. Inyour account, in the sidebar menu, click Certificates > Orders.

2. Onthe Orders page, use the drop-down lists, search box, advance search features
(Show Advanced Search link), and column headers to filter the list of certificates.

3. Click the “Order #" link of the EV Code Signing Certificate that needs to be
reissued.

4. Onthe Manage Order # page, click Reissue Certificate.
5. (HSM device only) On the Reissue Certificate for Order # page, do the following:
I. Create your CSR.
Note: Toremain secure, certificates must use 2048-bit keys.

To learn how to create a CSR, see Create a CSR (Certificate Signing

Request).

ii. Inthe Paste your CSR box, do one of the following:

Upload your  Click the Click to upload a CSR link to browse

CSR. for, select, and open your CSR file.
Paste your Use a text editor to open your CSR file. Then,
CSR. copy the text, including the

and

tags, and paste it in
to the request form in the area provided.

————— BEGIN NEW CERTIFICATE REQUEST--———-

MIICvDCCRaQCRAQRwdzEIMA KGRI UEEhMCVVMXEJ AQBgNVEBAGTCVIvdXJTdEFO0ZTER
MRSERIUEBXMIWWS lckNpdHkxCzAJBgNVBASTAK IUTMRowERYDVOOREXFZIBIVYDZ 9t
cEFueSwgSWSj LIEYMBYGALUEAXMPd 3d3 LoV 4 ¥W lwbEUuY2 3t MIIBI jANEBgkghkiG
SwOBRAQEFAROCAQEAMITECgECAQERS TSBFFRfACAE sTkIwrQka /Nl Fbo+ISDAWIZ
+/58x7 /KtEVddscEW1 obHEpMEFwdme JqOpQwlk IChY ] SUQSpPRzdGpochME feaF0
J7Ea@2szlviigdRQw2ae kB SmocVnd 3LxEQKAVVALBOMLHVEES /vhY£GECLIbe31
RdERd¥yHDtHE1 RRoIVQC £ TWwEWCGHAD3 3 TvmHW TQOREFYUnad foTh 7 Rve JHS ywgu
TpViaDbZPuTgUhwTwksENFxccE0xcTMr /+GrciHEuZ0chgE 6CBPSRIyLppZ +RMSE
merMEYmSoes ) TvEYaKEJUOJtASMIs /272X S1 LI XurLUOnCORR IDAQAB oA RWDYT
EoZIhveNAQEFBQADggEBAK] S 9goyAYOponrQ2EvCGlizrK1kS3D8JinAiPINH B
SgdTY¥R+/ 8D/ hMocwwUSThEAVI68eMkk 6 tUNwRAApZSC304Js2z+ENEBOBER0Fcd rw
ixTwbloviHedshGijREIzzHVERoRIc TaRt IuMaDAr 3x1VE jHbecvEZTcpH 0FbgeHLE
NLE4CHsOI4KGwud FEf 52 JECE3gEJDBHaMPEVEBe r5C0owy/ g/ 32/ 1/ B0g3TkAcUwk
MZeDsvEhMx/pENGbnLEe 4 XMy THEiEdzFnaYtUyZBDcK] SZ0EHXRWkK1ERgg S/ YoH T
obf5ziulimlDiZ4NBtS5tpCNz fGvikT &6/ RYfWg3diakxe=
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Next, on the Reissue Certificate for Order # page, do the following:

Server Platform: In the list of server platforms, select the platform that your EV
Code Signing Certificate is to be installed on.

Reason for Reissue: In the box, specify the reason for the certificate reissue.

When you are finished, click Request Reissue.

On the Certificate Requests page (Certificates > Requests), your certificate should
be listed with the Status of Pending.

10.3.18 How to Renew an EV Code Signing Certificate
The process for renewing an EV Code Signing is as follows:

e Fill out the request form.
e Wait for approval.

How to Renew an EV Code Signing Certificate

1.

2.
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In your account, in the sidebar menu, click Certificates > Orders.

On the Orders page, use the drop-down lists, search box, advance search features
(Show Advanced Search link), and column headers to filter the list of certificates.

Click the “Order #" link of the EV Code Signing Certificate that needs to be
renewed.

On the Manage Order # page, click Renew Certificate.

On the Renew EV Code Signing Order # page, enter the following settings
information:

Organization: In the drop-down list, select the organization for which you are
requesting the Code Signing Certificate.

Note: The organization's name appears on your Code Signing
Certificate.

Organization Enter the name of your department, group, etc.
Unit:




Validity Period: Select a validity period for the certificate: 1 Year, 2 Years, or 3

Years.
Additional To create a renewal message for this certificate right now, type
Renewal the renewal message making sure to include information that
Message: might be relevant to the certificate's renewal.
Auto-renew If you want the certificate to be automatically renewed 30 days
before it expires, check Auto-renew order 30 days before
Auto-renew —
expiration.
order 30 days
before Important Note:
expiration.

When you renew early, DigiCert adds the remaining time from
your current certificate to your new certificate (up to 39
months).

6. Under Provisioning Options, select an EV Code Signing Certificate provision option
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and complete the necessary steps for that option:
e Preconfigured Hardware Token

Select this option if you want DigiCert to install your EV Code Signing
Certificate on a secure token and then ship it to you. See Currently
Supported eTokens.

After selecting this option, enter your Shipping Information: your name and
the address to which you want the token to be sent.

e Use Existing Token

Select this option if you already have a supported hardware token and
want to install your EV Code Signing Certificate on that token yourself. See
Currently Supported eTokens.

After selecting this option, in the Platform drop-down list, select the
hardware token on which you will be installing your EV Code Signing
Certificate.
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Install on HSM

Select this option if you want to down load the EV Code Signing Certificate
and install it on your HSM device yourself.

If you select this option, you are required to provide audit documentation
to DigiCert demonstrating that you are qualified. Only then can we issue
your EV Code Signing Certificate.

After selecting this option, do the following:

Create your CSR.
Note: To remain secure, certificates must use 2048-bit keys.

To learn how to create a CSR, see Create a CSR (Certificate Signing

Reqguest).

In the Select Platform box, select the platform on which you will be
installing your EV Code Signing Certificate.

In the Paste your CSR box, do one of the following:

Upload your  Click the Click to upload a CSR link to browse

CSR. for, select, and open your CSR file.
Paste your Use a text editor to open your CSR file. Then,
CSR. copy the text, including the

and

tags, and paste it in
to the request form in the area provided.

————— BEGIN MNEW CERTIFICATE REQUEST-----

MIICvDCCA=aQCAQRwdzELMRE kA1 UEBhMCVVMHE jABgNVBAgGTCV1wd{JTAEFOZTER
MASEAITEBRMIWWS 1 ckNpdHkxCazA JBgNVEASTAk1 THRowEAYDVOFEXFELIVYRZ 5t
cEFuelSwgSHS JLIEYMBYGRIUEAXMPA3d3LaV4YWlwbEuY2 5tMIIBI J ANBgkghkiG
SwOBAQEFAROCAQBAMITBCgECARERS T SBFFxfACAHsUkZwerRka,/ nk1Fbo+ISDAWIZ
+/580x] FEtEVdd s cEW]l ocbHEpME Pwdme JqlpQuwIkIChY j SUQSpPFzdCpoecDME feaF0
JTEaQZszlvikgqdRQwilkaeks SmocVmnd 3LxEOK4VvALBOMLHVEBS /fvhY £EECLIJbC31
RdERdEyHDtHk1RRoIVRC T TWEBWGENADI3 TvmHW TQ0REFYToad fodhTRvE JHS ywawx
TpVifalbZPuTglhw TwksENFxcoE0xcTMr f+erci HEuZO0chgl 6CBESRI yLppZ2 +BMSE
mErMEYmSo0€5 ] TvEYaREJUDJEASMIs/ 2] aKfS1 L XurLUInCOROIDAQARRAWDOY T
EoZ IThvcNAQEFBQRDggEBARL S 9goyAYpenerQZEvCGElizrE1kS3DEJinRi PINHE jB
SqdTYR+/ 8D /hMewwlISThEAVE 6BeMk ket UNwAdpZ9C304 732 2+ENEROECGAOFod ew
ixTvbklovSHedshEijREIzzHVERoRIr TRt TuMaDa r3x1 VB JHbovwZTepKO0FbgeH1 =
NLAE4CKaOI4FGwud FEfSe JEGE3gEJDEHaMPEVEer5G0oww,/ g/ 32/ 1 /b0g3TkAcTwk
MZeDsvEhMx,/ pENGbnLPed4 My THEiEdzFnaYtUyZ B0 3Z0ENxRWk1ERggS /Y oWI
ocbfSziulmlDEZ4NBEStpCNzEGviET & /RY fWg3dMakxe=
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7. When you are finished, click Submit Certificate Request.

An email should be sent notifying the EV Certificate approvers that there is a
certificate request that needs their approval.

On the Certificate Requests page (Certificates > Requests), your certificate should
be listed with the Status of Pending.
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