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GEANT / NRENs Hosted Campus IDP 
Cloud Service integrated with  FaaS 

Cloud Campus IdP service catalogue

Toolkit deploying Cloud IdP 
for Campus

Hosted Cloud Campus IdP 
platform integrated with FaaS 
componentsAssessment of existing solutions

Market Analysis document

Collection of community requirements

Costs Benefits Analysis document
Design
Implementation
Pilot Service
Transition to Production



•

•
•
•
•
•
•
•

•
•



•

•
•

•
•

•
•
•
•

https://github.com/GEANT/CampusIdP/blob/master/Documentation/api-spec.md
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1. Due to spread in NRENs currently adopted technologies, be as portable as possible (independent of specific 
private cloud platform and infrastructure deployment model)

2. Security :
a. Secure way to interface the LDAP/AD backend (LDAP+TLS, LDAPS - disable plain LDAP)
b. Ensure secure AuthZ approach towards MD-backend integration (JSON Web Token or JWT)

3. Different levels of GUI management profiles: 
a. basic (all defaults)
b. skilled manager (access to more advanced options)

4. Plug in Resource Registry - design a general solution for it
5. Integrates configuration management via Ansible
6. Provides:

a. Ansible playbooks for deployment on Home Organization premises
b. Pre-built Docker based IdP 
c. Automated spawning of IdPs on Openstack (container or VM)

Longer Term requirements to be addressed
- Provide High Availability for the IdP instances
- Consider integration with eduROAM GUI and a unique management interface for both



● Archive and management of the IdP metadata
● SAML SSO support to the Platform (registry) Service Provider 

○ (.i.e.: the Platform itself will be a federation SP e.g. using FaaS)
● Configuration of the IdP instances  

○ User/Authentication source (i.e. Directory)
○ Attributes mapping
○ Source of signed metadata
○ Locally defined attribute release policy and/or define remote attribute release policy (R&S and CoCo by 

default)
○ Customized login page

● Upload of required configuration files including public certificates
● Bulk configuration, patches, security updates management for all IdP instances through automation (Ansible)
● Build versioned docker template based on current configuration and upload to private docker repository
● Toolkit download (Ansible playbooks)
● Spawning of new IdP instances via Docker containers
● Spawning of new IdP instances on NREN Cloud Infrastructure 
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This is a message from the 
eduKEEP Team:

PLEASE, REMEMBER TO COMPLETE THE 
EDUKEEP SURVEY

http://bit.ly/2lHCZ86



mario.reale@garr.it
davide.vaghetti@garr.it
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http://tinyurl.com/z33jond
http://tinyurl.com/zdr9gf5


Q2:What is the desire and ability of 
institutions
 to deliver Identity Provider services

Q3:What are the main barriers to 
adoption of federated Identity 
services?



Q11:Principle advantages of a 
GEANT provided and managed 
Cloud based solution for the IDP?

Q8: How interested would your 
individual institutions be in 
outsourcing the provisioning of a 
local IdP to a managed service 
provider?
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