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Introduc3on	to	SirMi	(10min)	

Added	value	for	SPs	(10min)	

Added	value	for	IdPs	(15min)	

The	role	of	federa3ons	(15min)	

Q&A	(15min)	
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Agenda	
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Security	is	important	for	Researchers!	
We	must	protect:	
• Their	iden33es	
• Their	research	data	

Why?	

Image	credit	GEANT		
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Historically,	researchers	have	been	protected	by	security	
policies	and	opera5ons	within	their	closed	communi5es		
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EduGAIN	allows	researchers	to	access	services	beyond	their	
closed	community,	and	enables	external	iden55es	to	access	

community	owned	resources		
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Sir?i	is	a	framework	to	provide	security	within	iden5ty	
federa5ons	and	interfedera5on,	so	that	researchers	remain	

protected	outside	their	closed	community	
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Why	is	incident	response	difficult	in	iden@ty	federa@ons?	
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Why	is	incident	response	difficult	in	iden@ty	federa@ons?	

The	SP	has	the	logs	I	
need	to	inves3gate	an	

incident	

Only	the	IdP	is	able	to	
contact	this	user,	I	need	

their	help	
This	is	all	outside	my	
job	descrip3on…	

How	can	I	contact	
security	at	an	IdP?	
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• A"acks	inevitable	L		
• But	we	can	make	security	capability	transparent	and	build	rela3onships	between	
organisa3ons	and	people	J	

	
…We	need	a	trust	framework!	
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Federated	Security	Incident	Response	
A	Solu@on	

Invi3ng	new	
surface	of	
a"ack	

Uncertainty	
in	security	
capability	of	
par3cipants	

Lack	of	trust	
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•  Issue	of	IdM	raised	by	IT	leaders	from	EIROforum	labs	(Jan	2011)		
•  CERN,	EFDA-JET,	EMBL,	ESA,	ESO,	ESRF,	European	XFEL	and	ILL	

• These	laboratories,	as	well	as	na3onal	and	regional	research	organiza3ons,	face	similar	
challenges	

• Prepared	a	paper	that	documents	common	requirements	
h"ps://cdsweb.cern.ch/record/1442597		
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A	Security	Incident	Response	Trust	Framework		
FIM4R	

Credit	to	David	Kelsey	(STFC)	for	this	content	

“Such	an	iden5ty	federa5on	in	the	
High	Energy	Physics	(HEP)	community	
would	rely	on:	
•	A	well-defined	framework	to	ensure	
sufficient	trust	and	security	among	
the	different	IdPs	and	relying	par5es.“	

“Security	procedures	and	incident	response	would	need	
to	be	reviewed.	Today,	each	resource	provider	is	for	
example	responsible	for	termina4ng	access	by	known	
compromised	iden55es.	With	iden5ty	federa5on,	this	
responsibility	will	be	shiPed	to	the	IdP	though	resource	
providers	will	insist	on	the	ability	to	revoke	access.”	
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A	Security	Incident	Response	Trust	Framework		
Security	for	Collabora@ng	Infrastructures	(SCI)		

•  A	collabora3ve	ac3vity	of	informa3on	security		
officers	from	large-scale	infrastructures	

•  EGI,	OSG,	PRACE,	EUDAT,	CHAIN,		
WLCG,	XSEDE,	…	

•  Laid	the	founda3ons	for	a	Trust	framework	
•  Enable	interopera3on	(security	teams)	
•  Manage	cross-infrastructure	security	risks	
•  Develop	policy	standards	
•  Especially	where	not	able	to	share		
iden3cal	security	policies	

•  Proceedings	of	the	ISGC	2013	conference	
h"p://pos.sissa.it/archive/conferences/179/011/ISGC%202013_011.pdf	
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Credit	to	David	Kelsey	(STFC)	for	this	content	
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The	SCI	document	formed	the	basis	for	the		
Security		
Incident		
Response		
Trust	Framework	for		
Federated		
Iden3ty	
	
This	framework	has	been	approved	by	the	REFEDS	Community	and	registered	as	an	assurance	
profile	by	the	Internet	Assigned	Numbers	Authority	(IANA)	
h"ps://www.iana.org/assignments/loa-profiles/loa-profiles.xhtml		
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A	Security	Incident	Response	Trust	Framework		
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What	is	Sir3i?	

•  Require that a security incident response capability exists with sufficient 
authority to mitigate, contain the spread of, and remediate the effects of 
an incident.  

Operational Security 

•  Assure confidentiality of information exchanged 
•  Identify trusted contacts 
•  Guarantee a response during collaboration  

Incident Response 

•  Improve the usefulness of logs 
•  Ensure logs are kept in accordance with policy 

Traceability 

•  Confirm that end users are aware of an appropriate AUP 

Participant Responsibilities 
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Adop@on	
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Adop@on	
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Find	out	more	

h"ps://refeds.org/sirMi		
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Added	Value	for	SPs	
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Why	should	I	adopt	Sir3i?		
I	should	adopt	SirMi	to	adver3se	that	I	am	a	secure	service	(to	
encourage	IdPs	to	trust	me),	and	to	broadcast	my	security	

contact	informa3on		

Added	value	for	SPs	
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Why	should	IdPs	adopt	Sir3i?		
I	would	like	IdPs	to	adopt	SirMi	so	that	I	can	iden3fy	trustworthy	
sources	of	iden3ty	to	grant	access	to	my	cri3cal	infrastructure,	

and	to	provide	a	contact	point	for	incident	handling	
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Added	value	for	SPs	
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• Cer3ficate	based	federa3on	->	transi3oning	to	iden3ty	federa3on		
• We	have	authority	over	all	sites	(SPs)	in	the	federa3on,	and	established	channels	of	incident	
response		

• We	are	able	to	suspend	creden3als	centrally,	without	going	to	the	cer3ficate	authority	(IdP)	

20	

Use	case,	CERN	
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• Cer3ficate	based	federa3on	->	transi3oning	to	iden3ty	federa3on		
• We	have	authority	over	all	sites	(SPs)	in	the	federa3on,	and	established	channels	of	incident	
response		

• We	are	able	to	suspend	creden3als	centrally,	without	going	to	the	cer3ficate	authority	(IdP)	

	
	
	
• Using	eduGAIN	significantly	impacts	the	level	of	security	we	are	able	to	offer	our	researchers	
• There	is	no	central	blocking	mechanism	
• There	are	no	established	incident	response	channels	or	procedures	
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Use	case,	CERN	
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To	ensure	that	we	are	able	to	offer	our	
users	and	services	a	consistent	level	of	
security,	we	require	that	all	IdPs	accessing	
CERN	(and	our	compu3ng	infrastructure,	
WLCG)	are	Sir3i	compliant.	
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Use	case,	CERN	
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• How	do	we	benefit	from	SirMi?	
•  In	the	event	of	a	security	incident,	
we	are	able	to	look	up	the	security	
contacts	of	affected	iden33es’	IdPs		

• We	can	start	the	incident	response	
process		

• Our	obliga3ons	
• We	will	respond	to	requests	for	
assistance	from	other	organisa3ons	
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Use	case,	CERN	
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©	GEANT		on	behalf	of	the	AARC	project.	
The	research	leading	to	these	results	has	received	funding	from	the	European	Union’s	Horizon	2020	research	and	innova3on	programme	under	Grant	Agreement	No.	653965	(AARC).	

Thank	you	
Any	Ques3ons?	

hannah.short@cern.ch	
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Who	is	in?	

Who?	 SP	 IdP	 Federa@on	

Role	 I	provide	services	to	
researchers,	with	iden33es	
historically	controlled	by	
providers	I	know	and	trust	

I	give	my	researchers	an	
iden3ty	to	grant	access	to	
remote	sexrvices	

Allows	SPs	and	IdPs	to	
interoperate	

Impact	of	eduGAIN	 eduGAIN	provides	a	pool	of	
iden33es	from	providers	that	
I	may	not	know,	and	over	
whom	I	have	no	authority	

EduGAIN	lets	my	researchers	
access	services	that	I	may	not	
know	or	trust			

EduGAIN	allows	my	SPs/IdPs	to	
interact	with	en33es	outside	my	
control	

Why	SirMi?	 I	can	use	SirMi	to	iden3fy	
trustworthy	iden33es,	and	
establish	a	channel	of	
communica3on	with	their	
providers	in	case	of	a	
security	incident		

I	can	use	SirMi	to	know	that	my	
users	are	accessing	secure	
services,	and	establish	a	
channel	of	communica3on	
with	those	services	in	case	of	a	
security	incident		

I	can	use	SirMi	to	protect	my	
members,	ensure	that	they	are	
opera3ng	good	security	prac3ces	
and	are	able	to	par3cipate	in	
incident	response		

Disclaimer:	this	is	wriSen	at	a	5me	when	there	is	only	one	global	interfedera5on,	eduGAIN,	although	content	should	be	applicable	for	all	interfedera5ons	
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Why	are	we	in?	

Who?	 Sp	 IdP	 Federa@on	 EduGAIN	

SP	 I	should	adopt	SirMi	to	adver3se	that	I	
am	a	secure	service	(encourage	IdPs	to	
trust	me),	and	to	broadcast	my	security	
contact	informa3on		

I	would	like	SPs	to	adopt	SirMi	so	
that	I	know	my	users	are	
accessing	secure	sites,	and	to	
provide	a	contact	point	for	
incident	handling	

I	would	like	IdPs	&	SPs	
in	my	federa3on	to	
adopt	SirMi	to	reflect	
the	level	of	security	
provided	by	my	
cons3tuents	and	to	
enable	me	to	handle	
security	incidents	
efficiently	and	
effec3vely.		

We	want	security	
incident	
response	to	
work,	to	
maintain	the	
trust	that	
eduGAIN	
par3cipants	have	
in	eduGAIN	

IdP	 I	would	like	IdPs	to	adopt	SirMi	so	that	I	
can	iden3fy	trustworthy	sources	of	
iden3ty	to	grant	access	to	my	cri3cal	
infrastructure,	and	to	provide	a	contact	
point	for	incident	handling	

I	should	adopt	SirMi	to	adver3se	
that	I	am	a	source	of	iden33es	
covered	by	good	security	
prac3ces,	and	to	provide	a	
contact	point	for	incident	
handling	


