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Cryptech HSM – Objectives and Activities
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Investigate Cryptech HSM modules capability and 
applicability to a variety of HSM use cases gathered within 
GÉANT and the wider community and identify opportunities 
for HSM as a Service

• Identify locations for Diamond Key Appliances

• Install the Diamond Key appliances

• Determine Diamond Key Capabilities

• Initial Community engagement for use cases

• Document use cases 
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Results and Conclusions (so far)
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Achievements
• Discussions held with Cryptech

• Requirements for GEANT services tabulated

• Engagement via eduGAIN with community

• Use cases document underway

• Location for Diamond Key installation identified

Thoughts so far
• Mainly signing use cases (metadata)

• Limited performance needs (except MDQ)

• Some possible crypto acceleration needs

• Formal certifications (FIPS) not big issue

• Displacing incumbent HSMS/HW harder

https://docs.google.com/spreadsheets/d/1PmZ0UMGw-P5ukgOd-hJ3PzKwKuJiqA9fbW-FGQh6W2M/edit#gid=1027608145
https://docs.google.com/spreadsheets/d/1PmZ0UMGw-P5ukgOd-hJ3PzKwKuJiqA9fbW-FGQh6W2M/edit#gid=1027608145
https://docs.google.com/document/d/18Am5R3MypAuiZyNoEmPVhLLrvrKby3CUlUpnzIDfyZw/edit#heading=h.3k6yp7tlkcij
https://docs.google.com/document/d/18Am5R3MypAuiZyNoEmPVhLLrvrKby3CUlUpnzIDfyZw/edit#heading=h.3k6yp7tlkcij
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Over to you…………… Questions??
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Thank you 
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