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Cryptech HSM — Objectives and Activities

Investigate Cryptech HSM modules capability and mﬁim_
applicability to a variety of HSM use cases gathered within (sifichansson Pl

GEANT and the wider community and identify opportunities "**"*">"* —

for HSM as a Service Branko Marovie Team Member

Alan Lewis Team Member

Identify locations for Diamond Key Appliances
* |nstall the Diamond Key appliances

* Determine Diamond Key Capabilities

* I|nitial Community engagement for use cases

* Document use cases
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Results and Conclusions (so far)

Achievements
* Discussions held with Cryptech s
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* Requirements for GEANT services tabulated

* Engagement via eduGAIN with community

e Use cases document underway

* Location for Diamond Key installation identified

Thoughts SO far Cryptech HSM - Service Use Cases
* Mainly signing use cases (metadata)

Use Case Categories
PKI CA key storage for Root and Intermediate CAs
Storage of Application Master keys
Communicatien and Cryptographic Acceleration
Document signing and timestamping
Code signing and timestamping

* Limited performance needs (except MDQ)
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Purpose

This document outlines the key use cases for the Cryptech HSM derived by examining existing
and future GEANT and community services where the use of an HSM would be beneficial. Use

. .
[ ] SO m e OSS I b | e C r‘ to a Cce I e rat I O n n e e d S cases are mapped fo key requirements in order to see if they may be satisfied by of the
Cryptech HSM, and also to indicate which other key requirements would need to be satisfied in

order to make Gryptech HSM usage viable

Use Case Categories

o m 1F1 1 H 1 Categories are high-level descriptions of the principal areas of application of the HSM to allow a
O r a Ce r I I Ca I o n S n O Ig I SS u e grouping of similar functions to help verify a commen set of requirements.
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* Displacing incumbent HSMS/HW harder



https://docs.google.com/spreadsheets/d/1PmZ0UMGw-P5ukgOd-hJ3PzKwKuJiqA9fbW-FGQh6W2M/edit#gid=1027608145
https://docs.google.com/spreadsheets/d/1PmZ0UMGw-P5ukgOd-hJ3PzKwKuJiqA9fbW-FGQh6W2M/edit#gid=1027608145
https://docs.google.com/document/d/18Am5R3MypAuiZyNoEmPVhLLrvrKby3CUlUpnzIDfyZw/edit#heading=h.3k6yp7tlkcij
https://docs.google.com/document/d/18Am5R3MypAuiZyNoEmPVhLLrvrKby3CUlUpnzIDfyZw/edit#heading=h.3k6yp7tlkcij

Over to you............... Questions??
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GEANT

Networks - Services - People

Thank you

www.geant.org

PN © GEANT Association on behalf of the GN4 Phase 2 project (GN4-2).
: “* The research leading to these results has received funding from
* the European Union’s Horizon 2020 research and innovation

ek programme under Grant Agreement No. 731122 (GN4-2).




