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Work Items of T6 (from DoW) GEANT :j

 FOD, Fwaa$sS

* (Generic) Security Event Processing: mainly input for
FOD/Fwaa$s

* Security Testbed: maybe no man power for this

* Certificate Transparency
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FOD = Firewall On Demand GEANT :j

« Goal: DDOS attack mitigation
« How

- Filter normally routed Geant IP traffic based on BGP
Flowspec (RFC5575) rules

- Web GUI for NREN NOCs
e Status: from SA3T1, productive in near-term

« To be enhanced:

- Currently no automated rules, only manual entering
- Currently only DROP rule supported
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FOD = Firewall On Demand (2) GEANT

= Legitimate traffic
DDoS attack launched from

: Possible mitigation with RTBH,
compromised systems (bots)

w—— Attack traffic

= Web

m——  [etconf

Initiate BGP Flowspec Non-flowspec capable/enabled
announcement NREN
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Fwaa$S = Firewall as a Service GI’E\ANT:)

« Evolve FOD further

Currently only DROP and IPv4: further reactions, IPv6
Currently only use for GEANT routers

Use for GTS projects, e.g. as GTS component (also relation
to Sec Testbed)

Use SDN/Openflow for more flexible filtering
Automated rule proposal (see next work item)

Networks « Services « People 6
www.geant.org



Security Event Processing GE\ANT:)

« Generic event processing framework
« But used in particular for input of Fwaa$S
« EXxisting or projected components (CESNET)

- Warden: Event hub for alert/event sharing

- Rep(utation)Shield: Estimation of reputation of network
ntities, e.q. IP address (spaces)
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Generic Security Event Processing: ,D'Q
mainly input for Fwaa$S - Warden GEANT

« Event hub for alert/event sharing

« Uses IDEA format (https://idea.cesnet.cz/en/index)
« Receiving events from different sources: e.qg.

- GEANT NSHaRP (Network Security Handling and Response
Process)

- NREN alert systems
- Security Testbed (next work item)

« Distributing received events to different listeners: e.q.
- RepShield

(https://warden.cesnet.cz/)
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Generic Security Event Processing: DQ
mainly input for Fwaa$S - Warden (2) GEANT

Warden server

Firewall

ShadowServer
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Generic Security Event Processing:
mainly input for Fwaas - GE‘AT NT_\- )

Rep(utation)Shield

* Analyzing alerts/events

« Correlating with various other information sources
« Estimation of Reputation Score for network entities, e.qg.,
- |P address
- Network (IP prefix)
- AS
- Domain
« Reputation Score: probability and severity of future attacks

Use as input for proposing FOD/Fwaas rules

(https://www.cesnet.cz/wp-content/uploads/2015/12/Reputation-
Shield-BARTOS. pdf)
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Security Testbed (1) GEANT :j

« |dea inherited from GN4P1 SA3T1

- Give vendors tap port access of GEANT IP traffic to test new
security appliances

- Get to know interesting security products
- Get back current security events: for event processing

 Legal Issues, but idea interesting, especially when performed
internally by GEANT, NRENSs, institutions
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Security Testbed (2) - Architecture GI'EAI NT: )
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Security Testbed (3) - Potential ,(>'<\'7
Further ideas GEANT

« Use for security education
« Test security threats in isolated environment
« "Testing version security testbed" (CESNET)

- Provide referential toolset for security detecting (operational
in CESNET)

- Open-source, Easily deployable by NRENs (maybe using
GTS)

- Share generated events via Warden
- Compare results of detection with other 3rd-party detectors

« Currently no man power,

« But some open-source tools already exist
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Certificate Transparency GI’E\ANT:)

« For verifying certificates by CAs, domain owner, end users (web
browser) (RFC 6962)

« ldentifying fraudulent and revoked certificates
« Existing work performed by NORDUnet

« Continued in phase2
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Interworking of the Work Items GI’E?NQ

« Security Testbed, and other information sources produce
security events

« Warden receives and centrally distributes them, especially to
RepShield

« RepShield analyzes and enhances them with info from other
sources

 And estimates Reputation Score of IP addresses (and address
ranges)

 Reputation info is used to propose FOD/Fwaas rules
« FOD/Fwaa$s users can accept/decline them

« (Potentially: Include events from Certificate Transparency Log
for rule generation)
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GN4P1l SA3T1 Security Architecture GE‘AT NT_\- )

OtherSecurity
IncidentDetector

AIertProwder )

‘. (abstract) -

SecurityTestbed

lprovide alerts via API(s)

Warden

provides alert data for consumption via APl(S\)\\

7 AlertConsumer ™

)

(abstract)

OtherSecurity
IncidentConsumer

- ReputatlonConsumer N
' (abstract)

FirewallRuleUpdater

control rules|control rules ™.
via API via API
dAPI hav t || w for

|
ing in particular alert data may have

FOD Fwaa$S provide dby multi pI e APIs

SecurityTestBed vendo tectors for consumers
for FirewallRul | Upd t

may have
multiple APIs for providers
as well as consumers,

in particular one
for SecurityTestbed

Based On

« Defined
Scenario and

« Derived
Requirements

(in deliverable
GN4P1 SA3-T1:
D7.1 Multi-Domain
Service Security
Architecture)
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T6 Team

FOD*/Fwaa$S

- Evangelos Spatharas* (GEANT)
- Nino Ciurleo (GARR)
Event Processing: Warden*, RepShield*

- Tomas Cejka (CESNET)
- Vaclav Bartos* (CESNET)
Certificate Transparency+

— Linus Nordberg (NORDUnet)
- Magnus Ahltorp (KTH)
David* (LRZ)

*: already in GN4P1 SA3-T1
+: already in GN4P1
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(Potential) Interworking/Interfaces to ,D'Q
other tasks (1) GEANT

« T1: clearly defined connection-oriented network services
(including multi layer/domain/virtual topology)

- To be protected/supported by Fwaa$S
- To be used in security events (IDEA format)

« T2: clearly defined generic services and their
support/management functions (in general)

- To be protected/supported by FwaaS
- To be used in security events (IDEA format)
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(Potential) Interworking/Interfaces to ,D'Q
other tasks (2) GEANT

« T3

- As a user of GTS: Security Testbed

- New (virtual) components of GTS: e.g. Fwaas instance,
event processing components

- Securing GTS itself by Fwaa$s

- Possibly: provide basic measurement information for
generating security events

- Provision function for management software to users, e.qg.,
to be applied for CESNET's event detection software for
"Testing Version Security Testbed' to NRENs
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(Potential) Interworking/Interfaces to ,D'Q
other activities GEANT

. JRA1

- SDN/Openflow for enhanced, flexible FOD: per testbed
project, per user group

« SAl (also in general for whole JRA2)

- Operating (and needed education for this) of security
(management) functionality in services

« SA2 (also in general for whole JRA2)

- Introduction and CSI of security (management)
"services"/functionalities, e.g. Fwaa$S

- Operating (and needed education for this) of security
(management) functionality in services
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Further Questions To Discuss
(regarding general service notion GEHAT NT_\- )
used in JRA2)

* Should (connection-oriented network) service model definition
include security (management) functionalities right from start?

Examples for functionalities (provided via respective virtual
components):

- FwaaSs functionalities
- Event collection/distribution functionalities
- Reporting functionalities

 What QoS Parameters/KPls are defined regarding security
(management) functionalities and when?

* How is/are management access point(s) defined regarding
security management and when?

* How are defined security (management) functionalities mapped
to realizing components/used sub services?
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Existing SW Components - FOD
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Existing SW Components - Warden GI'EHANT:)
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Existing SW Components - RepShield G;ANTU
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Existing SW Components - Security
Detection Referential Toolset

GEANT )
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Existing SW Components - CT

Networks « Services « People
www.geant.org



"’/
GEANT
Networks « Services « People
www.geant.org

GEAN] .+~ ed on behalf of the GN4 Phase 1 project.
e rese] -+ Jading to these results has received funding from the European Union’s Horizon 2020 research and innovation programme under Grant Agreement No. 691567 (GN4-1




Multi-Domain Service Security
Architecture - Requirements for GEANT~

integration of existing securit




Multi-Domain Service Security
Architecture - Requirements for

Security Testbed




Multi-Domain Service Security
Architecture - Requirements for

Security Information and Event



Multi-Domain Service Security
Architecture - Requirements for

Reputation Scorin




Multi-Domain Service Security
Architecture - Requirements for

Automated Response




Proposal: MNM Service Model GI'EHAT NT_\- )

e Generic model for IT services

« Developed 15 years ago by MNM (Munich Network
Management) Team

« Common view/terms between provider and customer/user
« Separate specification from realization

« Explicit notion of management vs. usage functionalities

« Covering whole service life cycle

« Allow for recursion: customer/user of service being provider for
upper service

« |nstantiation Methodology for concrete scenarios
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Proposal: MNM Service Model - Basic [
View G ;‘\>N.T<7

customer «rol «role» . . o
side user | | customer legal entty U] |legal entty C Roles for proper
user customer service usage
”””””” gide M , , e VS.
. service ¢Iﬁ> service
independent L. /"L ] management
rovider
provider «zoles " - User vs
side provider legal entity P .
A.: abstract notation B.: standard UML notation - Customer
User 7\ Provider

Dealer Example Service
Customer Scena riO

Internet User

Customer

User
Virtual Store
Provider
E-Commerce C:) Service
Provider |:| Organization
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Proposal: MNM Service Model - B
Service View GEANT

e
§ customer domain I ® CO m m O n V i eW
n i 4 uses «role» «role» uses » CSM
service role role
E client user customer client b EtW e e N
S user/customer
17} .
3 accesses uses manages concludes accesses an d p Frovi d er
v v v v v
L
g service service [ ¢ O N Iy
'g agreement i .
g e specification,
2 substantiates . d
.g supplies » <« supplies n O p rOV I e r_
% service usage QoS management CSM N te n a |
D access point functionality parameters functionality access point re a | |Za t | O n
""""" /N N N I PN RN
implements realizes observes realizes implements | concludes
o provider domain | i U S a g e VS .
T
@ <manages _ _ _ Management
o service implementation service management implementation . g
2 - - functionalities
§ provides directs
o
«role»
provider
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Proposal: MNM Service Model -

Realization View

L

GEANT

 —
side independent °
""""" /N N I I N N
implements realizes observes realizes implements|  concludes
provider domain |
°

Provider-
internal view

Separation

. . . manages . . .
service implementation < g service management implementation b etW een usa g e
o | a0 VS.
provides directs
«role» N Illanagelllent
provider . .
9 realization

[ | [ |

sub-service basic manage- sub-service
client resources ment functionality management client
A A L~ | A A
uses uses <«manages | uses uses
service service manage-
logic mdmanages ment Iogicg
_____ T e D A -« CX- R A
\V4 M [ I v
service 4 uses «role» «role» uses p CSM
client user customer client
accesses uses manages concludes accesses
v v v v v
side independent
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Proposal: MNM Service Model - ,O'Q
Recursive Application GEANT

e Provided low-
level service as

sub service
(part of
realization) of

h high-level

§§ IService implementationl—'sewice management serv | ce

e - I s . Provider of

l .
] ! . high-level

fm = om mom == service as

- Y o I o B customer/user

6 of low-level
service
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Proposal: MNM Service Model -
Proposal (2001) of Classes for G':ANT_\- )
Management functionality

Provisioning

Life Cycle Ph I
© e hases Design Negotiation Usage Deinstallation i C Ove rl n g W h O I e
Interaction Classes

Design SerVice Iife
Contract Management C y C | e

Provisioning

Accounting Management . B a Se d O n TO M

Problem Management
Security Management (Te I e C O m
Customer Care "
Operations

Operation M a p )

Change Management

Deinstallation
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Proposal: MNM Service Model - ,(>'<\'7
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