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Cryptech HSM – Objectives and Activities
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Investigate Diamond Key (Cryptech) HSM capability and 
applicability to a variety of HSM use cases gathered within 
GÉANT and the wider community, setup the devices and 
identify the service teams who will participate in testing.

• Identify hosting for Diamond Key Appliances

• Install the Diamond Key appliances

• Document  GÉANT services HSM use cases

• Determine Diamond Key Capabilities

• Document broader community HSM for use cases

• Identify service teams interested in HSM testing
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Activities status
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Status

• Technical capabilities discussed with DK 

• Use cases for GEANT services documented

• Collating community T&I use cases underway

• Diamond Key installation locations  identified

• Update and setup Diamond Key appliances

• Identify interested teams for testing

• Discuss findings with Cryptech and Community
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Results and Conclusions (so far)
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DiamondKey HSM suitability
• Most requirements are for signing

• Many requirements supported but two key 
omissions
• Asymmetric performance for longer key 

lengths
• FIPS certification

• Inertia for services already using an HSM

• Costs vs. benefits for service with no HSM

• Track record  and sustainability

“CrypTech has only once 
been forced to stop work 
due to lack of funds, it 
remains a systemic risk 
to the project.”
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Thank you 
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