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Aim

Let user access GARR Cloud and Container platform using their 

single personal account 

• GARR Cloud user access mainly via Federated authentication

• IDEM/EduGAIN, OIDC

• no basic keystone auth (local password)

-> use Keystone as external Identity provider for Kubernetes

• WebHook token authentication

• Joint work by GARR and SWITCH within GEANT project GN4-2

(at GARR mainly by Roberto di Lallo)
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Auth Workflow

kubectl v1.12+

client-keystone-auth v0.2.0+
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Integration on GARR Cloud

1. new Juju charm kubernetes-keystone 

-> installs Webhook token authenticator on kubernetes-master
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Integration on GARR Cloud

2. Application credentials

-> OpenStack release Rocky

3. OpenStack dashboard 

-> Kubeconfig generator from Application Credentials

-> Patch to Horizon proposed accepted!

4. User account creation workflow automated



Alberto Colla // EaP+GARR WS // 2019-11-21 11

User account creation workflow

User requests 

account

Admin approves

Approval triggers creation workflow: 

-> OpenStack: username, (garrdemo) project assignment

-> k8s: user namespace with quotas, bound to username

-> User notified by email
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User access
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Kubeconfig

apiVersion: v1

kind: Config

clusters:

- name: kubernetes

cluster:

server: "https://k8s-api-pa1.cloud.garr.it:443"

certificate-authority-data:

contexts:

- name: kubernetes

context:

cluster: kubernetes

user: colla@garr.it

namespace: g-colla-garrit

current-context: kubernetes



Alberto Colla // EaP+GARR WS // 2019-11-21 14

Kubeconfig (Cont'd)

users:

- name: colla@garr.it

user:

exec:

apiVersion: client.authentication.k8s.io/v1beta1

command: bin/kubectl-keystone-auth

args:

- "--keystone-url=https://keystone.cloud.garr.it:5000/v3"

- "--domain-name=none"

- "--user-name=colla@garr.it"

- "--application-credential-id=f394734..."

- "--application-credential-secret=XXXXXXX"
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Kubernetes user access 

• Download kubeconfig file in ~/.kube/config

• Download keystone auth plugin (git@GARR) in 

~/.kube/bin/kubectl-keystone-auth

• Install kubectl... and work! 

cloud.garr.it/containers


