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Presentation outline

►Creation of CyberLAB

► Industrial devices vulnerability testing

►Threat scenario for a nuclear power plant

►Summary
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National Centre for Nuclear Research (NCBJ)

► The largest research Institute in Poland (over 1100 employees, about 

70 Professors, over 200 PhDs);

► The sole research nuclear reactor in Poland – MARIA, power 30MW;

► Strategic goals:

▪ developing nuclear technologies and promoting practical applications of 

nuclear physics methods;

▪ developing specialized devices (accelerators, detectors) for research, 

industry and medicine;
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NCBJ – IAEA cooperation

► Research grant for a cybersecurity project

► Project title: “Testing of PLCs Used in Nuclear Installations by Fuzzing methodology for Cyber 

Vulnerabilities”

4/28



Comisión Nacional 

de Energía Atómica

Austrian Institute of 

Technology

Areva

University of São 

Paulo

Canadian Nuclear 

Laboratories

Bruce Power

Tsinghua University

Otto von Guericke 

University Magdeburg

Nuclear Regulatory 

Authority

CrySyS Lab

Instituto Nacional de 

Investigaciones

Nucleares

Korea Institute 

of Nuclear 

Nonproliferation 

and Control

Korea Atomic Energy 

Research Institute

Atomic Energy 

Commission

National Centre for 

Nuclear Research

Mitre

Idaho National 

Laboratory

Underwriters 

Laboratories 

UMass Lowell

International project coordinated by IAEA (CRP)
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13 contries, 20 institutes

„Enhancing Computer Security Incident Analysis at Nuclear Facilities”



General project objectives

► Improve computer security capabilities at the nuclear facilities:

• prevention of

• detection of

• response to

► Establish international community of experts to provide exchange of good practices in the field

of computer security incident response at nuclear facilities;
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computer security incidents that can affect

nuclear safety and nuclear security



CyberLAB

► A research group focused on cybersecurity of industrial systems;

► Vulnerability research of programmable logic controllers (PLCs) using fuzz testing method;

► Preparing threat scenarios using a nuclear power plant simulator;
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Fuzzing
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Source: M. Almgren, D. Balzarotti, J. Stijohann i E. Zambon Report on automated vulnerability discovery techniques
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Laboratory
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Found vulnerabilities

► A zero-day IPv4 vulnerability in Siemens S7-1500 PLCs;

► One previously known vulnerability in S7-300 PLCs in Profinet

DCP;

► OPC-UA vulnerability in S7-1500 PLCs;

(found by Siemens CERT just before us, fixed right after our

discovery);

► A zero-day vulnerability in Schneider Electric M241 in HTTP;

► Potentially exploitable feature in SE M241 that allows a low cost

DOS on TCP stack;
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IPv4 vulnerability in Siemens S7-1500

► IPv4 packet with a modified header sent about 33000 times;

► Result → no communication with the PLC using any IP-based protocols;

► A report including POC script sent to Siemens CERT (in line with responsible

disclosure procedure);

► Classified as not previously known (zero-day);

► CVE-2018-13805 number assigned;

► The vulnerability affected all firmware versions

for S7-1500 PLCs from 2.0 to 2.5;
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Asherah as… 
• Nuclear Power Plan Simulator

• computer model of nuclear power
plant,

• written in MATLAB Simulink,

• Hardware-in-the-loop capable.

as well as

• Hypothetical facility

built on basis of Defensive Computer
Security Architecture (DCSA) proposed by
the International Atomic Energy Agency
(IAEA). Enforces division of the network
infrastructure into security levels in order
to ensure appropriate cybersecurity.

DCSA - division into security levels in nuclear power plant
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Test Bed

A map of industrial network (SL2-3) along with business network (SL4-5) 
with marked out PLC controller and Asherah simulator.

Server with VMware vSphere – ESXi + vCenter

- in which is Asherah simulator

- and virtualized infrastructure of business and industrial 
networks (42 virtual machines)

PLC Siemens 1512C-1 PN

Siemens 1512C-1 PN ESXi server
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Attack scenario

Place

Republic of Anshar - a fictitious 

state created by the IAEA 

especially for academic 

purposes

Objective

Asherah Nuclear Power Plant

(ANPP)

Asherah Nuclear 

Power Plant

Gula Regional 

Hospital

Map of Republic of Anshar with marked Asherah Plant
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ANPP’s authorities have released an invitation to tender. ANPP is looking for new firewalls.

One of the workers of the company that won the tender turns out to be a Sneaky Sloths group

(SSG) member.

The firewalls were imperceptibly switched to specially crafted ones with installed backdoors.

Supply chain implant with the help of 
partial modernization in the plant
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Pandemic and its 
consequences 
SSG has noticed that Marcin

Spokojny, one of the IT employees

of the ANPP, tweeted about starting

remote work in the ANPP.

Due to pandemic the remote work

has been introduced in the plant.

The adversary has a hunch that

remote access to the plant has been

configured in a hurry leaving some

security flaws.
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Adversary found Marcin’s login and password from leaked databases of an online store, 
easypc.an;

- email: marcin.spokojny@gmail.com
- password: D@NC1NG3l3f@nteasypc

Adversary notices that the password contains shop’s name – a technique used to create a unique 
password;

- password: D@NC1NG3l3f@ntanpp / D@NC1NG3l3f@ntasherah ?

From Asherah website they learn email’s template: name.surname@ex.asherah.com;

SGG gains access to the mailbox!

Initial access data acquisition
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A corporate mailbox
In the mailbox SSG finds an

email instructing them how to

access the corporate network

with the help of a VPN service.
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Initial access
Having gathered information about

the VPN, SSG tries to make use of it

and initiates a VPN connection.

Fortunately for them, they gain

access to the enterprise network of

the ANPP on 5th security level.
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Lateral Movement

SGG decided to scan a local DNS server. With a list of all 

computers they try to connect to all of the machines. 
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PHP Injection
SSG discovers unsecured

control panel for reviewing

network logs. Panel contains a

form allowing uploading log files

to the system. SSG uses it to

upload a webshell.
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Not so up-to-date software

With the use of the webshell, information about the server is gathered in order to find a

vulnerability to escalate privileges. It turns out that the Apache server and PHP

Preprocessor are in an older version. Exploit is found and root access is gained.
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Now with root access, a scheduled task in the server is discovered. Its job is to download logs 
from a machine located in Security Level 3. It is done by using SCP with a private key as 
authentication.

With the found private key it is possible to move to Security Level 3.

Next SSG finds their previously backdoored firewall bridging security level 3 and 2. Using port 
knocking they access it consequently gaining access to security level 2 – industrial network.

Return of the backdoored firewall
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Industrial network
In the industrial network SSG

discovers a PLC controller and

enumerates its details. Its firmware

is vulnerable to a zero-day exploit.

It is decided to carry out an 

attack…

Vulnerability of number CVE-2018-13805 

used in the presentation has been 

discovered by CyberLAB team.
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Exploitation

5 4 3 2 1 26/28



Presented attack scenario aka. kill chain was invented and then tested in a simulated plant. Even
though fictitious is even so realistic! (all shortcomings have appeared before in actual security
incidents).

Presented attack scenario takes advantage of human nature (sharing information on the
Internet, schematic password), uses available exploits (including CyberLAB’s one) as well as
current world situation (pandemic).

The presented test bed and scenario may bring great value to the cybersecurity community,
as these could be used, among others, for enhancing risk analysis, as a case study for
awareness-raising demonstrations, or as part of incident response training.

As well as for testing security solutions of industrial control systems in realistic scenario attack.

Conclusions
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Thank you for 
your attention!

cyberlab@ncbj.gov.pl

10 February 2022

mailto:cyberlab@ncbj.gov.pl

