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Sectigo Certificate Manager (SCM) and EV Anchors

The following topics are explained in this guide:

e Whatis an EV Anchor?

e Important to know about EV anchor
e Request EV Anchor

e Submit EV Order

e Validation Process

e Revoke EV Anchor

What is an EV Anchor?

EV anchor is a Sectigo Certificate Manager (SCM) certificate type with pre-validated organization details and domain which can be used to auto
issue subsequent EV certificate order requests. Subsequent EV orders must match the EV anchor exactly to be auto issued.

The EV anchor is validated using the applicant details:

e Organization details (name and address)
e Incorporating or registration details

e Contract signer

e Top-level domain

All of an organization’s EV anchor details are stored in a different location called the Order Management System. SCM administrators do not
have access to the Order Management System. But some of the EV anchor applicant details are stored in the EV details.

Important to Know about EV anchor

e How an EV anchor is setup and used in SCM is different from an OV anchor. OV anchors store and use the validated information in the
organization general details in SCM. The validated applicant details for the EV anchor are stored in the anchor certificate template
located outside of SCM. But the EV anchor usually matches the general and EV details listed in SCM

e There should only be one EV anchor for an organization. Multiple EV anchors can cause problems and should be avoided

e EV anchor is only a template and cannot be installed on a web server as a valid EV certificate

e After an EV anchor is validated. Subsequent EV orders must match the details on the anchor exactly to be auto issued. Including spaces,
abbreviations, and upper/lower case.
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e AnEV anchoris valid for 13 months. A new EV anchor will have to be requested and validated
e The EV details should not be changed. If the details need to be changed, a new validated EV anchor is required to auto issue EV
certificate orders. Please contact support and validation for assistance
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Request EV Anchor

EV anchor be requested prior to adding an EV certificate to the organization. The EV anchor request is a similar validation process as an EV
certificate. But the EV anchor can be used to auto issue future EV certificate order request if the details match the EV anchor.

1. Loginto SCM Dashboard
2. Navigate to the Certificates tab

SECTIGO

Certificate Manager

Dashboard {: Certificates EJ. Discovery

551 Cerificates Client Cerfificates

Code Signing Cerlificates = Device Ceriificates
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3. Click the Add button to add a new certificate request

SECTIGO

Certificate Manager

@ Dashboard {®) Certificates [[§ Discovery i3 Code Signing on Demand

551 Certificates Client Certificates Code Signing Cerificates Device Cerlificates

4. Select Option “Manual Creation of CSR” and click NEXT to upload or Copy and Paste your CSR.

Note: if you need assistance creating a CSR, refer to the Knowledge Base https://support.sectigo.com/Com_KnowledgeSearchPage:

* Manual creation of CSR
, By sadpching [Ws modd you can penarahe C5R yoorssl and Ian jusd insedt of upvodd & in the reques foma

Aufo-instaiabon is Fnpossbie in this case.

- Auto generation ﬂfcmm
Gy selechng [fWs mode you wil heve C3R geneveied awomabcally Dased on provided informadion with no 550 cerlificale acto-insiafabon
Senvice
Yl el mdadd 1o have enatved authenbealion cartifeane [o have So0ess 1o the Privale Moy Shve i order i3 downioed SSL canihcads and
Tair privinier by Affer Sty
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5. Proceed to the step 3, Basic info
a. Choose the Organization
b. Choose the certificate Type —EV Anchor Certificate®

c. Choose Term Length 1 Year

i

Enter the Common Name

e. Enter additional Subject Alternative Name in the SAN list. Enter all domains needed for the EV Anchor to secure. Use a
comma to separate each domain

f. Server Software is not used for EV anchors. Any selection can be used. The EV anchor is only a template and not a
certificate.

Request New SSL Certificate

|I| Mode CSR

n Basic info —— m Auto renew

Organization® | Sectigo w 8 Refresh
Department* | None ~
Certificate Type™ | gy Anchor Certificate «|®
Certificate Term* | 1 Year 1 month v
Common Name® | sectigo.com Get from CSR

Subject Altemative Names
(optional, comma separated)

Server Software* | Apache/ModSSL ~
Requester | Rebecca Sandiford

External Requester
4©

Click here for advanced options

Note: If the certificate type EV Anchor is not available, please contact tech support for assistance
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Please DO NOT include sub-domains in this certificate unless you are only authorized to order EV certificates for a sub-domain. The

industry regulatory requirements for EV Enterprise RA allow unfettered issuance only of certificates at 3™ and higher domain levels from
a fully validated, active EV anchor.

Including example.com will allow you to obtain EV certs for subl.example.com, sub2.example.com or subl.sub2.sub3.example.com, BUT
including www.example.com will only allow subl.www.example.com, etc. Do not include any wildcards, only root domains.

6. The auto-renewal step is optional and can be edited in the certificate details later.

Request New SSL Certificate

|I| Mode CSR —— El Basic info

u Auto renew EI EULA

Here you can set auto-renewal of this certificate in advance of its expiration. These seftings can be edited in the certificate details later on.

Enable auto renewal of this cerfificate [

Number of days before expiration to start auto renewal | 30

7. Proceed to Subscriber and Certification agreement and select the | agree checkbox.

Request Hew 551 Ceniflcate

_TJ _E] _@ _|T| _ﬂ

Cartdaatan

Comodo eFE) Carticale Marager Agresmen] THES AGREEMENT CONTAINSG A BINDING AREITRATION CLAUSE. PLEASE READ THE AGREEMENT CAREFULLY BEFORE ACCEFTIMG THE
TERMS AND CONDIMONS. IMPORTANTI TPLEASE READ THESE TERMS AND CONDITINNS CAREFULLY BEFORE APPLYING FOR, ACCEPTING, OR USING YOUR COMOGD EPR
GCERTIFICATE MANAGER ACCOUNT OR THE CERTIFICATE MANAGER SOFTWARE. BY USIN0. APPLYING FOR ACCESSING, OR PURCIHASING A CERTIFICATE MANAGER ACCOUNT OR
LSING OR ACCESSING CERTIFICATE MANAGER OR BY ACCEPTIMG THIS AGREEMENT BY CLICRING ON @7 ACCEPTATC BELOW, YOU ACKNCOWLEDGE THAT YOU HAVE READ THIS
LICENSE AGREEMENT AMD THAT ¥OU UNDERSTAND IT, THAT ¥ AGREE TO AND ACCEPT THE TERMS AS FESENTED HEREIN. F YO (D=0 HOT AGREE TO THE TERME AND
CONDITIONS OF THIS AGREEMIENT, DO NOT APFLY FOR, ACCEPT, ORt CREATE A CERTIFICATE MANAGER ACCOUNT OR USE ORLACCESS CEATIFICATE MANAGER AND CLICK 477
DECLINES Y BELOWY, The livri 8nd condBond: b8l 1o belne (P ST agniemanth ) conibiule & bndng Mgisement Betwien you (The AT Comganl ™2 of S oul™s) and Comado ©A Lmbed
G PComedol S ) Wil IEEpec] 10 oo of i ampieyeed T T Craton and g ol your CorpRcats MAnagir Botound and e relatid 10Rwans, To recinvd Ta Snaces. 1y Uil Bores 19 Nk Bms
anﬂ CENCEONE. Yiou Bgre Tat sy fadues by pece [y TaSe iems and condifions $hal vosd mey and all oblgations of Comado hareundes | FART HINTRODUCTION 1, Defedtons and intarpiatations
1.1, In This Ageeement, .l"ll'.l-l thmmﬂﬂ tqﬂmﬂmhﬂm I'ﬂDPHSMM Mflmlmml‘l‘ml‘lﬂ! T Euminess Dl'f* = TS r,.-cu-'a ﬂl Iﬂl'ld mdl’fh

=
e o kit Wiy, Bl by Pt B Bl e e, folmniel s Bt it - AP oty

- e T e Ty 4, Wi, el

b
Painl

o lagree.” 7 agree " checkiar will Be enadied onoe you frah reading the sgresmant and Shevsins s i fo Boffiom

8. The request for an EV anchor is complete. The request must be approved.
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Approve the EV Anchor Request

1. Once the request is submitted, another MRAO administrator approves the request

Dashboard {8} Certificates =1 Code Signing on Demand Q; Reports 02 Admins {13 settings 1] About
Client Certificates Code Signing Certificates Device Certificates
| Y’ Filter

|_‘é_|\ 4 Add || Export |||ﬂ|| Details || Approve || Decline |

‘ ‘ COMMON NAME ‘ ORGANIZATION ‘ DEPARTMENT | ¥ STATUS EXPIRES INSTALL STATE RENEWAL STATE

sectigo.com Sectigo Reguested Mot scheduled Not scheduled

2. Approve the request.

Approval Message x
*-required fields
Mezssage”
Approved
s

KN -

3. After the request is approved, an order number is generated, and the request is sent to be validated.
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Information x

o Flease expect an email from our Validation team that detailz the EV validation process.

4. Review the EV anchor details by clicking on Details

SSL Certificate: sectigo.com

Certificate has not enrolled yet

CERTIFICATE DETAILS
Common Name sectigo.com
Status Applied
Order Number 354492099
Vendor N/A
Discovery Status Not deployed
Seli-Enroliment Certificate ID 1811065
Type EV Anchor Certificate
Server Software Apache/ModSSL

Server Software State

Term 395 days
Owner Rebecca Sandiford
Requested by Rebecca Sandiford

External Requester
Requested 05/28/2020

EV DETAILS

Note: The details display the order number that can be used when communicating with the Support and Validation teams.
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Cancel an EV Anchor Request
An EV anchor request can be cancelled or declined. Declining the request will not generate an order for validation

1. Once the request is submitted, another MRAQO administrator decline the request

® s % Di igni

Dashboard : Certificates @ Discovery Code Signing on Demand
Client Certificates Code Signing Certificates  Device Certificates
| Y Filter

BT e

T T T T T T T T
‘ | COMMON NAME | ORGANIZATION ‘ DEPARTMENT | ¥ STATUS EXPIRES INSTALL STATE RENEWAL STATE

sectigo.com Sectigo Requested Mot scheduled Not scheduled

2. Approve the request.

Decline Message x

*-required fields

Message™®
EV anchor already validated

KN -
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3. After the request is declined, the status updated to declined. No order is generated and no validation occurs.
[[] sectigo.com Sectigo Declined Mot scheduled Mot scheduled
4. Review the EV anchor details by clicking on Details. The status is declined and there is no order number for support and validation

teams

CERTIFICATE DETAILS

Common Mame sectigo.com
Status Declined
Order Number NiA
Vendor N/A
Discovery Status Not deployed
Selt-Enrollment Certificate |ID 1582294
Type EnterpriseSSL Pro
Server Software Microsoft 118 5.x and later

Server Software State

Term 1 year
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Validation Process

The Validation team conducts a manual process to verify:

e Legal existence

e DBA (trade name)

e Physical existence

e Operational existence

e Domain control

e Verify agreement signer’s / requestor’s authority, agency, and title

Legal Existence

Legal existence is processed to verify the organization legally exists and the legal name of the organization. The EV anchor organization name
must be the legally registered name of the organization. The sources used are a government registering agency or other government source that
are approved by industry regulatory guidelines as a qualified government information source.

DBA (tradename)
A DBA or tradename can be listed on an EV anchor, but it can not be used as the legal name. DBA is verified as a registered tradename to be
listed on the EV anchor.

The DBA and legal name appear on the anchor in this format. DBA (legalname) to conform to industry regulatory requirements.

Physical Existence

Physical existence is processed to verify the organization’s address when business is conducted. The sources used are third-party reliable source
that verified organization details or other government source that are approved by industry regulatory guidelines as a qualified independent
information source.

Validation must check the street address, city, state/province/county and postal code fields are formatted correctly and adhere to ISO standards.
During verification, the data fields may need to be changed to meet ISO standard and regulatory guidelines. Validation is required to make
necessary changes to avoid a mis-issued EV anchor.

Note: ISO standards for address fields may not confirmed to popular local naming conventions but are necessary to avoid mis-issuing an
EV anchor
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Industry regulatory guidelines allow for certain combination of address fields to be blank. But the EV anchor must have a combination of address
field to properly define the organization location.

For example, the state/province/county field can be blank if the street address, city and country are present. Or the street address can be blank
if the city, state/province/county, and country are present. The specific combinations can be complex, but the validation team can assist during
the EV anchor validation process if certain field do not have a proper ISO standard or if the EV anchor is to have only certain address fields.

Operational Existence

Operational existence is processed to verify the organization is conducting business operations. The sources used are third-party reliable source
that verified organization details or other government source that are approved by industry regulatory guidelines as a qualified independent
information source.

Domain Control
Domain control validates the organization has control over the domain that will be associated with the EV anchor.

Verify Agreement
Industry regulatory guidelines mandate that we verify the signer on the agreement and requestor of the certificate. This is usually done with a
click-through online agreement and a verification phone call.

The step can be bypassed in some instances and the validation team will let you know if it verifying the agreement is not needed.
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Replace EV Anchor

Replacement is the process used to add a domain to an EV anchor. It is not recommended that the original anchor is revoked, and a new request

is made to a domain.

Replacing allow for a quick validation process without the need to revalidate. If any organization details change during a replacement,

revalidation is required.

1. Select the domain

D + Add Export Details Revoke
COMMON NAME ORGANIZATION
su nl sL A"

2. Click on Replace
Replace existing SSL for domain 'surfnet.nl’

*-required fields

CSR*

Common Name*

(optional, comma separafed) |smartsecureyourself.nl, surfcatalogus.nl,

Reason*

Property of Sectigo Limited

Replace

DEPARTMENT

Subject Altemative Names |surfsvo.nl, surfedushare.nl, surfsec.nl, surfmailfilter.nl,
surfnetlabs.nl, surf.nl, surffilesender.nl, -

surfcatalog.nl, sans-

ec.nl. scinr.nl. surfsender.nl. surfrumulus.nl. scirt.nl. A

May 2020
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3. Upload the CSR, complete all fields and click OK
A replacement order is created, and validation begins on the new anchor.

Note: The EV anchor must be revoked after the replacement anchor is issued. Having 2 active EV anchors for a single organization can
cause problem to auto issue subsequent EV certificate orders.
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Revoked an EV Anchor
Revoking an EV Anchor

1. Select the domain

D + Add Export Details Revoke
COMMON NAME ORGANIZATION
su nl sL 3V

Replace

DEPARTMENT

2. Click on Revoke and follow the form to complete the revocation

Once revoked, the status updates to revoked.

Property of Sectigo Limited

May 2020

16



	Sectigo Certificate Manager (SCM) and EV Anchors
	What is an EV Anchor?
	Important to Know about EV anchor
	Request EV Anchor
	Approve the EV Anchor Request
	Cancel an EV Anchor Request
	Validation Process
	Legal Existence
	DBA (tradename)
	Physical Existence
	Operational Existence
	Domain Control
	Verify Agreement

	Replace EV Anchor
	Revoked an EV Anchor

