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Summary
Scopes are a fundamental security mechanism in eduGAIN. In this paper I describe three additional measures that should make scope checking more robust. They are:

1. Raise warning when the same scope appears in two or more eduGAIN upstreams
2. Raise error when scope does not match the syntax in The SAML V2.0 Subject Identifier Attributes Profile Version 1.0
3. Disallow or constrain regular expression scopes
Background
In SAML federations, we often use scoped attributes as identifiers and as input to authorization decisions. Scopes are therefore fundamental to security. 

Note that IdPs are not currently required to have scopes. 48 IdPs in the current eduGAIN aggregate do not. Only two of the 21 IdPs from LAIFE (Latvia) has a scope; and 17 other federations have at least one IdP without a scope. This is a small proportion of the total IdPs and will not complicate the situation. In fact, if a policy is brought in which requires all IdPs to support the REFEDS anonymous, pseudonymous or personalized access entity categories, then we can expect all IdPs to register scopes because these 3 entity categories specify eduPersonScopedAffiliation as a required attribute.

Ordinarily, SPs must check that the scope asserted in attributes is present in metadata registered to the IdP sending the assertion. Failure to do so means that a rogue IdP can send an assertion with an arbitrary scope which may allow exposure of sensitive information to an unauthorized actor [CWE-200] or show different results depending on the asserted scope [CWE-203].

The eduGAIN SAML profile is clear: “SAML Metadata Producers MUST NOT register any Identity or Attribute Providers with scopes (i.e., shibmd:Scope elements as defined in [ShibMD]) without checking the validity and purpose of the claim” [eduGAIN SAML profile]. The processes for checking validity of scopes are documented in each federation’s Metadata Registration Practice Statement, which have been reviewed by the eduGAIN Steering Committee during eduGAIN onboarding.
Warn if the same scope appears in different upstreams
The eduGAIN MDS cannot determine whether SPs are checking scopes during exchange of SAML protocol messages. What the eduGAIN MDS can do is inspect metadata.

In R&E federations,
· Home organizations typically have only one choice of eduGAIN participant federation to join (membership is geographically-based in the federation’s country); and
· scopes are typically rooted in the DNS country code hierarchy 

Therefore, a scope would usually be registered in only one federation. There are use cases where the same scope may be registered in two federations, although I assert that this occurrence will usually happen by mistake. I propose that the eduGAIN OT makes offline checks to determine whether there are any scopes which are registered in multiple federations, and investigates any duplicates.

If we consider there is a risk of deliberate mis-registration of scopes (combined with guessable eduPersonPrincipalNames on the IdP side which could facilitate account takeover) then we should incorporate the check into the MDS pipeline and halt aggregation if a duplicate is found.
Work in progress
Since October 2020, the UK federation has implemented a check to determine if any scopes in the .ac.uk hierarchy are registered in eduGAIN. Whilst it is not prohibited to register .ac.uk scopes outwith the UK federation, it does deserve investigation.

We are developing the check so that it will warn if there is a scope clash between any UK federation-registered scope and an imported scope. It should be straightforward to develop this to be parameterised by registrationAuthority. It would then be possible to survey all scopes in eduGAIN and look at overlaps in general.
Error if scopes do not conform to syntax
The ShibMetaExt V1.0 wiki page which first described the scope element is over 10 years old and has weak version control. The SAML V2.0 Subject Identifier Attributes Profile Version 1.0 [SAML-SubjectID-v1.0] is from 2019 and defines scopes more tightly in the context of SAML subject identifiers. This includes

· An allowed syntax: (ALPHA / DIGIT) 0*126(ALPHA / DIGIT / "-" / ".")
· Value comparison MUST be performed case-insensitively

Currently all non-regular expression scopes in eduGAIN contain only that character set (except for 1 mis-registered scope which starts with an @”. Assuming that all conform to the full allowed syntax, I propose that we introduce a check which flags an error if a scope does not match this syntax.

Note that the SAML V2.0 Subject Identifier Attributes Profile Version 1.0 is strictly for scopes in the SAML subject identifiers, but the spec also says "Finally, note that the concept of scope and scope filtering need not be limited to the Attributes defined in this specification, but such applicability is outside the purview of this specification". If eduGAIN is to adopt syntax checking, it would also need to stipulate that this specification should apply to all scoped attributes.
Disallow or constrain regular expression scopes
The analyses above are complicated by regular expression scopes. While the eduGAIN SAML profile does not prohibit regex scopes, The SAML V2.0 Subject Identifier Attributes Profile Version 1.0 lists several reasons why regular expression scopes are problematic and concludes "As a result, deployments SHOULD avoid the use of regular expressions and implementations MAY omit support for this capability and reject its use. Its presence is again an issue of legacy compatibility more-so than current practice."

Patterns in other authorization protocols are also cautioned against. Section 4.1 of Best Current Practice for OAuth 2.0 Security [RFC9700] explains vulnerabilities that have happened due to patterns in redirect URIs, and therefore advises simplifying the required logic and configuration by using exact redirection URI matching.

The eduGAIN validator currently enforces one of the recommendations in the profile and raises an error if there is no regexp attribute on the shibdmd:Scope element.

Could we ban regular expression scopes? The current eduGAIN aggregate contains 8 IdPs which use them. These IdPs are registered in 5 federations. It would require contact time with the federation and IdP operators to ensure current entities are not dropped. Preliminary discussions with one of the identifies federation operators shows that regular expression scopes are a continuing use case, since the scopes change year to year, and the people responsible for adding them don't talk to the people responsible for maintaining the IdP.

eduGAIN could also implement additional checks on the content of regular expression scopes, similar to the checks that both the UK federation [UKf scope] and InCommon [InC scope] implement. They constrain the regular expression to have a “literal tail” which is defined to have a line end anchor and to look like a domain name. Note that all regular expression scopes currently have a “literal tail”.
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