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CSIRT-KIT workshop

jordi.guijarro@csuc.cat

@jordiguijarro @javierberciano

CSIRT-KIT workshop (7th SIG-NOC)•

@jordiguijarro

mailto:jordi.guijarro@csuc.cat
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Tools ecosystem : Csirt-kit inspiration!

Detection

Analysis
&

Visulization
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Disk Image (OVA)
ftp://ftp.csuc.cat/NCN/csirt-kit.ova
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https://intelmq.org/
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https://intelmq.org/

- Automatic feeds injection and processing
- Easy to configure and change (Python)
- GUI (IntelMQ Manager)
- Opensource
- Various output results («enrichment» with expert bots) 

- ASN lookup
- Abuse contact
- Whois
- GeoIP
- DNS lookups
- Filters.
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https://intelmq.org/
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https://bestpractical.com/rtir/
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RTIR: Request tracker for Incident Response

To manage «easily»:
- Incident Requests
- Incidents
- Investigations
- Blocks
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http://nfsen.sourceforge.net/

- NFDUMP Graphical interface
- BSD license
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NFSEN - Stat TopN “proto udp”



NFSEN 
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https://www.elastic.co/



ELK and DNS



Intel and external sources
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Thanks!
 
http://www.csirt-kit.org

@jordiguijarro

Q&A
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