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National and international guidance
UK National Cyber Security Centre

By 2028

• Define your migration goals

• Carry out a full discovery exercise 
(assessing your estate to understand 
which services and infrastructure that 
depend on cryptography need to be 
upgraded to PQC)

• Build an initial plan for migration

By 2031, we must carry out the earliest, 
highest-priority PQC migration activities

By 2035, we must complete migration to 
PQC of all systems

NIS Coordination Group: First steps by end 
2026
– Identify and involve stakeholders

– Support mature cryptographic asset 
management

– Create dependency maps

– Include the supply chain

NIST Transition to PQC Standards

• RSA security strength 112 deprecated after 2030 
(2048 bit key, RSA-SHA256 signature, SHA256 
digest)

• All RSA disallowed after 2035

3 eduGAIN and REFEDS Townhall, Helsinki, 12 June 2026



Using SAML 
metadata for 
discovery exercise
Line

Algorithm/

Element
Specification

7 RSA-SHA256 XMLDsig

7 Implicitly, a key X509Certificate?

13 SHA256 XMLEnc

20 algsupport Oasis

21 SHA512 XMLEnc

22 algsupport Oasis

23 RSA-SHA256 XMLDsig

29 X509Certificate ITU

32 AES128-GCM XMLEnc

33 RSA-OAEP XMLEnc

36 TLS IETF RFC
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RSA security strength 112 deprecated after 2030
Survey of federations in eduGAIN (May 2026)

Key size Signature Digest
Number of 

federations

Security 

strength

2048 RSA-SHA256 SHA256 27 112

3072 RSA-SHA256 SHA256 9 128

4096 RSA-SHA256 SHA256 43 128

4096 RSA-SHA512 SHA512 1 150

• Recommendation for 27 federations: Move to 3072-bit RSA keys for signing metadata by 
2030.

• UK federation currently has a 2048 bit key (aggregates) and a 4096-bit key (MDQ).

• Work item for 2026/27: migrate away from the 2K key

- build capacity for change

- Increases MDQ usage

- Simplify toolchain
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Survey of certificates in UK federation (9 June 2026)

Key size Number

2048 1931

2056 3

3072 700

4096 86

• Work item for 2026/27: encourage entity operators to roll entity keys to 3K

• Work item completed before 2030: enforce minimum key size of 3K

• Job done until 2035?

• Google and Cloudflare have set timelines for post-quantum cryptography migration to 2029
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Post quantum cryptography in Java / XML

• JEP 452: Key Encapsulation Mechanism API available since Java 21

• JEP 496: ML-KEM available since Java 24

• JEP 497: ML-DSA available since Java 24

• No JEP for SLH-DSA

• JEP 538: PEM Encodings of Cryptographic Objects (Third Preview) has goal to “Verify that RSA, 
EC, ML-KEM, and EdDSA cryptographic objects can be encoded and decoded” (Java 27)

• Java 29 (LTS) release in September 2027

• Draft RFC released May 2026, “Additional XML Security Uniform Resource Identifiers” includes 
http://www.w3.org/tbd#ml-dsa-65 

• HSMs support ML-DSA

• A relatively defined pathway for ML-DSA signing / verifying metadata in Java products
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Interoperability

• Other software stacks produce and consume metadata (languages, implementations)

• SAML protocol messages (specification, implementation)

• SAML support for signaling capabilities

• Roll-out of software
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Summary of recommendations

Move to 3K metadata 
signing key by 2030

Ensure entity keys are 3K
by 2030

Mandate TLS 1.3
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