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National and international guidance

UK National Cyber Security Centre
By 2028

 Define your migration goals

 Carry out a full discovery exercise
(assessing your estate to understand
which services and infrastructure that
depend on cryptography need to be
upgraded to PQC)

* Build an initial plan for migration

By 2031, we must carry out the earliest,
highest-priority PQC migration activities

By 2035, we must complete migration to
PQC of all systems
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NIS Coordination Group: First steps by end
2026
— ldentify and involve stakeholders

— Support mature cryptographic asset
Mmanagement

— Create dependency maps
— Include the supply chain
NIST Transition to PQC Standards

« RSA security strength 112 deprecated after 2030
(2048 bit key, RSA-SHA256 signature, SHA256
digest)

« All RSA disallowed after 2035
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xml-version="1.0" encoding="UTF-8" standalone="no"
EntityDescriptor -xmlns="urn:oasis:names:tc:SAML:2.0:metadata"  ID="_"

U S i n SA I\/I |_ entityID="https://test.ukfederation.org.uk/entity"
Q;] Signature xmlns="http://www.w3.0rg/2000/09/xmldsig#"

SignedInfo
-t d -t f CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc—cl4n#"
me a a a Or SignatureMethod Algorithm="http://www.w3.0rg/2001/04/xmldsig-more#rsa-sha256"
Reference -URI="#_"
Transforms

Transform-Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature"
Transform-Algorithm="http://www.w3.0rg/2001/10/xml-exc—-cl4n#"

Transforms
_ . DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"
RSA SHA256 XMLDSIQ DigestValue>@r1BlxAc47wHWGyuNM7 15ArRo7XCGWewAv/3qqnCTXk=</DigestValue
Implicitly, a key ~ X509Certificate? o
SHA256 XMLEnC S?-ignatu reValue>BThj+8aClIDtESX32...</SignatureValue
gnature
. Extensions
algsupport OaSIS alg:DigestMethod - xmlns:alg="urn:oasis:names:tc:SAML:metadata:algsupport"
Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha512"
SHA512 XMLEnC alg:SigningMethod xmlns:alg="urn:oasis:names:tc:SAML:metadata:algsupport"
; Algorithm="http://www.w3.0rg/2001/04/xmldsig-more#rsa-sha512"
algsupport Oasis Extensions
. SPSS0Descriptor protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.0:protocol"
RSA'SHA256 XMLDS|g KeyDescriptor
L ds:KeyInfo -xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"
X509Certificate ITU ds:X509Data
ds:X509Certificate>MIIC3DCCA...</ds:X509Certificate
AES128-GCM XMLEnNc ds :X509Data
ds:KeyInfo
RSA-OAEP XMLEnC EncryptionMethod Algorithm="http://www.w3.0rg/2009/xmlencll#aes128-gcm"
EncryptionMethod Algorithm="http://www.w3.0rg/2009/xmlencll#rsa-oaep"
TLS IETF RFC KeyDescriptor

AssertionConsumerService -Binding="urn:oasis:names:tc:SAML:2.@:bindings:HTTP-POST"

Location="https://test.ukfederation.org.uk/Shibboleth.sso/SAML2/P0OST" - index="1"
SPSSODescriptor
EntityDescriptor
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RSA security strength 112 deprecated after 2030

Survey of federations in eduGAIN (May 2026)

RSA-SHA256 SHA256

RSA-SHA256 SHA256
RSA-SHA256 SHA256
RSA-SHA512 SHA512

« Recommendation for 27 federations: Move to 3072-bit RSA keys for signing metadata by
2030.

« UK federation currently has a 2048 bit key (aggregates) and a 4096-bit key (MDQ).

« Work item for 2026/27: migrate away from the 2K key
- build capacity for change
- Increases MDQ usage
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Survey of certificates in UK federation (9 June 2026)

« Work item for 2026/27: encourage entity operators to roll entity keys to 3K

« Work item completed before 2030: enforce minimum key size of 3K

« Job done until 20357

» Google and Cloudflare have set timelines for post-quantum cryptography migration to 2029
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Post quantum cryptography in Java / XML

« JEP 452: Key Encapsulation Mechanism AP| available since Java 21
« JEP 496: ML-KEM available since Java 24

« JEP 497: ML-DSA available since Java 24

* No JEP for SLH-DSA

« JEP 538: PEM Encodings of Cryptographic Objects (Third Preview) has goal to “Verify that RSA,
EC, ML-KEM, and EdDSA cryptographic objects can be encoded and decoded” (Java 27)

« Java 29 (LTS) release in September 2027

 Draft RFC released May 2026, “Additional XML Security Uniform Resource Identifiers” includes
http://www.w3.org/tbd#ml-dsa-65

 HSMs support ML-DSA
 Arelatively defined pathway for ML-DSA signing / veritying metadata in Java products
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Impassable by Jonathan Billinger




Interoperability

« Other software stacks produce and consume metadata (languages, implementations)
« SAML protocol messages (specification, implementation)

« SAML support for signaling capabilities

* Roll-out of software
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Summary of recommendations

Move to 3K metadata Ensure entity keys are 3K

signing key by 2030 by 2030 e LLS 1.8
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