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Introduction

OpenID Federation topics:

• PHP OpenID library and RP 
• Local discovery for OIDFed
• Apache mod_oidfed (TIM) 
• OpenID Federation Registry



PHP OIDFed library TA & RP

Marko Ivančić
Peter Bolha

Jovan Simonoski



PHP OIDFed library and RP

● PHP OpenID Library
○ https://github.com/simplesamlphp/openid
○ Contains various abstractions / tools related to OpenID specs
○ Related to Federation spec: has tools to build Entity Statements, resolve 

Trust Chains, fetch and Validate Trust Marks, collect entities in the 
federation… with auto-cache-until-expiration feature

●  Generic Relying Party in PHP with federated capabilities
○ https://github.com/cicnavi/oidc-client-php/tree/v3.x
○ Proof-of-concept generic PHP RP with federated capabilities
○ Automatic client registration and authorization code flow
○ Uses simplesamlphp/openid tools under the hood
○ Demo app: https://fed-rp.mivanci.incubator.hexaa.eu/

https://github.com/simplesamlphp/openid
https://github.com/cicnavi/oidc-client-php/tree/v3.x
https://github.com/simplesamlphp/openid
https://fed-rp.mivanci.incubator.hexaa.eu/


PHP OIDFed library and RP

https://docs.google.com/file/d/1_2fihzQnEFTn4HdmvjchW08adm6Gw-5O/preview


PHP OIDFed library and RP

● SimpleSAMLphp OP module (`oidc`)
○ OAuth 2.0 Token Introspection (Jovan, Peter)
○ https://github.com/simplesamlphp/simplesamlphp-module-oidc/tree/wip-version-7

● Next
○ Federation capabilities for SimpleSAMLphp RP module 
○ SimpleSAMLphp as a Trust Anchor / Intermediate

https://github.com/simplesamlphp/simplesamlphp-module-oidc/tree/wip-version-7


Federation capabilities for SimpleSAMLphp RP module

● Cirrus Identity authoauth2 library as a base
○ Generic module capable of acting as an OIDC RP, OAuth2 client
○ Authorization code flow + PKCE support out of the box
○ GitHub repo

● OpenID Federation capabilities based on the building blocks from Marko’s 
openid library
○ GitHub repo
○ Signed entity statement published at /.well-known/openid-federation endpoint
○ Trust chain resolution
○ Automatic client registration

https://github.com/cirrusidentity/simplesamlphp-module-authoauth2
https://github.com/simplesamlphp/openid


Federation capabilities for SimpleSAMLphp RP module

● Minimal configuration in authsources.php 



SimpleSAMLphp as a Trust Anchor / Intermediate

Implemented a dedicated SimpleSAMLphp module enabling SSP to act as 
a Trust Anchor or Intermediary in OpenID Federation.

The module exposes all core federation endpoints: 

• Entity Configuration, 
• Subordinate Listing,
• Subordinate Statement.

Also includes an admin interface for subordinate registration and 
metadata policy management.

Currently finishing up on Trust Mark issuance and status endpoint.

Built on top of the SimpleSAMLphp OpenID library

GitHub Repo

https://github.com/simplesamlphp/openid
https://github.com/JovanSimonoski/simplesamlphp-module-oidanchor/tree/dev


SimpleSAMLphp as a Trust Anchor / Intermediate



Standardised discovery for OIDFed (embedded or external)

Mihály Héder



Local discovery for OIDFed

• Motivation
• In a typical RP deployment, OP selection is the first GUI element the 

user experiences
• Often this is the only visible part of the RP stack itself
• Deployers will want to have this branded & nice UX
• Deployers will want their own caching and even business logic
• Separation of concern, modularisation

• Let’s not make this the burden of the RP implementer 
necessarily

• Let’s use the same flow for centralized discovery (like 
SeamlessAccess, as seen in cycle 10), and local

• Name
• Was discussed at TIIME
• Proposal link
• https://docs.proton.me/doc?mode=open-url&token=N6QNEN4N1W&linkId=hLW3-g-d2iH8KF9ChvjNuhBUdN

2B_oj5nXC47fEu5OFF4mhOkrO3Q9o09JUxhbOQ4u-W7ky-bGjyVeLmuHbBdA%3D%3D#JTTgLNAnn39g



Our approach



Apache mod_oidfed (TIM student topic)

András Bodor



Apache mod_oidfed - Motivation

• Different approach from auth_memcookie (was demoed: Cycle 10)
• Apache httpd is widely used

• Reverse proxy, HTTP server, etc.

• Built-in module to act as RP in a federation
• Anything behind httpd can implicitly enter the federation

=>  mod_oidfed

https://github.com/bodand/mod_oidfed



Apache mod_oidfed - Architecture

● Wrapping the existing Go library
● Allows reusing of existing federation logic
● Considerably faster development
● Compatibility for free
● Slightly larger resource usage than pure-native (~15 MiB/Worker)
● Have to be especially careful with runtime clashes (Go vs Apache)

=> Each worker manually handles symbol resolution



Apache mod_oidfed - Results

• Federation entity configuration from Apache httpd.conf
• e.g. OidfedEntityId https://rp.example.com

• /.well-known/openid-federation endpoint
• Module automatically registers and handles this path

• Apache authn module integration
• CSS themable login page

• It has one “theme” built-in
• Home Organization Picker (HOP) support

• Allows pre-selecting OP hint

• Demo!

https://rp.example.com


Apache mod_oidfed - Demo

https://docs.google.com/file/d/1k8EzDK_vEjw7y0lsVjf1W7XHUhQ89N6P/preview


OpenID Federation Registry

Gabriel Zachmann

Amin Mahnamfar

Niels van Dijk

Alexandr Petrunin

Halil Adem

Kushal Das



OpenAPI Specifications

Finalized and available for integration:

https://gitlab.software.geant.org/TI_Incubator/federation-admin-api/-/blob/main/federation_admin_openapi.yaml?ref_type=heads

Core Functionality

The API covers relevant actions a federation 
administrator wants to do.

Usage & Access

● [nerds] from command line (curl)
● Swagger UI
● Proper frontend

OIDFed Federation Admin API



OIDFed Federation Admin API - LightHouse Implementation State (v0.20.0)

• Management of the Federation Authority (itself)
• Authority Hints
• Management of Signing Keys
• Metadata
• Published Trust Marks
• Allowed Trust Marks, Trust Mark Issuers & Trust Mark Owners
• Additional Entity Configuration Claims
• Entity Configuration Lifetime

• Subordinates
• General and individual Metadata Policies
• General and individual Constraints
• General and individual additional claims for subordinate statements
• Management of Subordinate’s JWKS
• Metadata
• Lifecycle Management of Subordinates

• Trust Mark Issuance



LightHouse v0.20.X Releases

● Major Changes:

○ Transition to SQL Databases (SQLite, MySQL, PostgreSQL)

○ Full HTTP Admin API to manage LightHouse (181 endpoints)

○ Individual Metadata Policies per entity

● Upgrade Path: Smooth upgrade path provided via lhmigrate tool:

○ Config file migration

○ DB migration (from JSON and Badger storage)

○ Key migration (filesystem)

○ Unified lhmigrate all command runs all 6 migration steps in sequence (with 
--skip, --dry-run, --force support)



LightHouse v0.20.X Releases

● Test Coverage:

○ 798 tests for the Admin API

○ Covers every API domain: entity configuration, keys, authority hints, trust marks 
(types, issuance, owners, issuers), subordinates (CRUD, metadata, policies, 
constraints, keys, claims, events, lifetime, statement), authentication, users, stats

● Testing approach:

○ Framework-free Mocks: Native Go Standard Library only.

○ Ephemeral Integration: Parallel, isolated in-memory SQLite DBs.

○ In-process HTTP Testing: Fast, e2e request/response validation via Fiber.



OIDFed Registry GUI – work done

• Usability prototype → Tangible UI
• Wired to Admin API implementation
• Added fine-grained RBAC 
• Supported Multi-tenant contexts (1+ lighthouse)

In addition

• Built a proxy between UI and OIDFed Admin API
• Set up test ecosystem, covering UI, BFF, e2e
• Set up modern tooling for project tasks

What’s next:

• Trust marks, key management, metadata policies

• system logging, stats visualization

https://github.com/alexarlord-boop/federation-gateway

https://docs.google.com/file/d/1xUO4Cw8lzNJpNqfRQuluPjY3PhQH6JeL/preview


OIDFed Federation Admin API - Inmor implementation

https://docs.google.com/file/d/1-OdmnmwP2wlZB3vmpoDWwgxv2vKk7OIf/preview


Cycle 12 topics



Topics in cycle 12

• OpenID Federation Registry (cont’d)
• Goals: finish up and test, create example federation

• Trust Marks
• Make features are available on the UX as it is on the API
• Good documentation

• Discovery interoperability OIDFed (cont’d)
• Goal: discuss and submit HOP recommendation to OIDFed Spec?

• SSP RP (cont’d)
• Goal: finish up ssp RP work

• TA for wallets
• Goal: have the necessary entity types in lighthouse

• Contribute to OpenID Fed test

(+1 Preparation of next topics: Andrijana, Mihaly)



Topics in preparation



Topics in preparation - cycle 13

• OIDFED FTicks
• can it be made mandatory by policy?
• What is the benefit/motivation for leafs?
• Worries about privacy/data protection

• K-anonymity and aggregates
• Data might reveal business sensitive info

• How about the wallet world
• Even more challenging

• Migration strategies: Represent legacy SAML entities in OIDFed metadata, 
back-porting the concepts to SAML

• Generalize shibmd:scope idea for the wallet world
• Investigate the “paper/old” world solutions

• SAML Attribute Authority-like functionality in OIDFed?
• Possibility of collecting user attributes after login via back-channel



+1 message

poco_md 

http://github.com/pocomd/federations-manager



Thank you!


