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eduGAIN OpenID Federation Pilot

WHEN 
● June 30th 2025
● 12 Months
● Biweekly calls

HOW 
● OpenID Fed set up kit based 

on T&I Incubator Resolver
● Define an eduGAIN OpenID 

Federation Technological 
Profile

WHO 
● eduGAIN service
● T&I Incubator
● Federation Operators

WHY 
● Support OIDC and OAuth 2.0 in 

eduGAIN
● Provide an alternative to SAML
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eduGAIN OpenID Federation Pilot: Infrastructure
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eduGAIN OpenID Federation Pilot: Requirements and workplan

DevOps - part 1
1. Set up a TA for their own federation, 

connect it as a subordinate (IA) to 
the eduGAIN TA.

2. Define a metadata policy.
3. Set up at least a test OIDF enabled 

OIDC Provider and connect it as a 
subordinate to the IA.

4. Set up at least a test OIDF enabled 
OIDC Relying party and connect it 
as a subordinate to the IA.
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Use Cases - part 1
1. OpenID Federation Explicit 

Registration use case 1: Federation 
selected RP to Pilot OP1 and Pilot 
OP2.

2. OpenID Federation Automatic 
Registration use case 1: Federation 
selected RP to Pilot OP1 and Pilot 
OP2.

3. OpenID Federation Explicit 
Registration use case 2: Pilot RP1 
and Pilot RP2 to a selected 
Federation OP.

4. OpenID Federation Automatic 
Registration use case 2: Pilot RP1 
and Pilot RP2 to a selected 
Federation OP.

eduGAIN OpenID Federation Pilot: Requirements and workplan
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Use Cases - part 2
1. Validate entities to be “exported” to 

eduGAIN at the provided eduGAIN 
Trust Mark Issuer validator.

2. Retrieve the issued eduGAIN Trust 
Mark and refer to it in the entities’ 
statements.

3. Repeat use cases - part 1 with 
Trust Marks.

eduGAIN OpenID Federation Pilot: Requirements and workplan
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eduGAIN OpenID Federation Pilot: Requirements and workplan

DevOps - part 2
1. Define a Trust Mark for the 

Federation.
2. Set up a Trust Mark Issuer for the 

federation, connect it as a 
subordinate to the Federation 
Intermediate Authority.

3. Issue Trust Marks to the 
Federation’s Entities.
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eduGAIN OpenID Federation Pilot: Requirements and workplan

Profile work

1. Provide feedback on the basic principles for the eduGAIN OpenID Federation 

Profile.

2. Participate in the definition of the eduGAIN OpenID Technological Profile.

3. Provides requirements and constraints.

4. Work with the eduGAIN CSIRT and the Federations’ security community to define 

security considerations for the eduGAIN OpenID Federation profile.

https://wiki.geant.org/display/eduGAIN/eduGAIN+Technical+Profiles+Working+Group

https://wiki.geant.org/display/eduGAIN/eduGAIN+Technical+Profiles+Working+Group
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eduGAIN OpenID Federation Pilot - Status
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eduGAIN OpenID Federation Pilot: wiki page

https://wiki.geant.org/x/c4DrPw
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eduGAIN OpenID Federation Pilot: Participants

Federation Representative Status Trust Anchor

AAF Russell Ianiello Registered https://ta.dev.aaf.edu.au 

UK Federation Phil Smart Registered https://ta.pilot.ukfederation.org.uk

SWAMID Björn Mattsson Registered https://oidf-dco-poc-ta-1.swamid.se 

RCTSaai Esmeralda Pires Registered https://ta-fccn.qua.rctsaai.pt

CAF Tom Vitez Registered https://ta-oidf-pilot-test.apps.canarie.ca 

ArnesAAI Tim Trojner Hlade In progress

DFN-AAI Wolfgang Pempe Registered https://ia1.oidfed-pilot.aai.dfn.de

Haka Sami Silen Registered https://testta1.oidfed.funet.fi 

eduid.hu Czier Norbert Registered https://ta.eduid.hu

IDEM Davide Vaghetti Registered https://ta-idem.aai-test.garr.it 

AMRES Andrijana Todosijević Registered https://ta-iamres-oidfed.amres.ac.rs 

Renater Anass Chabli In progress

https://ta.dev.aaf.edu.au
https://ta.pilot.ukfederation.org.uk
https://oidf-dco-poc-ta-1.swamid.se
https://ta-fccn.qua.rctsaai.pt/
https://ta-oidf-pilot-test.apps.canarie.ca
https://ia1.oidfed-pilot.aai.dfn.de
https://testta1.oidfed.funet.fi
https://ta.eduid.hu
https://ta-idem.aai-test.garr.it
https://ta-iamres-oidfed.amres.ac.rs
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eduGAIN OIDF Pilot on https://italia.github.io/openid-federation-browser/main/
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eduGAIN OpenID Federation Pilot: Done, In Progress, TBD

What Status

Software testing and feedback to developers (ALWAYS) IN PROGRESS

Trust Anchors set up and registration DONE

OpenID Provider and Relying Party set up and registration DONE

RP to OP Automatic Registration DONE

RP to OP Explicit Registration IN PROGRESS

eduGAIN metadata policy testing IN PROGRESS

Federation metadata policies testing TO BE DONE

eduGAIN Trust Mark TO BE DONE

Federation Trust Marks TO BE DONE

Entity Categories/Attributes Trust Marks TO BE DONE

OIDFed Discovery testing TO BE DONE
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eduGAIN OpenID Federation Pilot: What’s next?

● August 2026 - eduGAIN OIDFed Pilot ends

○ BUT: Pilot infrastructure will stay, be maintained and new 

Federations are welcome.

○ October 2026: Pilot report and OIDFed white paper.

● Efforts will be driven to define an eduGAIN OIDFed 

Technological Profile and the path to production. 



www.geant.org

Thank You


