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Starting our road to edulD

From Two Federations to One Lifelong Identity

*  How we got here
And why we run two federations

* edulD.PT - Why Now ?

*  How we will implement edulD
Our approach and the objectives, starting this year (2026)

*  Your Input

Peers like SWITCH, Sikt and SURF have already shaped our thinking; if you see something we
should anticipate or have advice to share, we want to hear from you!




How we got here: FCCN federation timeline
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(h rctsaafc{t Today - Numbers & Capabilities o

109 85

Identity Providers Service Providers
98% in eduGAIN

IdP as a Service Access Management Supported Protocols
Hosted IdP for small Self-service control via
institutions Invite (invite.rctsaai.pt) T3~ @
QO sSAML  o5dniD

NI Se B oY Autenticacao.Gov &

Guest Access Applications Y ¢
elDAs
Access for users from non-
. . . ]

member institutions ]

Through a plugin installed
on the institution's
Shibboleth IdP

sgx\:'iq?s Fundacao
digitais fc para a Ciéncia
fct m— @ 2 Tecnologia

Og1.



(@ cidnciaid Today - Numbers & Capabilities o

: .'f@ LOGIN WITH CIENCIA ID 1 80 4 1 6 3 7

ave a CIENCIA ID yet?

Registered CIENCIA ID Service Providers
TH INSTITUTIONAL ACCOUNT
s Verified Identity Supported Protocols

Autenticacdao.GOV (CMD &

CC) and elDAS validation °°='

E AUTHENTICATION .GOV.PT %..?...&.?

Single Account (O sAML
CITIZEN CARD

Official identification across
multiple Science services in
Portugal

DIGITAL MOBILE KEY

N DEAN AL HETICATION CIENCIA-ID IdPs are available in RCTSaai as Guest IdP and can also offer OIDC and invite-
based access management, but this requires prior service integration via RCTSaai /

OpenConext. _
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edulD.PT — Why now?

Closing gaps, planning the future and embracing opportunities




edulD.PT — Embracing Opportunities

\ . Instituto
\_. para o Ensino
\ | Superior

Institute for Higher Education (recently merged with the
Erasmus+ national agency)

Student Aggregator Platform

A centralized digital solution being developed to unify the
management of higher education services in Portugal

* Social Support for Higher Education Students (public &
private)

* National University Entrance Examination Management
* Diploma Registry
* Erasmus+ Program Management

* Recognition of Foreign Diplomas

In development - 2026

AGENCIA PARA
- A GESTAO DO SISTEMA
EDUCATIVO

Education System Management Agency

FCCNe - Digital Services for Education
(Secondary and Primary Education)

edulD.PT could one day reach secondary and primary
schools. For now, a vision under evaluation.

Vision - under evalution
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edulD — Vision

A : , and digital identity

for the entire Portuguese educational and scientific ecosystem.

Simple, secure, and interoperable access to national and international services
throughout one’s academic and scientific career.
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edulD — The Fundamentals

&, Lifetime Identity Universal MFA Continuous Evolution

A single identity that persists across Strong authentication options made Evolve alongside other NRENSs:

every role: student, researcher, faculty, available to every institution in the Verifiable Credentials, Digital Wallets,
staff, guest. federation. OpenlD Federation.

- Common Attribute -
‘2> Automatic Lifecycle =% @ eduGAIN Interoperability
Catalog

Automatic synchronisation with Built on eduPerson plus national Today's access to eduGAIN via RCTSaai
authoritative sources via REST APl or extensions. Minimisation: each service is preserved through the transition and
SCIM — no manual intervention. receives only what it needs. beyond.
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Current infrastructure - RCTSaai

Organization

fct

Dsctsaai

Central hub. One RCTSaai proxy: one SP and one IDP.
Institutional IDPs. Each institution runs its own.

Trust model. Institutional IDPs talk only to the proxy's
SP; all federation SPs talk only to the proxy's IDP.

Dif\.scovery
Service

Service
Provider

% ] SAML Metadata with Proxy SP

B SAML Metadata with Proxy IdP

SAML Flow I SAML Metadata with all SPs

CORIEEHOn 65 USEr DIFserory D SAML Metadata with all IdPs
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edulD.PT — An upgraded federation

Organization
integrated in
edulD.PT

~

~

Central attribute store. edulD.PT centrally holds every
edulD.PT user's personal and institutional attributes.

Id[ Id( IdP Institution-maintained. Institutions keep their
PFOXY ' . '. i | attributes up to date — the federation always sees

current values.
\ User-managed credentials. All credentials live in

edulD.PT and remain under the user's control.

D|scovery
Service
Central

[] SAML Metadata with Proxy SP
Service
Provider . SAML Metadata with Proxy IdP
SAML Flow

’ _ B SAML Metadata with all SPs
Organization not Connection to User Database

. - integrated into edulD.PT cerenrenennnes USEF SyNc (REST or SCIM) D SAML Metadata with all IdPs
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edulD — Profile Information

Jodo Guerreiro
joaofilipedg@gmail.com

& Profile B4 Emails & Providers Q) Attributes A Security

PO INTORMATON Identity attributes that follow the user for life.
Given name il i Validated against trusted authorities:

o il e Autenticacdo.GOV (Portuguese elD)

Display name Jodo Guerreiro N DAS Authentication

Date of birth I ©

O govpt
Document type

R —— —

Portugal

Cartdo de Cidadéo

Nationality
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© 5719-74EB-D441
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jguerreiro@fccn.pt
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edulD — Profile Information

Jodo Guerreiro
joaofilipedg@gmail.com

& Profile 83 Emails & Providers Q) Attributes A Security

PERSONAL INFORMATION £ Edit . . .
Identity attributes that follow the user for life.
Given name il i Validated against trusted authorities:
S Dias G iro @ . ~
e e perere « Autenticacdo.GOV (Portuguese elD)
Display name Jodo Guerreiro . .
* elDAS Authentication
Date of birth I ©
O govpt
Document type Cartdo de Cidadéo
Document number s
Nationality Portugal
k(éciénciaifa
@© 5719-74EB-D441
Institutional affiliations attached to each user:

* A person can hold multiple affiliations
* Affiliations change; edulD.PT stays the same
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edulD — Profile Information

Jodo Guerreiro
joaofilipedg@gmail.com

& Profile 83 Emails & Providers Q) Attributes A Security |d tt t b t th tf ” th f |f
entity attributes at 1oliow e user ror lire.

Validated against trusted authorities:
* Autenticacdo.GOV (Portuguese elD)
* elDAS Authentication

PERSONAL INFORMATION

Given name Joao Filipe @

Surname Dias Guerreiro @

Display name Jodo Guerreiro

Date of birth I ©

ovpt
Ogovp Optional component for the research community.

Document type Cartdo de Cidadéo

Key properties:
Document number s . .
* For people active in the research ecosystem

Nationalit Portugal A~
’ ’ * Existing CIENCIA ID identifiers are preserved

f(&ciénciaiﬁ

¢TIt Institutional affiliations attached to each user:

Orcranss * A person can hold multiple affiliations

- * Affiliations change; edulD.PT stays the same
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edulD.PT — What change and When?

The transition to edulD.PT happens in two phases — the first is automatic, the second is a choice.

Federation Consolidation

v’ RCTSaai and CIENCIA ID merge into a single federation:
edulD.PT

v' The hub-and-spoke architecture is preserved: the central
proxy keeps federating authentications

v' Institutional IDPs continue to operate as they do today

v" AlLRCTSaai and eduGAIN services remain operational

Institutional IDP Integration into edulD.PT

v Each institution may opt to integrate its IDP into the
central edulD.PT IDP

v" The institutional IDP is no longer needed — authentication
is managed centrally

v’ Decision is made institution by institution — no deadline,
no obligation

v" Those who don't opt in keep all their current functionality
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edulD.PT - Identified challenges

Two Doors, One User
Inconsistent login experience

Once every student lives in edulD.PT,
services may expose two ways to sign in
the same user — via edulD.PT or via the
institutional IDP.

Same identity, two doors: a confusing
experience.

Multiple Passwords

Fragmented user experience

If institutions keep services tied to
internal authentication (e.g., Entra ID),
users end up juggling multiple parallel
passwords.

0o
FCCN Operational Load

Increased responsibility

Centralisation shifts identity-
management workload to FCCN, which
must guarantee service levels for every
federated institution.
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edulD.PT — Our commitments

Change raises questions. These are FCCN's commitments to the federation:

[--- ]
@ No Disruption, No Surprises :i-.,: High Availability ¢ = Autonomy Preserved
Gradual, tested migration SLA and redundancy guaranteed Local governance maintained
Phase 1 is automatic and transparent for Central infrastructure with a defined SLA, Institutions continue to manage their users
institutions. Rollback plan at every step. Full 24/7 monitoring, redundancy and an FCCN and to define their own local access and
operational continuity. contingency plan. authorisation policies.

B i__' Identities Preserved gg Features Guaranteed g Dedicated Support

CIENCIA ID and affiliations kept Opting out costs nothing FCCN at every step

The CIENCIA ID identifier is retained as an Institutions that don't integrate their IDP into FCCN team available from pilot through full
attribute. Researchers lose neither their ID edulD.PT keep every feature they have today. integration. Participatory governance at the

nor any affiliation. annual FCCN conference.
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Your Input

We want to hear from you!

Talk to us today or after the session

Esmeralda Pires ( )
Jodo Guerreiro (

rCCN
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