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• Mobile Crowd Sensing Systems

• Basics on Wireless Crowd sourced Performance Monitoring Verification (WiFiMon)

• Mobile Application Measurement Approach

• Hybrid Approach

• Visibility Web-UI and elastic search 

• Discussion Security and Privacy at the End-User Meeting in Zurich – May 2017

• Conclusions and Future Work 

Measurement page: 

https://vm3-gn3-sa2t5.vm.grnet.gr/measurement.html
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Mobile Crowd Sensing Systems 

Source: WiFiMon End-User Meeting
https://goo.gl/8FousQ

Prediction - Wireless
Network Performance
opportunistic, and 
objective measurements?
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WiFiMon Concept – Modules 

GN4-2-SA3T5 WiFiMon

Basis
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Introduction WiFiMon 

WiFiMon Prototype:
- PM architecture design
- Java Script distributed to essential web-sources
- NetTest/Boomerang servers configured 
- Upload- / Download Images 
    …and non-invasive…

“…It is possible to gather data from multiple 
Sources, including browser-based measurements,
in addition to traditional monitoring, and extract 
Meaningful information on the performance of 
a WiFi network from that data…” 

Mission Statement: 
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WiFiMon - Problem statement

Measuring and verifying the performance of a WiFi network is challenging there are no tools that:
• Cover all aspects of performance monitoring and verification
• Determine how end-users experience WiFi at a given place on the network, at a given time

At present, information for wireless networks can be reported in three ways: 
• Mobile End-User Device
• Wireless Access Points (WAP) / WiFi-Controller
• Network Management Systems (NMS)

These sources allow “only” determining the wireless network is overall OK (e.g. up/down) 
• HW probes collect performance measurement but are installed at fixed locations
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WiFiMon Process 

COLLECT DATA STORE DATA ANALYSE DATA
CONSUME and 

VISUALIZE of DATA

WiFi Interface 
Focus: WiFi 
/eduroam enabled 
infrastructure 
on Smart Devices  

Temporary Data
Persistent Data
- Raw data from 
data sources
- Reference data 
correlated

Real Time Analysis:
- Correlation: RADIUS 
Accounting/Performance data 
- Mobility Prediction (future)

-Focus Network Performance 
-Focus Crowd prediction  etc. 

Web-UI 
- Visualization: View 
Snapshot) 
 - APIs

Multiple 
Iteration Process
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WiFiMon Architecture

Data Source 
• Generates raw data and Exports raw 

data from data source collectors

Relational Database 
• Automatically collects the raw data 

Analytic Engine  
• Sorts the raw data collected, analyze it, 

and provide visualizations

Query and Report Generation 
• Searches for usable information from 

RDB and AE 

Web User Interface (Web-UI)

• Allows real-time visualization options
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WiFiMon – Data Flow 
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WiFiMon – eduroam enabled WiFi Infrastructure: Walk Through 

The end user is required to visit a web 
page with JavaScript installed 

eduroam as the entry point 

User 
Information
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WiFiMon - Performing / Storing measurements
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WiFiMon - How we manage/correlate performance data
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WiFiMon - Web-UI

Grafana Interface
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WiFiMon - Elastic Search
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WiFiMon Concept - Overview

GN4-2-SA3T5 WiFiMon

Mobile
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WiFiMon - Mobile App Architecture  - Description 

The GEANT JavaScript library and Java-based tools: 
• Allows to enable Spring Boot Framework (Application and  

Metrics and analysis)

The WiFiMon Application:
• Requires the images location, User agentIP and Cookie time

• Download the .js from the GEANT JS Library to Trigger NetTest
• Send the results to the WifiMon agent

• Informs the user for the results

Mobile OS using the appropriate APIs 
to build the mobile application 
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WiFiMon - Mobile App Architecture – Building Blocks

• The .js-images will be downloaded (Fig 2)
• HTML triggers the measurement (Fig 2)
• Download  (.js) done  - the measurement will be
       Started ( see Fig 1)

Fig 1- Web-based measurement

Fig 2 – WiFiMon Application 
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WiFiMon - Mobile App Measurement Process 

Step 1: Download the WiFiMon App and install it

Step 2: Open WiFiMon App. Through a friendly 
User Interface - UI (see Fig 1) . User has to 
configure measurement options (see Fig2)

Fig 1 Fig 2 Fig 3

Step 3: Click on Start Measurement button 
and wait for the response, until monitor 
performance has been completed (see Fig 3) .
Users will receive a notification if 
measurements are completed. 
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WCsPMV Concept - Overview

GN4-2-SA3T5 WiFiMon
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WiFiMon – Hybrid Approach

• HW: RPI1, 2 or 3 og D-link SWA-171 

• Measurements: 
•  Signal strength, channel info, SSID’s 

•  Association time (auth + asso), DHCP  

•  Respons time (dns, http)

•  Up & download speed

• Measurement scripts
•  owamp, iperf3, curl etc 
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WiFiMon Concept - Overview

GN4-2-SA3T5 WiFiMon
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•  Beyond WiFiMon 
• Eduroam as a basis  ➔ SP and IdP policy  >>>  Consequences for WiFiMon 

• Eduroam RADIUS Logs 

•  Process Data Management 
• Legal aspect of Collecting, Storing, Analysing, Consuming and Visualizing of data

• Exercising caution when processing personal data (Management at SWITCH)
• EC point of view about Privacy and Security to WiFiMon ➔ Legitimation 

• EU General Data Protection Regulation

•  Technical aspects
• From beyond WiFiMon to concrete implementation of features

• Collection process: 
• Selection of IP ranges, which will be preferred for measurements
• End-User dialog through popups (agree / disagree measurement)

• Storing: Only correlated information (raw data will not be stored) 
• Web site – proper disclosure on WiFiMon process / data kept 
• AP Geolocation / Mobile Geolocation (mobile app) …

WiFiMon – Security and Privacy
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WiFiMon Concept - Overview

GN4-2-SA3T5 WiFiMon
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WiFiMon End-User Meeting  (May 2017) – Discussion

What might be measured?
• Opportunistic measurements

• (Dynamic), web/app based, Java Script, measurements/WAP, 
• (Radius Accounting) Data correlation (Valid Session (time stamp) / WAP-ID / User-IP
• Measuring quality of device, 
• ⇒ User Experience (trends)

• Objective measurements by HW probes 
• Static, Signal strength associated SSID, list seen BSSID’s 
• Network authentication, association and DHCP time
• RTT, http and DNS response times
• Throughput measurement
• ⇒  Infrastructure (locally, status)

How Security and Privacy has to be considered ? 
• End-User information needed? Yes /NO ?

• Measuring performance  quality at the WAP
• End-User Device Information 

How objective measurements could support 
opportunistic measurements and vice versa? 

      Collaboration -  Hybrid approach 
• Combine collected data to a “complete” picture

• User Experience data combined with 
Infrastructure, environmental data) 

• Common APIs transfer essential data sets
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WiFiMon - Dissemination

IEEE: ICT-2017, Limassol

May 2017

TNC2015 – Porto 

IEEE: ICUMT- LisbonOctober 2016

TNC2016 - P
raha
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The expertise gained so far revealed that it is possible to:

• Measure specific parameters of a wireless network through JavaScript

• Correlate these measured raw data from various log files

• Monitor and validate the performance of WiFi as experienced by end-users

Future steps:

• Verification of JavaScript measurements accuracy (comparison with HW monitoring probes)

• Mobile app development to allow measurements (expand browser-based measurements)

• Explore privacy issues so as to be in accordance with campus policies 
• Inform the end-user through pop-ups, approve performance tests
• Links or pop-ups that explain the process of data collection.
• If tests are performed without user intervention, ensure that sensitive data will be analysed with caution.

• Data Analysis (Elastic Search) 
• To process a long time history
• To elaborate a “PERFORMANCE Benchmark”

• Design a Service (roll out to the most of the NRENs)
• Commercial aspect in focus of our investigations
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Conclusions and future work
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Thank you
Any Questions?

Networks · Services · People         
www.geant.org

 

This work is part of a project that received funding from the European Union’s Horizon 2020 research and innovation programme under Grant 
Agreement No. 731122 (GN4-2).
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Contact us
GN4-2 SA3T5 email list:

Kurt Baumann, GN4-2 SA3T5 Task leaded:
gn4-2-sa3-t5wifimon@lists.geant.org
kurt.baumann@switch.ch


