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How to define a baseline
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Towards the next maturity level

Baseline
80% of NRENS
Entry level security. The majority of 
NRENS is already compliant.

1

Advanced
30% of NRENS

Solid security practices. A minor part 
of NRENS is already compliant, most 

implement just individual 
requirements.   

2

Expert
10% of NRENS
Sophisticated security program. Only a 
few NRENS are already compliant. This 
is the long term goal to achieve.

3
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Security Module Example
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Security from every angle

Operations04
● Tools
● Cryptography
● Access Management
● Patch Management
● Vulnerability Management 

Threats03
● Risk Management
● Incident Management
● Business Continuity Management

People02
● Training and Awareness
● Personnel Management
● Supplier Management

Policy01
● Management Commitment and Mandate
● Internal Security Policy
● Acceptable Use Policy
● Regulatory and Privacy
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➢ Support organizations to conduct a (self) assessment

➢ Helps to better understand the requirements of the 
security baseline

➢ Makes the maturity level and requirements fulfillment 
of an organisation visible

➢ Enables us to create statistics to identify the security 
level of our community

Assessment Sheet
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Lessons Learned

Publications ● Security Baseline
● Security Assessment Sheet

● Received almost no feedback
● Feedback we did receive was positive

Presentations ● GÉANT Symposium February
● SIG-ISM April
● Cloud Security Workshop June

● Many of the planned presentations 
could not be held

● Little follow-up from these meetings

Assessment ● Self Assessment Pilot
● 3 Organisations

● Requirements are more difficult than 
expected

● Questions updated
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Community Average

Business Functions Current

Policy and Leadership 1,82

People 1,65

Threats 1,50

Operations 1,27
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Compare your Organisation
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Questions 1

Have you heard of the Security Baseline before?
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Questions 2

Did you use the Baseline or Assessment Sheet already?
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Questions 3

Are you interested in being a pilot partner?
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Questions 4

Which additional resources (guidelines, templates, 
examples) do you need to implement the Baseline?
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Questions 5

Are there any other areas to be covered in the baseline?



Thank you
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Any questions?

© GÉANT Association on behalf of the GN4 Phase 3 project (GN4-3).
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Resources & References

• GÉANT Security Baseline
https://wiki.geant.org/x/iDH5Bw 

• Baseline Assessment Sheet
https://wiki.geant.org/x/bwGMC 

https://wiki.geant.org/x/iDH5Bw
https://wiki.geant.org/x/bwGMC

