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Network Development

Optical Time and Frequency Networks - OTFN
Quantum Technologies - QT
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® Network Management as a Service - NMaa$S
e Service Provider Architecture Platform - SPA
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Network Development

Optical Time and Frequency Networks - OTFN
Quantum Technologies - QT

Router for Academia, Research and Education - RARE
GEANT P4 Lab - GP4L




Optical Time and Frequency Networks - OTFN

Exploring approaches for Time and Frequency (T&F) Services in NREN Networks:
« Building upon already existing T&F infrastructure and services
- T&F Gateway - national signal sources and cross-border transfer
- Monitoring and calibration solutions

OTFN training material in the Network eAcademy The OTEN
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https://wiki.geant.org/display/NETDEV/OTEN 4
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Quantum Technologies

Exploring Quantum Technologies (QT) for NREN Use cases

Supporting NRENSs in their QT deployments and EuroQCI
project

« Open Quantum Group meetings and infoshares

- Knowledge hub on the QT wiki

QT training material in the Network eAcademy

https://wiki.geant.org/display/NETDEV/QT

STANDARDISATION
(CURRENT SITUATION)
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RARE - Router for Academia, Research and Education

An open source router OS for R&E use cases

s

upports six data planes:
based on UNIX socket
Libpcap

DPDK

BMv2 (P4)

INTEL TOFINO ASIC (P4)
XDP, eXpress Data Path

\_

\

RARE features (not limited to):
® Interior Routing Protocol
e Dataplane forwarding
e External Routing Protocol
e Link local protocol

Network management

J
S

RARE
rare-users@lists.geant.org

rare-dev@lists.geant.org

rare@lists.geant.org

/
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GP4L - GEANT P4 Lab

Kllswitch-based lab infrastructure interconnected throuh

the GEANT network

\\ dataplane & control plane)

e 4 switches in Europe: AMS, POZ, FRA, BUD
Validation of the RARE/FreeRtr OS routing stack software

World-wide testbed, offering experimental dataplane
programming facilities to researchers to perform
geographically distributed network experiments:
* With the usage of RARE/FreeRtr NOS
e Using a clean slate environment
(i.e use exclusively GP4L without RARE/FreeRtr

/

https://wiki.geant.org/display/GP4L
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https://wiki.geant.org/display/GP4L

Global P4 Lab (September 2023)

Over 20 locations worldwide

Strong collaboration with the DIS and ; o
AutoGOLE/SENSE GNA-G Working Groups



Production Services

Service Provider Architecture Platform - SPA
o and (SPA) Inventory

Network Management as a Service - NMaa$S

perfSONAR

Performance Management Platform - PMP

WiFiMon

TimeMap

Argus

Network eAcademy




? P A Service Provider

Architecture

SSP GUI —_— = _o_‘ —_— =
—ITI— | API o,

SPA is a modular distributed platform to orchestrate and
automate network services in the GEANT and NREN network

X Service orchestration Microservices
infrastructures.
Self: i rtal
elf- service portal
Support the E-
service Common
lifecycle of information
all ne'fwork model i_oo Service orchestrator
Design a services =\ 5
LEGO® type Orchestration Reusable
of service (workflows) components - - - -
hitecture Service CRM Service Resource Service Service
archi activation inventory inventory catalogue testing
Use
t ti TMF
au : Ta '°rn Frameworx
AL compliant [}
possible o%
tmferum .

N

® Process- and service orchestration and automation in action spa@lists.geant.org
® Used for the GEANT Connection Service (GCS) https://wiki.geant.org/display/NETDEV/SPA

e Test service instance available in NMaaS$s 10
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Inventory

SPA

Resource Inventory and Service Inventory implemented as a stand-alone application

e Storage for the information about resources and service instances

One of the key components of SPA

The Source of Truth for automation

Self- service portal

Service orchestrator

P -

N

Inventory version 3 .
- Use of NoSQL (MongoDB) database C{
- Data model can be easily updated/ -
extended and validated aetvation
« Intesting in PSNC/PIONIER @

-

CRM

Order
mgmnt

&

Service Resource
inventory inventory

\

Service Provider
Architecture
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NMaaSs - Network Management as a Service N |V| o aS

nmaas.eu
nmaas@lists.geant.org

A portfolio of network management applications
run as dedicated, cloud-based per-user instance

N AEEEE:: ® N
28 applications available, easy to add new tools o m E= =
Use cases: o TR
* Network/Equipment Management for Small/Medium size networks/ e el —
institutions SQE  [matrix]  emoww  PTEOME
* Project-owned equipment | e || e
* NMaaS Virtual Lab - NEW! o
@ Finfuxos B O
How to use NMaaS? ioite o R || Sty
* Managed service = O | o || =
* Production NMaas$ instance: https://nmaas.eu G rms e e
* Sandbox instance: https://nmaas.geant.org | il | =
* Self-hosted © = P—
« Onyour own NMaasS instance: https://docs.nmaas.eu/install-guide = | = | =
* On alocal machine: https://docs.nmaas.eu/local-vm o o

WiFiMon Zabbix SPA Healthchecks

P ks wxaaw Axwans 1 2



https://nmaas.eu
https://nmaas.geant.org
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perfSONAR o PEMFSO&NAR

https://www.perfsonar.net/

Open-source, modular, flexible architecture for IPv4 and 0
; PP GEANT INTERNET.
IPv6 active network measurement and monitoring

Greenland

Some GEANT’s recents contributions:

* Lookup Service dashboards

* Microdep integration with perfSONAR
* On-demand perfSONAR Graphical User Interface (psGUI) '

OpenSearch pSConfig

OpenSearch :

Discovery

Visualization

ion

pSConfig

Archiving

Configurati

Logstash
Over 2000 registered hosts in more than 1000
organisations around the world

pScheduler

Supported on Ubuntu 20

More OSs to follow in early summer
(EL8, EL9, Ubuntu 22, Debian 11) 13

uonensifay asinIas dn)yoo



https://www.perfsonar.net/

Performance Measurement Platform - PMP

Exploring the performance of the GEANT backbone while
experiencing perfSONAR on small nodes

® Low-cost hardware nodes with pre-installed perfSONAR
software and deployed in GEANT collaborating organisations
in Europe and Africa.

e Central components including a central Measurement Archive
(MA) and a Dashboard.

e Measurement points in the GEANT backbone network

e PMP data analysis for new service report using Al/ML

In green: Countries with the PMP service coverage in Europe

Dashboard: https://pmp-central.geant.org/maddash-webui/
Contact: perfsonar-smallnodes@lists.geant.org

14
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TimeMap

[ Per-segment latency and jitter monitoring tool ]

Based on TWAMP (RFC 5357)
Easy and quick modular installation
Initial Al-based anomaly detection implemented

Deployed in the GEANT backbone network

Documentation -
e TimeMap J 3:m
e Code and documentation ;m ‘
e TimeMap page o _ l
S T e e I L 1 oy T~

Sms
04:00 04:30 05:00 05:30 06:00 06:30 07:00 07:30 08:00 08:30 09:00 09:30

== roundTripTimeAverage == roundTripTimeMax == roundTripTimeMin == roundTripTimeMax_Anomaly



https://timemap.geant.org/
https://timemap.geant.org/
https://gitlab.geant.org/gn4-3-wp6-t1-lola/timemap_public
https://network.geant.org/timemap/

Open State Acked Sources

CLOSED BOTH  ACKED  UNACKED s y

‘ o
Incidents =
= = =
& ’ T
.

.
0 B an o @

(m] [+ - criicel ) \ pleorg  boxd -gsw.customer! 192:168.0.1 e

L 3

{An alarm aggregation and correlation tool ] o = e -
o =% @ oo o A - . i

/ e Asingle unified dashboard and \
notification system for aggregated
incidents from all monitoring applications ~\

e Based on the CNaaS$ use case CLOUD
e In production in Sikt and SUNET ZABBIX

K' A production service since Sept 2022 / Nagios
Juniper

drivenby Mist AT M.

—
|
=
]
|
<+

REST API

-@
V4
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Ticket system of your choice

https://wiki.geant.org/display/netdev/argus
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WiFiMon

A WiFi network monitoring and performance verification system

WiFiMon is a WiFi network monitoring and performance
verification system. It is capable of detecting performance
issues, visualising the achievable throughput of a wireless
network for each user, and providing technical information
about a WiFi network (e.g., signal strength, link quality, bit
rate, etc.). WiFiMon leverages well-known performance
verification tools (e.g., Akamai Boomerang and Speedtest)
and in addition uses data from the WiFi physical layer in order
to gather a comprehensive set of WiFi network performance
metrics.

WiFiMon Operation Modes

WiFiMon can operate in two different modes which can be used either
separately or together

Hardware Probe
Measurements

Software Crowdsourced
Measurements

—
>

WiFiMon

Technology and vendor agnostic

WiFiMon can be deployed on any WiFi network as it monitors the performance
on the network layer. It can also provide additional benefits in 802.1x enabled
networks including eduroam in which case users can make various performance
analyses per access point, per user, etc.

Fine grained information on network
performance

S PR

WiFiMon shows the end-user (mobile client)
behaviour on a network, its perception about the
responsiveness of the network and the speed of
web resource downloads, correlation of the
performance data with end-user data, and data
analysis with an effective query builder.

o)

imon

Easy to deploy

WiFiMon is a software image (also available as a
Docker Image) and can be easily deployed on an
NREN/University network on hardware or software
probes.

Active monitoring with low network
overhead
[ ]

1'9";5(.3”.4']"»"_{

WiFiMon active measurements are not
significantly invasive and do not use any
significant bandwidth. One WiFiMon
measurement is comparable to one average 17
web-page download (load speed).


https://wiki.geant.org/display/WIF/WiFiMon+Home

Network eAcademy

Powered by:

NGLAD

GEANT LEARNING & DEVELOPMENT

OAV Training ( )

ARCHITECTURES
)
.7
0 Architecture Quantum
/Mapping Training

(y Maturity
Model

18
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Functional Blocks in the TM Forum
OPEN DIGITAL ARCHITECTURE (ODA)

eAcademy

Legend

/ ®  Document
® Released / ® 1ol
P Exchange point
@ _ You can jump back and forth

¥ between this station and all
exchange points at any time

Tracks

GENERAL INTRODUCTION

AGILE, DevOps, CI/CD

DECOUI
INTEGRATION

PRODUCTION

ENGAGEMENT
MANAGEMENT

PARTY MANAGEMENT

CORE COMMERCE

MANAGEMENT

INTELLIGENCE
MANAGEMENT

USE CASES AND EXAMPLES

Network Automation

INTRODUCTION
TO OAV OAV ARCHITECTURE
REQUIREMENTS FOR NRENS
INTRO TO DATA MODELLING,
DATA FORMATS AND PROTOCOLS
API TOOLS PROTOCOLS FORMATS DATA MODELLING

& . 2 S o SO & & ¢ &

3 S & 3 2 S & ¢ & SRS
S &8 I T P R & & &S §
<& & J Gl N & r 20 &

FEFFTFT T FTEEETE FEFTEITSE

9 THE OAV ARCHITECTURE
(S BLUEPRINT

INTRO TO CI/CD

DATA ANALYTICS
.

BIG DATA STORAGE

INTRO TO INTELLIGENCE

! S
> 8
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ot &
Q8 —eo S &L
O & | OQ- &
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& > p—eo—
S
AUTOMATED CONFIGURATION MANAGEMENT
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CONTAINER BASED HYPERVISOR BASED | < (_
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& Q 3
S
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Quantum Technologies eAcademy

Available courses

Quantum Technology eAcademy \
QUANTUM > 4
ALGEBRA:

QuBits ‘

Category: !

Course creator: Peter Kaufmann

More learning units in preparation

e tsl

Quantum Technology eAcadenmy
QUANTUM
ALGEBRA
OPERATOR
MULTIPLICATION:
VARIANTS

Category:

Course creator: Peter Kaufmann

https://e-academy.geant.org/moodle/course/index.php?catesoryid=54

) ﬁl
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OAV Terminology

Terminology and Glossary of terms related to:

« Orchestration, Automation and Virtualisation

standard-based definitik CHEVETr W2 COLLC

° Matu rlty |V|Od€| find them and l.-,-:w"r: u:"-‘ .-ll"“,(l".l'il'l'HTU'
- Artificial Intelligence

Motivation:

- To bridge the terminology gap in the community
- To systematically structure relevant OAV, Al and MM terminology

Published in collaboration with the GNA-G Automation Working Group

OAV Terminology Document

21


https://resources.geant.org/wp-content/uploads/2023/01/GN4-3_White-Paper-Orchestration-Automation-Virtualisation-Terminology-v2.0.pdf

TMForum Open Digital Architecture as a Reference Architecture

Engagement
management
Focpe (communication
Organisations channels)
(Front end, secure
API)

Things

Decoupling and integration

Party management

(customers/partners)

Decoupling and integration

WHAT
Core commerce management

(Order, catalogue, product, SLA, problem handling)

Commercial view

Decoupling and integration

HOW
Production

(CFS, RFS, orchestration operational domain management)

Technical view

Decoupling and integration

Intelligence
management

(analytics,
operational reality)

(closed control
loop, autonomics)

22



NMaas Architecture

User end device

|Contamner environment ;

4 NMaa$
Shibboleth SP

Database

kubernetes

Extomal reposi

| git chent | HELM
! T

1]
vy

—> GitLab

_sykubernetes

NMaa$ Platform
- . /INTELLIGENCE MANAGEMENT
User \iseq; |
database domains PARTY MANAGEMENT
NMaa$ database
Portal
NMaa$ Product Confluence page PLM
Users 2 S CORE COMMERCE Knowledge Base
eduGAIN ‘ applications || inventory au"s‘:elrpvl:'ll proﬁles W MANAGEMENT. NMaas$ Confluence space
Network |
c
operators 8 S
2 - ~. ¥ y N\
E PRODUCTION s |/ \
Application deployment
: £
ENGAGEMENT | 8 orchestration E
MANAGEMENT | O 2 External availability
E monitoring solution 2
Helm charts Docker image Confluence page with 2 -com| %
s i " 3 2 & £
Integrated Kubemetes |
cluster monitoring and 3
alerting solution g
Helm client || NMaa$ Janitor H
S | L
. ical domait ical domain Technical domain s 8
/ — E
: Cloudflare \ &)
\_ Kubernetes Gitiab DS g o E// /
Application Application Application
deployment configuration access

domain domain domain
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https://www.geant.org/Resources/Documents/GN4-3_White-Paper_NMaaS-OAV-Architecture-Analysis.pdf

Service Provider Architecture

] E:ommand—line client application -]

Service orchestrator

inventory | |activation

B O®

filil

ali

a0
L)
Ssp
Users
ENGAGEMENT
MANAGEMENT
eduGAIN

PARTY MANAGEMENT Customer 2l Party
management APL management AP|

gement gement
CORE COMMERCE MANAGEMENT, Catalogue T
; &

SPA-OAV-Architecture-Analysis



https://resources.geant.org/wp-content/uploads/2022/02/GN4-3_White-Paper_OAV-Architectures-002.pdf#page=19

NMaa$S and SPA Architectures

User end device

,( ontamer environment

NMaas
edu\ Shibboleth SP

Portal | git chent |

‘ [ ] NMaas @]
S [___] Janitor
Database < ="

kubernetes

NMaas
Helm client

O

skubernetes

NMaasS®

uuuuu

—
mj

Self-service portal ] E:omman&line client application -}

O P EE

©

Service orchestrator »
[ = ]
Service CRM Order Service | |Resource | | Service Service
catalogue mgmnt inventory | |inventory | | activation testing

fiilf

S P A Service Provider
Architecture
@@




NMaaS and SPA Architectures

NMaas Platform
User
e database PARTY MANAGEMENT
Portal
NMaa$ Product Confluence page PLM OMME
Users eduGAIN icati inventory ||| user VPN profiles COR:A(;‘ AGBER(lﬁ
catalogue || database |||and IP assignment Order
Network |
operators §
E 7 PRODUCTION
& Application deployment
ENGAGEMENT | 8 orchestration
(5]
Helm charts Docker image Confluence page with
|
Helm client || NMaas$ Janitor |

Technical domain |

Technical domain

Technical domain

Cloudflare
\; O Kubemnetes DNS
Application Application
deployment access
domain domain

Decoupling & Integration

/ INTELLIGENCE MANAGEMENT ",

Knowledge Base
NMaas Confluence space

External availability
monitoring solution

com]

Integrated Kubernetes
cluster monitoring and
alerting solution

@
2
=
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o
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8
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ENGAGEMENT
MANAGEMENT
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Digital Architecture Analysis

Mapping NREN & use cases architectures to a common blueprint, the TM Forum
Open Digital Architecture (functional architecture).

Align efforts Collaboration Interoperability

/NREN Architectures\ /NETDEV Architectures\ /Other Use Cases

[ J CARNET PY Argus ° 5_ ) ONAP
e CYNET e EOSC e SENSE
e GEANT : g;\)iaas e ETSIGANA e TALENT
GRNET E— e ETSIOSM

¢ =R e ETSIZSM
e HEAnet . —GVM
e PIONIER e MEFLSO

K. SURF J K J \o Open Baton
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Maturity Model for Orchestration, Automation and Virtualisation (OAV)

A self-assessment tool as a digital transformation progress indicator:

- 31 questions

- Data is used for analytical purposes only

>

- Report is sent to the person defined in survey

ENERGISE
FLY
kv RUN Proactive
+ Auto discovery of
vices
o
ases

CRAWL Reactive
SIT oc o
ne o

- Individual responses not published

ORGANISATION REACH

MINDSET ADOPTION

OAV MATURITY MODEL 4§/

https://www.surveymonkey.com/r/SPYDQVB
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NETDEV Incubator




NETDEV Incubator

A mechanism to include new work during the project

Simple proposal procedure following simple rules

A proposed project MUST be:
e Relevant to the NETDEV project (GN5-1 WP6)
* SMART: Specific, Measurable, Achievable, Resource- and Time-bound
* With evident interest for the results from the community

https://wiki.geant.org/display/NETDEV/NETDEV+Incubator

30
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Forthcoming Events

November
8 Nov, OAV Maturity Model Workshop, Paphos, Cyprus
« 14-15 Nov, SIG-NOC meeting, Dublin, Ireland
14 Nov, GNA-G Community Meeting at SC23, Denver, Colorado, USA
22-23 Nov, CTO Workshop - Network and Network Technologies, Amsterdam, NL
. 30 Nov, GEANT Infoshare - NMaa$ Virtual Labs for Education

December

- 8 Dec, GEANT Infoshare - Relying on RARE for DDoS Attack Protection
12-14 Dec, GEANT Project Symposium 2023

31
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Thank You!

netdev@lists.geant.org

www.geant.org

. Co-funded by
the European Union
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