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« Few words about GEANT-5

 Global P4 Lab

«  Current footprint
 Nodes & links composition
« NMaasS as monitoring system
« 2 types of GP4L usage
Network experimentation :
 Tools conceptions “around” the network

e Automation & Orchestration
 Final words




[TL;DR]
GEANT-5 in a nutshell



GEANT-5 in a nutshell
GE(A>NTQ H European

Commission

Networks « Services « People

- GEANT-5 is under Horizon Europe
« Research and innovation funding programme until 2027 »

GEANT-5 encompasses 43 countries
is in 1%t iteration =» GN5-1 till end of 2024
« GNb5-1is divided into:
- Work packages that in turns are divided into Tasks

« Tasks can include inter-related subtask
- Global P4 Lab is included in WP6-T2 (aka. platform)



Global P4 Lab.
aka “GP4L” in GN5-1



Global P4 lab: “Persistent Programmable testbed” current footprint [2023/09]



Global P4 lab: Extensionat Geneva
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Global P4 lab: Node types

Available now in GP4L !
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Global P4 lab: Links

GCS / OpenNSA
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Grafana
5

Open source analytics & monitering
solution for every database

Routinator
Frddkdo

RPKI Validator

O wifimon

WiFiMon
Foddkdo

Wireless Crowdsourced
Performance Monitoring and...

Global P4 lab: Monitorig NMaaS@&®

Prometheus
5

Monitoring system & time series
database

WebDAV Server

5

WebDAV Server with Git versioning

ZABBIX

Zabbix
Foirkirko

Enterprise-class monitoring solution
for networks and applications

*icinca

Icinga2
Fordkrko

Scalable and extensible monitoring
system

Uptime Kuma
5

Self-hosted monitoring tool like
"Uptime Robot"

SPA
3

SPA
Fedrded ko

SPA for the E-Line service

SPA
Yy

SPA Inventory
Fododrdedo

Resource and Service Inventory
with TMF-compliant API

‘_r netbox

NetBox

5

Infrastructure resource modeling
application

J

Healthchecks
Frddekdo

A cron monitoring tool



GPA4L usage: Network experiment = Multicast with

1- BIER MPLS core

2- AMT-relay
(AMT=Automatic Multicast Tunnel)

3- Unicast = Multicast translator
4- Can you guess the missing piece
of the puzzle ?

(S,G) advertisement !
(Application software?)

Containerlab Topology
\ Unicast to multicast translator
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=

translated
target source target age last timeout pack byte
62.40.109.31 2262 62.40.109.31 57453 232.123.41.49 1234 14:49:53 00:00:00 00:01:00 17750667 20732779056
62.40.109.31 2262..62.42.100.21 80016 0227 123 64,332 1224  14:49:53 00:00:00 00:01:00 44792394 52317516192
62.40.109.31 2262 62.40.109.31.56946 232.123.9.30 1234 14:49:53 00:00:00 00:01:00 95777049 111867593232
A2.40.109.31 2262 62.40.125731 61381 232.123.97.117 1234 14:49:53 00:00:00 ©0:01:00 38054341 35103470288

62.40.109.31
AvBeledov=0tte=Chrick={ravision 4.0.0-Ye 00=ga-48142361a)

[000060000051c000] main libvlc: Running vlc with the default interface. Use 'cvlc' to use vlic without i= ee
[ee006000010280cB] bonjour services discovery: starting discovery

[6000600001018d8A] upnp services discovery: Initializing libupnp on 'utun3' interface

[e0006000010212680] main services discovery error: cannot join multicast group: Invalid argument
[e000600001021260] main services discovery error: cannot join multicast group: Can't assign requested
[0000600001021260] main services discovery error: cannot join multicast group: Invalid argument

[e000600001021260] main services discovery error: cannot join multicast group: Invalid argument
[0000600001021260] main services discovery error: cannot join multicast group: Invalid argument WELCOM E To

[e0006000010212680] main services discovery error: cannot join multicast group: Invalid argument

[e000600001021260] main services discovery error: cannot join multicast group: Invalid argument )

[e0006000010212680] main services discovery error: cannot join multicast group: Invalid argument ‘
s

VLC (VLC Video Output)

[e000600001021260] main services discovery error: cannot join multicast group: Invalid argument

2023-09-07 12:09:00.941 VLC[21907:808725] Warning: Column selection is not supported in view-based tabl

00>).

2023-09-07 12:09:01.137 VLC[21907:808725] Can't find app with identifier com.apple.iTunes

[60B060000AdOdTBAB] amt access error: Native multicast receive time-out

2023-09-07 12:09:05.906 VLC[21907:808725] Can't find app with identifier com.apple.iTunes

[000060000054bB40] window_macosx window: using the mac0S new video output window module

[e00077892a80aall] videotoolbox decoder: Using Video Toolbox to decode 'h264' 1 0'1 4 JUNE 2024
[60B07T892a80a2aB@] main decoder error: buffer deadlock prevented ﬁ =
(00807 F892a86aaB0] videotoolbox decoder: Using Video Toolbox to decode ‘h264* HOSTED BY RENATER

TEUR DE SAVOIRS




GPA4L usage: Tools conception “around” the network ecosystem — Digital twin
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Via GP4L Automation & Orchestration
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GPA4L Orchestration: The Goal

Orchestrate different components of the GP4L
management environment in a user transparent way

User actions in one management tool trigger
automated reactions in other tools/systems/devices

User does not need to do anything other than
essential actions




Automation & Orchestration Use Case

: User keeps * Essential

inventory up-to-date information

= Single Source of for all GP4L
devices

Truth

Auto devices’ health
monitoring

Auto network device
configuration
backup

Keep track of any
subsequent device
changes

Retain history

whenever possible

Delete / deactivate
= pause
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Use Case Tools

« Uptime Kuma

Probes In
Monitoring

User Action in IRA Orchestration 2 Tool
Inventory Process(es) _ _
Configuration
backu
acomundo P

"r netbox

& GitLab
Oxidized
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)v_ n | & admin ~ ]
GPA4L-AMS-01 @

B3 Organization .
Created 2023-09-05 14:45 - Updated 4 minutes ago

-
o= Devices

Device Interfaces [{J) Config Context Render Config Contacts Journal Changelog

Devices Device Management

Region Status m

Site Role router

IB

Modules
Device Roles
Platforms
Virtual Chassis Location Platferm

Virtual Device Contexts
Rack Primary IPv4 172.16.26.151

Pasition Primary IPv6
Device Types
Tenant

.+ )
[+ * )
[+ 2 )

Module Types

Manufacturers Device Type emens 234 (1U)

Description Services

Interfaces Airflow Name Protocol Ports Description

Front Ports Serial Number — No services found —

Rear Port
earForts Asset Tag

Config Template + Add a service

Images

Console Ports
Console Server Ports
Power Ports

Power Outlets

Tags
oxidized:model:rare

Module Bays
Content type Parent Image Name Size (bytes) Created
Device Bays

— No image attachments found —
Inventory Items

Inventory Item Roles

+ + + +
v Ie

Comments

i i
%" Connections e
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Tracking User Actions

Change
device/interface
properties

Add new
device/interface

Remove
device/interface




Devices GPAL-AMS-01[25]

Ping: 194.149.137.199

)_4 All Objects = n 2 admin ~ . Uptime Kuma - = Status Pages ® -
3]

Q
Results [ Filters WPause  [# Edit | W Delete

@D GPaL-AMS-01[25 100000000
@D cPaL-PAR-02[16]  1DIDINNNN liﬁ"' """" @

N stat Tenant Site  Location Rack Manufact Type IP Add Checkevence0 seconds
ame atus ‘enan’ ite ocation acl anufacturer ype ress -
[T GPAL-POZ-02[14] 1RRINNNND

I TINVERI Active | geant siemens 234 1941491371992 (Y
TRV Active | geant siemens 234 |- 4 (/ -] Ping  Avg.Ping Uptime  Uptime

(Current) (24-hour) (24-hour) (30-day)

craL-PAR-02 (XD geant siemens 234 194.149137.19924 (VA e s Tox oo
cra-poz-01 | (I geant siemens 234 140.82.121.4/32 Ve
cpaL-poz-02 (XD geant siemens 234 83.97.93.30/32

Per Page ~ ‘

Showing 1-5 of 5

+ Add Components ~ il / Edit Selected | @ Delete Selected

Status DateTime Message

[emvnmm] 2023-05-19 10:17:32




All Objects = = 2 admin ~ | (@ Uptime Kuma - = Status Pages ®-
Devices GP4L-renamed[15]

Ping: 150.254.160.152
Q
Results () Filters Wrause  [ZEdt | WDelete

X GPAL-AMS-01[25 i
[ £ Configure Table

@ cra-par-02018. 11NN

. . Check every 60 seconds
Name Status Tenant Site Location Rack Role Manufacturer Type IP Address

craavs-01 (D geant siemens 234 62409922532 ([
0% ) GPAL-renamed|[1!

[CXTEIEYIN Active | geant siemens 234 1941491371004 (S Ping  Avg.Ping Uptime  Uptime

(Current) (24-hour) (24-hour) (30-day)

cra-roz-01 (ETD geant siemens 234 m o 0% o
GP4L-POZ-02 geant siemens 234 82.7.93.30/32
GPaL-renamed (ST geant siemens < 234 150.254.160.152/32

Per Page ~

Showing 1-5 of 5

+ Add Components ~ | ~ Edit Selected | @ Delete Selected

Status DateTime Message

Bewnl) 2023-05-  PING 150.254.160.152
19 10:31:50  (150.254.160.152) 56(84) bytes of
data. --- 150.254.160.152 ping
statistics --- 10 packets transmitted,
0 received, 100% packet loss, time

@ Modified device GP 210ms
2023-05-19 10




Oxidized information synchronisation

Devices

Filters

Resu\tsa

Name Status Tenant Site Location Rack Role

GPAL-AMS-01 GEANT
GPAL-PAR-01 GEANT
GPAL-PAR-02 GEANT
GP4L-POZ-01 GEANT

L-POZ-02 GEANT

2023-09-05 15:43 CEST

Manufacturer  Type

234

siemens

siemens

Showing 1-5 of 5

rare-netbox-1069-nmaas-netbox-59868df758-pxcsp (v3.5.2)

| < admin ~

@® Oxidized  Stats

Migration

nodes /
Show 50 - entries

Name Group Last Status
GP4L-AMS-01 wedge-bf100-32x (]
GP4L-PAR-01 wedge-bf100-32x ]
GP4L-PAR-02 wedge-bf100-32x a
GP4L-POZ-01 wedge-bf100-32x (]
GP4L-POZ-02 wedge-bf100-32x ]

Showing 1 to 5 of 5 entries

Oxidized v.0.28.0

Last Update
2023-09-05 15:44:42 CEST
2023-09-05 15:44:47 CEST
2023-09-05 15:44:53 CEST
2023-09-05 15:45:01 CEST

2023-09-05 15:45:08 CEST

Show / hide columns | CRefresh | ‘OReload
Search:
Last Changed Actions
unknown &H
unknown B8
unknown H

2023-09-05 15:45:02 CEST

2
QQQaQaQ

2023-09-05 15:45:10 CEST

2




Devices

Results B Filters

Name Status Tenant Site

GP4L-AMS-renamed
GP4L-PAR-01 [ Active |
GP4L-PAR-02 [ Active

4L-POZ-01

GP4L-POZ-02

+ Add Components ~ # Edit Selected

Location Rack Role

GEANT
GEANT
GEANT
GEANT

GEANT

# Rename | T Delete Selected

Manufacturer

siemens

siemens

Type

IP Address

172.16.26.151/24

® Oxidized  Stats
nodes /

iShow 50 ~ entries
Name *  Model

GP4L-AMS-renamed RARE
GP4L-PAR-02 RARE

GP4L-POZ-02 RARE

'Showing 1 to 3 of 3 entries

IOxidized v.0.28.0

Migration

Group
wedge-bf100-32x
wedge-bf100-32x

wedge-bf100-32x

Last Status

a
a
a

Last Update
2023-09-05 16:15:19 CEST
2023-09-05 16:15:09 CEST

2023-09-05 16:15:14 CEST

Show / hide columns || CRefresh | OReload
Search: ‘
Last Changed Actions
2023-09-05 16:15:20 CEST o (]
unknown ® B8 C
unknown o (6]

Previous Next ‘




Ready, Set, Go!

®
o o ‘e
0@ °.
All tools are @
egavailable in NMaaS

* NetBox

» Oxidized

« Camunda with
Uptime Kuma

Orchestration
configuration

 API points

« webhooks

* ssh key

* user credentials

» e-mail notifications

Start using

NetBox

synced info in
Uptime Kuma
and Oxidized


https://nmaas.eu/

Get the tools to talk to each other...

Configuration

Base

O
e camunda

Username for the Camunda administrator *

admin
Password for the Camunda administrator * G e n e r al
Camunda

Configuration

NetBox APl URL *

Webhooks Default Camunda email recipient *

NetBox
NetBox API token * AP I

Filters Send email on create *

Username for the Uptimekuma web user

Object Job  Job HTTP
types. Enabled Create Update Delete start end method

E-mail
Send email on pause * nOtIflcatIOnS
® e setup

No

Password for the Uptimekuma web user * U p t | me
Kuma GUI

Password for the Uptimekuma AP1 * & A P I

Device x " v x x POST

P

Send email on resume *
Oxidized Git repasitory URL *

® Yes
) No

= oo

Email to receive the i access SSH public key *

NetBox API URL *

The name to use for all Git commits dleated by Camunda *

The email to use for all Git commits cleated by Camunda *

J Git&
Oxidized

hetbox

69-nmaas-netbo
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Future work

This use case targets the GP4L admin side

Next: Introduce automation and orchestration for
the GP4L users

« Reservation booking process
« Automated monitoring
« Automated configuration handling




Thank You!

Any question or comment? Please contact us at



mailto:gn5-1-wp6-t2-gp4lab@lists.geant.org

