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NOC Functions

NOC Functions 2023 2016 2019 2023 Trend

Monitoring 1 1 1 0

Problem Management 2 2 2 0

Ticketing 3 3 3 0

Knowledge Management and Documentation 8 6 4 2

Reporting and Statistics 5 4 5 -1

Communication, Coordination and Chat 7 10 6 4

Configuration Management and Backup 6 5 7 -2

Performance Management 4 7 8 -1

Inventory Management 12 9 9 0

Resources Management 14 12 10 2

Out-of-band Access Management 10 11 11 0

Change Management 9 13 12 1

Training 13 NEW

Security Management 11 8 14 -6

Data Aggregation, Representation, Visualization 15 15 15 0

DDoS Mitigation 13 14 16 -2

Orchestration, automation and virtualisation 16 17 -1

Source:

SIG-NOC 

Tools Survey

2023
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Monitoring Tools
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Monitoring: Percentage of Users per Tool (Top-10)

On average, each institution uses 11.5 different tools for monitoring
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Performance Management Tools
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Performance Management: Percentage of Users per Tool (Top-10)

On average, each institution uses 5.7 tools for Performance Management
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Configuration Management and Backup Tools
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Configuration Management and Backup Tools: Percentage of Users per Tool (Top-6)

On average, each institution uses 2.3 tools for Configuration Management and Backup
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Data Aggregation, Representation and Visualisation Tools
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Data Aggregation, Representation and Visualisation: Percentage of Users per Tool (Top-10)

On average, each institution uses 3.8 tools for Data Aggregation, Representation and Visualisation
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Reporting and Statistics Tools
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Reporting and Statistics Tools: Percentage of Users per Tool (Top-10)

On average, each institution uses 4.4 tools for Reporting and Statistics
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Inventory Tools
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Inventory: Percentage of Users per Tool (Top-8)

On average, each institution uses 2.6 tool for Inventory Management
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Resources Management Tools
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Resources Management : Percentage of Users per Tool (Top-8)

On average, each institution uses 2.4 tools for Resources Management
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On average, each institution uses 11.5 different tools for monitoring

On average, each institution uses 4.7 different tools for problem management

On average, each institution uses 1.5 tools for Ticketing

On average, each institution uses 5.2 tools for Knowledge Management

On average, each institution uses 4.4 tools for Reporting and Statistics

On average, each institution uses around 6.4 tools for Bidirectional Communication

On average, each institution uses around 2.8 tools for Unidirectional Communication

On average, each institution uses 2.3 tools for Configuration Management and Backup

On average, each institution uses 5.7 tools for Performance Management

On average, each institution uses 2.6 tool for Inventory Management

On average, each institution uses 2.4 tools for Resources Management

On average, each institution uses 3.4 tools for Out-of-Band Access Management

On average, each institution uses 2.4 tools for Change Management

On average, each institution uses 6 tools for Security Management

On average, each institution uses 3.8 tools for Data Aggregation, Representation and 

Visualisation
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Some GÉANT’s recents contributions: 
• Lookup Service dashboards
• Microdep integration with perfSONAR
• On-demand perfSONAR Graphical User Interface (psGUI)

Over 2000 registered hosts in more than 1000 
organisations around the world

perfSONAR
https://www.perfsonar.net/

Open-source, modular, flexible architecture for IPv4 and 
IPv6 active network measurement and monitoring

Supported on Ubuntu 20
More OSs to follow in early summer 

(EL8, EL9, Ubuntu 22, Debian 11)
perfsonar@lists.geant.org

https://www.perfsonar.net/
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Performance Measurement Platform - PMP

Exploring the performance of the GÉANT backbone while 
experiencing perfSONAR on small nodes

● Low-cost hardware nodes with pre-installed perfSONAR
software and deployed in GÉANT collaborating organisations
in Europe and Africa.

● Central components including a central Measurement Archive 
(MA) and a Dashboard.

● Measurement points in the GÉANT backbone network

● PMP data analysis for new service report using AI/ML

● In green: Countries with the PMP service coverage in Europe

Dashboard: https://pmp-central.geant.org/maddash-webui/
Contact: perfsonar-smallnodes@lists.geant.org

https://pmp-central.geant.org/maddash-webui/
mailto:perfsonar-smallnodes@lists.geant.org
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TimeMap

Based on TWAMP (RFC 5357)

Easy and quick modular installation 

Initial AI-based anomaly detection implemented

Deployed in the GÉANT backbone network

Documentation
● TimeMap
● Code and documentation
● TimeMap page

Per-segment latency and jitter monitoring tool

timemap@lists.geant.org

https://timemap.geant.org/
https://timemap.geant.org/
https://gitlab.geant.org/gn4-3-wp6-t1-lola/timemap_public
https://network.geant.org/timemap/
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WiFiMon

WiFiMon

A WiFi network monitoring and performance verification 
system wifimon-ops@lists.geant.org

https://wiki.geant.org/display/WIF/WiFiMon+Home
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28 applications available, easy to add new tools

Use cases:

• Network/Equipment Management for Small/Medium size networks/ institutions 
• Project-owned equipment
• NMaaS Virtual Lab

How to use NMaaS?

• Managed service
• Production NMaaS instance: https://nmaas.eu
• Sandbox instance: https://nmaas.geant.org

• Self-hosted
• On your own NMaaS instance: https://docs.nmaas.eu/install-guide
• On a local machine: https://docs.nmaas.eu/local-vm

NMaaS - Network Management as a Service

A portfolio of network management applications 
run as dedicated, cloud-based per-user instance

nmaas.eu
nmaas@lists.geant.org

26

https://nmaas.eu/
https://nmaas.geant.org/
https://docs.nmaas.eu/install-guide
https://docs.nmaas.eu/local-vm
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https://wiki.geant.org/display/netdev/argus

● A single unified dashboard and 
notification system for aggregated 
incidents from all monitoring applications

● Based on the CNaaS use case

● In production in Sikt and SUNET

● A production service since Sept 2022

An alarm aggregation and correlation tool

27

argus@lists.geant.org

https://wiki.geant.org/display/netdev/argus
mailto:argus@lists.geant.org
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Other Approaches
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“An open privacy-aware network measurement, analysis, and 
visualization service 

designed to address the needs of today's international networks.” 

NetSage https://netsage.io/

https://netsage.io/
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What are the top flows by science discipline?

https://sox.netsage.io/grafana/d/ufIS9W7Zk/08d16a29-ef95-5969-bfe3-9737ecc971d5?orgId=1

example
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This is a space where ESnet shares 
public Grafana dashboards of targeted 
data sets. It complements the data 
found at the my.es.net portal. The data 
comes primarily from ESnet's Stardust 
system and provides a flexible way to 
show interesting views of the data.

Stardust https://public.stardust.es.net/ https://my.es.net/
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Information types

• SNMP statistics

• Flow statistics

Stardust
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SNMP statistics

• Top 10 Interfaces by Incoming/Outgoing Rate (SNMP)

• Top Interfaces by Incoming /Outgoing Volume (SNMP)

• Total Europe to US Traffic (SNMP) on Transatlantic Links

• Total US to Europe Traffic (SNMP) on Transatlantic Links

• Total Traffic CERN to US on LHCOPN Circuits

• Total Traffic US to CERN on LHCOPN Circuits

Stardust

Flow statistics

• Top Site Pairs Over Time By Rate (Flow)

• Top Site Pairs By Volume (Flow)

• Top AS Pairs By Volume (Flow)
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MetrANOVA
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New Consortium MetrANOVA to Create a Measurement and Analysis Toolbox for 
Research and Education Networks Worldwide
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A neutral, trusted and open consortium for

Advancing Network Observation, Visualization, and Analysis.

MetrANOVA

https://github.com/MetrANOVA

3 key aspects

• Sharing approaches / models / architectures / components / patterns / best practices…

• Collaboration on effective use of network measurements for network advancement 

• Education and growth opportunities for students and staff

https://github.com/MetrANOVA
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Develop and share open architectures, technical components, design patterns, best 

practices, and policy recommendations to create effective network measurement systems.

MetrANOVA Goals

Provide tools, tactics and techniques to the community

• Educating the R&E community to enable effective use of network measurements for 

operations, engineering, planning, and outreach.

• Creating learning and growth opportunities

• As appropriate, coordinating with other community and industry efforts

• Providing the technical and policy primitives to support controlled sharing

Facilitate the ability to generate multi-data source composite views of R&E cyberinfrastructure
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https://tinyurl.com/57zewzde

https://tinyurl.com/57zewzde
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https://tinyurl.com/57zewzdeMetrANOVA Survey

https://tinyurl.com/57zewzde
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https://tinyurl.com/57zewzdeMetrANOVA Survey

https://tinyurl.com/57zewzde


41 | GN5-1

https://tinyurl.com/57zewzdeMetrANOVA Survey

https://tinyurl.com/57zewzde
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https://tinyurl.com/57zewzdeMetrANOVA Survey

https://tinyurl.com/57zewzde
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https://tinyurl.com/57zewzdeMetrANOVA Survey

https://tinyurl.com/57zewzde
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https://tinyurl.com/57zewzdeMetrANOVA Survey

https://tinyurl.com/57zewzde
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https://tinyurl.com/57zewzdeMetrANOVA Survey

https://tinyurl.com/57zewzde
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https://tinyurl.com/57zewzdeMetrANOVA Survey

https://tinyurl.com/57zewzde
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https://tinyurl.com/57zewzdeMetrANOVA Survey

https://tinyurl.com/57zewzde
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Next Steps for MetrANOVA

Survey results 
analysis
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Next Steps for MetrANOVA

• Considering 

open architectures, technical components, design patterns, best 

practices, and policy recommendations 

based on 

existing systems, expertise and experience from the Consortium partners

• Dissemination activities:

• Presentation at TNC24 

• Other events
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NETDEV Incubator

A mechanism to include new work during the project

A simple proposal procedure following simple rules

A proposed project MUST be:

Relevant to the NETDEV 

project (GN5-1 WP6)

SMART: Specific, Measurable, 

Achievable, Resource- and 

Time-bound

With evident interest for the 

results from the community

Incubator projects so far:

• Optical Time and Frequency 

Networks - finished

• Fibre Sensing focus group – finished

• Workflow Orchestrator Telemetry 

Module – ongoing

• AI ChatBot for the Network 

Automation eAcademy - proposed

https://wiki.geant.org/display/NETDEV/NETDEV+Incubator

https://wiki.geant.org/display/NETDEV/NETDEV+Incubator
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Events
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April

• 18 April, OAV Architecture Workshop (Brussels, Belgium)

May

• 7-8 May, 20th SIG-NOC Meeting (Helsinki, Finland)

• 14-16 May, 4th European perfSONAR User Workshop
(Trondheim, Norway)

June

• 10-14 June, TNC24 (Rennes, France)

• NETDEV, perfSONAR, RARE, nmaas, GP4L, 

• GNA-G, MetrANOVA

• … and more

Forthcoming Events

53

https://events.geant.org/event/1612/
https://events.geant.org/event/1599/
https://events.geant.org/event/1626/
https://tnc24.geant.org/
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Thank You!

netdev@lists.geant.org


