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• NRENs are directly and indirectly involved in EuroQCI initiative and projects

• Both EuroQCI segments are considered – Terrestrial QCI (optical fiber based QKD 
transmission) and Space QCI (free space QKD transmission)

• Space QCI along with the interface to Terrestrial QCI is planned to be part of the 
EU-QCI infrastructure with EU-Secret classification

• National QCIs can establish independent connectivity between its NatQCI 
networks and as complement to EU-QCI and EuroQCI concepts

• NRENs are interested in open source KMS solutions

• From NREN point of view it would be beneficial to have independent KMS links 
between its QKD infrastructures for GEANT activities and technology 
development. 
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• As proof-of-concept it was agreed to establish test infrastructure between NRENs 
that will allow connect interoperable QKD and KMS infrastructures

• GEANT will provide Layer 3 links and services between NREN required to establish 
KMS connectivity. These services can also be secured by QKD services

• NRENs will use its existing QKD and KMS infrastructure to implement ETSI QKD 
020 links
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Certificates for ETSI QKD 020 tests

• For ease, single set of certs made for all API calls. This includes all IPs / host 
names above as SAN fields. CA is created (ca-cert.pem / ca-key.pem) and a signed 
cert (cert.pem/key.pem).

• All servers present cert.pem (SAN fields added for all server IPs / hostnames). 
Clients authenticate server by trusting ca-cert.pem since that CA issued 
cert.pem)

• All clients use cert.pem too. Servers authenticate clients by trusting ca-cert.pem 
which is what issued cert.pem. that clients use.

• (cert.pem was made with KeyUsage = clientAuth and serverAuth fields)
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Certificates for ETSI QKD 020 tests

When Alice Vendor A KME (kme2) issues EXT_KEYS to Bob Vendor B KME (kmet2):

• Vendor A is the client and needs to offer a cert to Vendor B for client auth. The 
cert must be signed by a CA that Vendor B trusts. For example, Vendor A could 
use cert.pem as the client cert to be offered and Vendor B has already set kmet2 
to trust the CA that signed it (ca-cert.pem)

• Vendor B is the server and needs to offer a cert to Vendor A for server auth. The 
cert must be signed by a CA that Vendor A trusts. At present, Vendor B kmet2 
offers cert.pem, which is signed by the CA (ca-cert.pem). Thus, Vendor A could 
add ca-cert.pem as a trusted CA, and then kme2 will accept kmet2 as authentic.
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Certificates for ETSI QKD 020 tests

Main Test: Use CURL to issue GET_KEY to VENDOR B’s kmet3 with remote SAE ID = EKSAE1
 (pass header “X-FORWARDED-FOR = EKSAE2” to spoof the curl command as if coming from EKSAE2 encryptor)

PASS if: Vendor B kmet3 returns a key/key_ID. Calling GET_KEY_WITH_KEY_ID on Vendor A kme1 return the same key for 
this key ID. (this indicates key has been passed correctly using EXT_KEYS at the gateway node kme2/kmet2), repeat the 
above for GET_KEY to Vendor A KME1 with remote SAE ID = EKSAE2)

• e.g. Request from EKSAE2 SAE to get ENC key from Vendor B KME, that should pass key across the gateway using EXT 
KEYS

 curl --cert ./cert.pem --key key.pem --cacert ca_cert.pem      -H "X-Forwarded-For:EKSAE2"     
https://192.168.109.41/api/v1/keys/EKSAE1/enc_keys

• this results in middle Vendor B node issuing the following to middle Vendor A node (equivalent curl command below):

• curl -X POST --cert ./cert.pem --key key.pem --cacert ca_cert.pem -H 'Content-Type: application/json' -d '{"Keys": 
[{"key": "CEICeq8fqVt/hliVeN9D5BMWeujZ3Os3digzgRpxpyM=", "key_ID": "a4e56ec6-5f30-11ec-a445-
6805ca95673c"}],"master_SAE_ID": “EKSAE2","slave_SAE_ID": “EKSAE1"}' 
https://192.168.102.32:7443/api/v1/keys/ext_keys

https://192.168.109.41/api/v1/keys/eksae1/enc_keys
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• KMS and QKD infrastructure is ready to be interconnected between involved NRENs

• VPN and Layer 3 links over GEANT infrastructure under preparation

• ETSI 020 test prepared and ready to be implemented

• KMS links under preparation
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