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Background & Problem Statement
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• NRENs & NOCs deal with massive heterogeneous logs.

• Logs are:
• Unstructured, inconsistent formats.

• Hard to normalize and correlate.

• Require expert interpretation.

• Traditional tools: rule-based, rigid, limited adaptability.
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What LogsLLM Does
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• Standardizes heterogeneous logs into a unified, structured format
• Detects anomalies and correlates related events across systems
• Generates insights in natural language to support NOC operators

• Outcome:
• Faster incident understanding
• Reduced manual analysis
• Consistent, explainable log intelligence
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How LogsLLM Helps NOCs and NRENs
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Comparative Positioning

7

• Compared to Splunk, ELK, Graylog, Datadog:
• Strengths: flexibility, schema-first, explainability, openness.

• Limitations: scale, latency, fewer built-in enterprise features.

• Positioning: complementary layer (adds explainability).
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Indicative Use Cases
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Security Monitoring

• Scenario: Firewall shows surge in failed SSH logins.
• Logs standardized (event_type=failed_login, severity=critical).
• Summary: “2,500 failed attempts from 203.0.113.x in 10 minutes.”
• Operator escalates as brute-force attempt.

• Benefit: Reduced chance of missed alerts.

Cross-System Correlation

• Scenario: Firewall blocks port traffic + Icinga outage.
• Correlated output: “Outage coincides with firewall blocking port 443 from subnet A.”
• Operator investigates misconfiguration or malicious block.

Training/Knowledge Transfer

• Junior NOC engineers see LogsLLM summaries alongside raw logs.

• Summaries help them learn log meaning faster.

• Reduces onboarding time.
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Case Study – Event Volume Analysis
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Case Study - Device & IP Attribution
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Case Study - Malicious Activity Assessment
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High-Level Architecture
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• Data ingestion layer: firewall, Icinga, NetBox, Uptime Kuma.

• Agent 1: Standardization: transforms raw logs → unified schema.

• Agent 2: Analysis: detects anomalies, correlations, summaries.

• Core LLM engine: prompt-driven reasoning.

• Storage: PostgreSQL, JSON schema.

• APIs: FastAPI endpoints
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Multi-Agent Design
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• Agent 1: Standardization
• Input: raw, heterogeneous logs.

• Output: structured JSON (timestamp, severity, message).

• Uses prompt-driven parsing.

• Agent 2: Analysis
• Input: normalized logs.

• Output: anomalies, correlations, summaries.

• Uses LLM-guided contextual reasoning.
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Evaluation of the Standardization Agent - Overview
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• Goal: assess how well the first agent converts heterogeneous logs into a unified 
schema.

• Dimensions:
• Detection – can it recognize and classify events?

• Accuracy – are fields correct and consistent?

• Utility – are results informative for operators?

• Verdict levels: PASS / WARN / FAIL
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Evaluation of the Standardization Agent - Datasets & Models
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• Datasets: Icinga | NetBox | Uptime Kuma | Firewall

• Models tested:
• ChatGPT 4.1-mini

• DeepSeek R1-14B

• LLaMA 3.1-8B

• All models used the same schema & prompts.
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Evaluation of the Standardization Agent - Key Results by Dataset
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Model Detection (Avg) Accuracy (Avg) Utility (Avg) Overall Comment

ChatGPT 4.1-mini 0.95 0.98 0.61

Highest detection & 

accuracy — strong, 

stable results

DeepSeek R1-14B 0.60 0.90 0.58

Rich enrichment 

(utility) but weaker 

detection

LLaMA 3.1-8B 0.80 0.98 0.52
Reliable & schema-

compliant outputs
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Evaluation of the Analysis Agent - Evaluation Overview
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• Setup:
• 4 representative cases (spikes, cross-source correlation, device/IP attribution, config 

impact).
• Models tested: ChatGPT 4.1-mini, LLaMA 3.1-8B, DeepSeek R1-14B.
• 10 runs / model / case with identical parameters (Temp 0.2, Max Tokens 8000).

• Metrics:
• Objective:

• Claims Accuracy (±10 %), 
• Entity Match (Jaccard ≥ 0.5), 
• Severity Match, 
• Inter-run Stability.

• Human Evaluation (0-5): Usefulness | Clarity | Trust.
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Evaluation of the Analysis Agent - Key Results

18

Model
Claims 

Accuracy

Entity Match 

(Jaccard)

Severity 

Match

Usefulness 

(0–5)
Clarity (0–5) Trust (0–5)

Verdict 

Summary

ChatGPT 4.1-

mini
0.96 0.85 1.00 4.55) 4.3 4.9

Highest 

precision and 

interpretability

LLaMA 3.1-8B 0.72 0.65 1.00 3.85 4.0 4.0

Reliable 

reasoning; 

moderate 

contextual 

depth

DeepSeek R1-

14B
0.67 0.58 1.00 3.0 4.0 4.0

Readable 

outputs; 

limited 

analytical 

accuracy
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Conclusion
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1 2 3 4

Complements 
existing 

monitoring 
tools

Multi-agent 
approach 

shows 
strong 

potential

LogsLLM = 
Proof-of-

concept for 
LLMs in log 

management

Sets the 
stage for 
future AI-
powered 

NOC 
operations
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Future Work
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1 2 3 4

Real-time 
alerting 

integration 

RLHF for 
improved 
accuracy

Instruction
-tuned 

Q&A over 
logs

Broader 
deployment 

across 
GEANT & 

nmaas
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