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QCI network operation and monitoring 
tools. Integration and correlation with fiber 

sensing systems such as DAS
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PIOINER-Q project

• 6 partners (PSNC coordinator)

• Start date: 01.02.2023

• Duration: 30 months

• Budget: 10 MEUR

• Deliverables: EU restricted

• Infrastructure
• 1770 km of intercity QKD links implemented in March 

2024, dedicated fibers and KMS network

• Intermediary nodes in main cities of Poland and ready to 

QKD metro system installations

• Each partner has 2 QKD metro systems with encryptors

• NSA connected by dedicated QKD system 

• Additional MAN networks connected.
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• Constant NOC 24/7 365 monitoring of QCI infrastructure. Full MIB base monitoring

• Ticketing system introduced. DAILY verification of all segments quantum channel and system 
statistics (QKD hardware, software or KMS)

• Monitoring of QCI systems during the fiber maintenance works and fiber cuts

• Introduction of new procedures for fiber service teams (2023-2024): optical cables during 
repairs cannot introduce new splices/connectors to maintain average attenauation, fiber 
service teams should not perform the OTDR on QKD dark fiber channel (in order to not 
potentially damage the QKD sources and detectors). QKD physical link verification after QKD 
service restarted.

• Direct QKD system temperature monitoring system introduced in nodes where temperature 
fluctuations affect performance 

• Redundant VM KMS instances

• QKD systems constantly adapt QKD channel characteristics and provide ~700 MB of logs and 
monitoring data each few days

• QKD system performance can be potentially correlated with fiber measureing system 
(especially based on fiber strain) 
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QKD system monitoring in NOC
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QKD system monitoring in NOC
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QKD system monitoring in NOC
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Temperature stability monitoring

Tradeoff between temperature stability and higher temperature levels
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• Distributed Acoustic System can monitor activities in the fiber cable area and detect fiber strain 
intrduced by acoustic events

• QKD system performance is sensitive to fiber strain what is usually reflected in QBER 
fluctuations and changes

• QKD system can provide end-to-end characteristic and performance but cannot locate potential 
location along optical segment where changes occured. It can be correlated with DAS system 
performace, DWDM system performance and statistics

• QKD system operating on dedicated dark fiber can be treated also as specific kind of sensor

• PIONIER-Q network is operating on dedicated dark fibers for quantum channel

• PSNC established DAS system monitoring on one of the QKD segments (~90 km) that runs 
along railway tracks and few km of cable is exposed on surface close to tracks due to the 
maintenance works

Potential integration with DAS and other measuring systems



PSNC – VSB crossborder testbed
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QUANTUM COMMUNICATION ACTIVITIES

TNC22 conference demo
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DAS monitoring
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DAS monitoring



© Poznan Supercomputing and Networking Center

Poznań Supercomputing and Networking Center

DAS monitoring
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