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Data

* OWD
- Measurement frequency is 60
seconds
- 1440 measurements a day

- Average of 3 months of data
taken for training the model
(~130,000 datapoints)



Data

AT = ~3 months
* 1. ROM-LIS 2.CRO-POZ
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OWD distribution (ROM - LIS)
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OWD distribution (CRO - PO2)
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Data preprocessing
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* Per measurement normalization
(same amount of packets each
time)

* Dividing into 256 equal sized
bins
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Model Training (ROM - LIS)
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Model Training (CRO - POZ)
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Model Training (ROM - LIS)

Distribution ot Array Values
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Model Training (CRO - POZ)

Distribution of Array Values

500 -

Frequency

= N w P
o o o o
o o o o

1 1 1 1

o

104 103
Loss Value



Testing the models (ROM - LIS)
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Testing the models (ROM - LIS)

* Thresholds:
upper = le-3

lower = 5e-5

* Results:
over threshold : 145
normal : 344
under threshold : 2397

* 88.1% detected as anomalies
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I Latency ms (ipv4)

New Data Testing (CRO - POZ)

AT =8 days (01.04.2024 - 08.04.2024)

33/11516 histograms
detected as anomalies
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Analyzing anomalies (CRO - POZ)
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Analyzing anomalies (CRO - POZ)
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Current Progress and embracing what is to come

* Current:

* Near Real-Time Anomaly detection
* Tocome:

* LTSM model

* Further anomaly analysis
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