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Quantum Technologies - background

« Allow for the manipulation and exploitation of effects described by quantum mechanics.

+ We are currently in the process of 2nd quantum revolution where quantum mechanics effects are used to enhance
the capabilities of current measurement, simulation, computation and communication technologies.

* ,,Quantum Manifesto” EU document released in 2016. Recognizes importance of quantum area for Europe and
drafts schedule for the research and real life applications. Foundation for future programs.

« Since Quantum Manifesto many programs have been started by the European Comission to support the topic:
Quantum Flagship, SU-ICT-04-2019, Quantum Internet Alliance, activities in ESA, Quantum Communication
Infratructure (QCI). These will be followed under Digital Europe Program in 2021 — 2027.

tac22

NAVIGATING THE UNEXPLORED




Quantum Manifesto, Quantum Flagship and Digital Europe Programs

Quantum Technologies Timeline

https://qt.eu/app/uploads/2018/04/93056_Quantum-Manifesto_ WEB.pdf
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Quantum Manifesto, Quantum Flagship and Digital Europe Programs
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Quantum Manifesto, Quantum Flagship and Digital Europe Programs
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DiGiTAL BN Shaping Europe’s digital future

Home Policies News Library Funding Calendar Consultations

Home > The Digital Europe Programme

The Digital Europe Programme

The Digital Europe Programme (DIGITAL) is a new EU funding programme
focused on bringing digital technology to businesses, citizens and public

LE a DI N G 14 Dfio < a NG administrations.
- . . How to make Europe greener and more digital are the twin challenges for our generation, and our
S e e | 5 success in meeting them will define our future

The European Commission has begun to look at a greener Europe through the lens of the European

Green Deal. At the same time, it is opening up discussions about the move to a more digital world:
the digital transition

1-2JUNE 2021

Digital technology and infrastructure have a critical role in our private lives and business
environments. We rely on them to communicate, work, advance science and answer current Funding & Tender Opportunities >
environmental problems. At the same time, the COVID-19 pandemic highlighted net only how much
we rely on our technology to be available to us, but also how important it is for Europe not to be

dependent on systems and solutions coming from other regions of the world. Paving the way for Horizon Europe >
achieving this goal is DIGITAL programme.

The Digital Europe Programme will provide strategic funding to answer these challenges, supporting ) .
projects in five key capacity areas: in supercomputing, artificial intelligence, cybersecurity, advanced Connecting Europe Facility >
digital skills, and ensuring a wide use of digital technologies across the economy and society,

including through Digital Innovation Hubs. With a planned overall budget of €7.5 billion (in current
pmcef) it aims to accelerate theLecoD})rT\c recovery aLm? shape th? igital llansfcirmallcn of EurAnpe‘s Work as an expert: Call for

s o File Furlmeee bt i ol e

https://leading-the-digital-decade.eu/

https://digital-strategy.ec.europa.eu/en/activities/digital-programme
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Quantum Key Distribution and quantum cryptography background
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« Quantum computing infrastructure can potentially disrupt existing
encryption mechanism

« Store and decrypt later problem

« Post Quantum Encryption Algorithms complement the QKD E(Fg\%_T %AR’T'A\TP%'\{'(

technology

MAY 2021, v2

https://www.enisa.europa.eu/publications/post-quantum-cryptography-current-state-and-quantum-mitigation/at_download/fullReport
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Quantum Key Distribution and quantum cryptography background

* ITU-T formed FG-QIT4N Focus Group to work on the QKD Use Cases - 6 different
classes. New documents published February 2022.

Setting the standard

QKDN Use Cases Class 1:
QKD combined with other cryptographic primitives

» QKD + Encryption: QKD can be combined with either OTP or AES to perform symmetric encryption.

» QKD + Message authentication: QKD can be combined with other authentication primitives to perform
message authentication function, e.g., universal-II hash functions, symmetric key based message
authentication code (MAC).

» QKD + Secret sharing: QKD can be combined with Shamir’s secret sharing algorithm to perform secure
storage function, as detailed in UC-V-020.

7~ QKD + Secure multi-party computation (SMC): QKD raw key can be used to implement oblivious key
transfer to perform SMC., as detailed in UC-V-040.

» QKD +Public key cryptography(PKC): QKD can be combined with PKC including post-quantum
cryptography (PQC) to provide hybrid security guarantee. as detailed in QKDN-PQC-002.
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FG-QIT4N - Focus Group on Quantum Information Technology for Networks

2021 - FG-QIT4N - D1.1 - Quantum information technology for networks terminology: Metwork aspects
of quantum information

2021 - FG-QIT4N - D1.2 - Quantum information technology for networks use cases: Network aspects
of quantum information technologies

2021 - FG-QIT4N - D1.4 - Standardization outlook and technology maturity: MNetwork aspects of
quantum information technologies

2021 - FG-QIT4N - D2.1 - Quantum information technology for networks terminology: Quantum key
distribution network

2021 - FG-QIT4N - D22 - Quantum information technology for networks use cases: Quantum key
distribution network

2021 - FG-QIT4N - D2 3-Part 1 - Quantum information technology for networks use cases: Quantum
key distribution network

2021 - FG-QIT4N - D2 3-Part 2 - Quantum key distribution network protocols: Key management layer,
QKDN control layer and QKDN management layer

2021 - FG-QIT4N - D2.4 - Quantum key distribution network fransport technologies

2021 - FG-QIT4N - D2 5 - Standardization outlook and technology maturity: Quantum key distribution
network




Quantum Key Distribution Technologies and NRENSs

* From the NREN point of view the interesting aspects of quantum technologies and projects are:
*  Quantum Communication
» Quantum Metrology in view of the T&F signals transmission and activities, it requires R&D
* Quantum Communication and Networks and its coexistance with existing networks in principle
* Quantum Computing and its integration with quantum communication and classical HPC services

* These areas are advanced in terms of development and real life application possibilites. Quantum computing and associated
simulation still require substantial development.

* Quantum communication is a base for the Quantum Internet Concept. Quantum Internet Proposed Research Group (QIRG)
and Quantum Internet Alliance (QIA) have been launched and discuss about standardisation.

* Quantum Key Distribution (QKD) can be regarded as example of quantum communication and step toward more advanced
guantum transmission schemes. QKD can be used for more than only encryption keys.
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Quantum Key Distribution Technologies and NRENSs, activities within GEANT

» Within the GN4-3 project, WP6 T1 activities have been formed and ongoing to support and follow QKD and quantum
technologies advancements and its possible application in GEANT, NRENs networks.

« It directly involves GEANT and NREN community in the QKD technology development validation and contacts
with QKD vendors. GEANT/NRENSs have potential capabilities and infrastructure to establish QKD distributed testbeds
in MAN networks (fibers and equipment) and moreover this community already provides wide set of services that rely on
cryptography. Focus on training and education.

« GEANT/NRENSs infrastructure and experience have potential elements to also establish and validate QKD
technology in the current generation data transmission networks and services.

« GEANT Quantum Strategy Group has been formed.
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Quantum Key Distribution Technologies and NRENSs, activities within GEANT

The QKD theory and technologies was explored further on GEANT recent infoshares:

+ GEANT Infoshare: Quantum Technologies - Principles, Challenges and Applications - https://events.geant.org/event/353/

. GEtIANQ' Infoshare: Quantum Key Distribution - Practical Implementations, Challenges, R&E Use Cases and Standardisation
outlook —

https://events.geant.org/event/453/

+ GEANT Infoshare: Quantum Key Distribution (QKD) Simulation
https://events.geant.org/event/991/

+ GEANT Infoshare: Quantum Key Distribution (QKD) Physical implementation and testbed
https://events.geant.org/event/1006/
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Quantum Key Distribution Technologies and NRENSs, activities within GEANT

« GEANT and selected NRENs already established small or large testbeds in different
places and using different QKD and networking technologies to validate and the results
can be a subject of essential comparison that can help to decide the direction of further QKD
tech][_lolo_gy development and improvement especially in the area of standardization and
certification.

- It is important to note that in order to full establish and validate the QKD technology and its
testbed it is essential to further extend cooperation between GEANT/NREN community and
commercial partners and new startups that already develop the QKD equipment and
have significant experience with it.

- The added value of this cooperation is that the GEANT/NREN community can provide the
commercial partners with large, advanced networking testbed and all required use cases
(existing and future) especially in the view of QCI program.
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Quantum Key Distribution Technologies and NRENSs, possibilities within GEANT

« GEANT/NREN community together with the commercial partners have potential conditions,
infrastructures and experience to establish and develop the QKD technology and connected with this
services and technologies. The testbeds, results and developed solutions can be used by both
partners - GEANT/NREN community and commercial institutions to further strengthen its own

services and technologies.

 GN4-3 WP6 T1 activities are focused to expoit above mentioned aspects. It is planned to extend close
cooperation with GEANT/NREN T&F community.
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Examples of activities at NRENs

Selected NRENs have undertaken activities in the Quantum communication area, an example of such projects are TNC18, TNC21
presentation and demos, QIA, OPENQKD, QUAPITAL and EuroQClI.

Post Quantum and QKD algorithms demo - TNC18 conference https://tnc18.geant.org/core/event/96.html

Poznan Hamburg = ANVA Trondheim

Optical Networking

/3w I NORDUnet
E Inband PQ key exchange S E
G’m GBQ OKD over fiber GBQ

100G end-to-end AES256 encryption
2800 km distance
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Examples of activities at NRENs

Live Demo at TNC21 and TNC22 conference — PSNC booth

=~ ADND\/A

Vo &N WUl W AN W

KMS for Multi-vendor Interoperable QKDN
TNC 2021 Demo

ADVA, PSNC and IDQ

https://tnc21.geant.org/demonstrations/#c562
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Machine‘Learning-based-Optical-and-QKD-Network:-
Monitoring

ADVA-andPSNC
IADVA -Optical Networking, Fraunhoferstrasse 9a, Martinsried, Germany,-82152
2Christian-Albrechts-Universitit-zu-Kiel, Kaiserstr.-2,-Kiel,-Germany, 24143
SPSNC, ' Wieniawskiego-17/19,61-704,-Poznan, Poland
mwenning@adva.com

Abstract: We demonstrate a fiber network monitoring-system-based -on‘machine learning -which-
can-detect-and -diagnose fiber-faults-and-hardware failuresin-an-optical network. -Our-system-also-
has-the-capability-of'monitoring the-performance-of-QKD-links.




Examples of activities at NRENs

OPENQKD project

QKD

Austrian Institute of Technology coordinator, PSNC partner OPEII
The planned start date for works is October 2019, 3 years.

PSNC is one of the main testbeds for new QKD solutions.

Implementation of several scenarios and applications using QKD technology.

Development of software for testbed management and performance monitoring, integration with existing
transmission infrastructure.

Participation in the work related to the preparation of the concept of implementing QKD technology into
scientific and operational networks.

Discussion on solutions integrating the transmission of DWDM system signals, quantum channels and time /
frequency reference signals.

Promotion of the project and its results.
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Examples of activities at NRENs

+ OPENQKD Consortium
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Examples of activities at NRENs
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Examples of activities at NRENs
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Current Standardisation Landscape and existing Gaps in the Area of Quantum Key
Distribution
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A Milestone

https://ec.europa.eu/info/funding-tenders/opportunities/portal/screen/opportunities/horizon-results-platform/29227
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Examples of activities at NRENs

QUANtum Photonic Intercity TrAnsmission Lattice (QUAPITAL) - https://quapital.eu/
Driven by 1QOQI Vienna, Austria.
Not supported by any project_ —m‘;l::j?:ctji?:np(rgjzt(ecg\rf];irlzcbtl:;gned)

= Future Plans (No provider contact made yet)

Step towards quantum internet Prague

[o]

Using existing fibre infrastructure.

SAS Bratislava
Munich

lQoaQl Rayka

Sattledt Sittendorf Vienna
Gyor
Gra.
Innsbruck / z Hegyeshalom
/’)"a”a\ -
Trieste

Zagreb Bucharest
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https://quapital.eu/

Examples of activities at NRENs

WELCOME AT

CONNECTING TO QUANTUM
INTERNET

SURF webinar —,,Connecting to Quantum Internet” 15th June 2021
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Examples of activities at NRENs

* Input for QIRG activities

Quantum Internet Research Group (qirg)

About Documents Meetings History Photos Email expansions List archive »
Search
Document < Date { Status < IPR & AD/Shepherd <
Active Internet-Drafts (2 hits)
draft-irtf-qgirg-principles-10 46 pages 2022-02-14 I-D Exists
Architectural Principles for a Quantum Internet IRSG Review : Informational David R. Oran &9
draft-irtf-qirg-quantum-internet-use-cases-12 32 pages 2022-05-15 I-D Exists
Application Scenarios for the Quantum Internet m IRTF stream
Atom feed: All changes Significant | B2 Subscribe to changes | & Export as CSV
IETF IESH 1AB IRTE IETF LLC IETF Trust RFC Editor IANA Privacy Statement

About |ETF Datatracker ~ Version 8.3.0 (main - c89f7¢8). ¥ Report a bug: GitHub Email

https://datatracker.ietf.org/rg/qirg/documents/
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Outline for future activities - EuroQCI

« The Digital Europe programme and Connecting Europe Facility will contribute to funding the
EuroQCI.

« There were two tenders in 2019 and 2020 to prepare studies for future QCI: Assessing the
user needs of a Quantum Communication Infrastructure, detailed system study for a
guantum communication infrastructure.

* QCI is funded by Member States and EC. Member States are required to prepare its own
National QCI strategies and projects.

« Calls target national QCI activities, Cross-border connections and equipment development,
suport for startups.
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Outline for future activities - EuroQCI

« NRENs and GEANT involved in all QCI calls in March 2022:

20 21 22 23 24 25 26 27 2
Study EuroQCI in the DEP work programme 2021-22
+ URD, design, architecture,

security

Topic 1: Create a European Industrial Ecosystem for Secure QCI technologies and systems

Preparatory and first deployment phase SME support grant (75% co-funding rate for SMEs, 50% for other beneficiaries) - 2021
« Establishing first national networks to experiment with QKD technology

Topic 2: Deploying advanced national QCI systems and networks

Operational deployment phase Simple Grant (50% co-funding rate) - 2021
¢ Operational deployment, testing, validation and operationalisation

Topic 3: Coordinate the first deployment of national EuroQCI projects and prepare the large-scale QKD testing and
certification infrastructure

Key activities supported with EC funding from DEP and CEF in 2021-22

¢ Maturing EU quantum communication technologies

. g q . g Topic 4: Deploy a large-scale testing and certification infrastructure for QKD
* Building the national QCI networks devices, technologies and systems enabling their accreditation and rollout in EuroQCI
* Cross-border links between national networks Procurement - 2nd half of 2022

¢ Optical ground stations
* Deployment of a European certification infrastructure (3]
* Coordination of national activities ==

Coordination and Support Action - 2021
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Existing Projects

» European countries started national development initiatives for quantum technologies
* They complement the Quantum Flagship initiative

» The study of National Programs has been included in the GEANT white paper ,Quantum Technologies Status Overview”
https://about.geant.org/wp-content/uploads/2021/12/GN4-3_White-Paper_Quantum-Technologies-Status-Overview.pdf

« Countries:
e Austria
* Croatia
* Czech Republic
*  France
* Germany
* The Netherlands
* Poland
e Switzerland
« UK
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Summary

* GN4-3 WP6 T1 group follow quantum communication technologies developments and advancements.

« GEANT and NREN communities have the infrastructure, services and use cases to fully support Quantum communication
development.

+ Close cooperation established between QKD vendors, GEANT and NRENs
« QKD and quantum communication testbeds, use cases within GEANT and NRENSs are beeing prepared and implemented.
» Close cooperation with Quantum Flagship projects.

* Announcement of results of existing QCI calls and involvement in next QCI calls — this and next year.
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Thank you

Any Questions?

prydlich@man.poznan.pl

As part of the GEANT 2020 Framework Partnership Agreement (FPA), the

project receives funding from the European Union's Horizon 2020 research
and innovation programme under Grant Agreement No. 856726 (GN4-3).
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