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- for event based data analysis
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perfSONAR

Microdep - an add-on for event based data analysis
* “Vanilla” perfSONAR installation
e Configures, runs and collects end-2-end performance measurements
* Visualizes collected data points in various ways (line plots, heatmaps, tables ...)
e ... but also some simple statistical analysis (e.g. powstream'’s delay distirbution, avg, std, ...)
* The Microdep add-on expands simple analysis by ...

. , €.0.
Large gaps: 5 or more consequtive packets lost

Queues: Relative increase >10ms in end-2-end delay

Route error: Destination host not reached (normally being reached)

Route change: Significantly new ips have appeared in one or more hops along route

* GIS-based (map) web-gui for presentation of event-data
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v

output-raw: true o

perfsonar-microdep-map

- perfsonar-microdep-ana

perfsonar-microdep-archive
perfsonar-raw-data [—*
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perfSONAR
Microdep add-on for perfSONAR 5.3

Additional components marked with +

+ Discovery

PStracetree Grafana

Microdepﬂ- psConfig psCompose

dashboard

WebAdmin WebAdmin

. toolkit-webui.json
pSConfig “output-raw”: true (+)

YSLE p http-archiver test: + test: +
sipeline. pScheduler tracreoute latencybg
Raw-data every 10s every 10ms

Configuration

Scheduling| Archiving [Visualization
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perfSONAR
...but in a future release perhaps like this?

PerfSONAR 5.X and Microdep add-on (+)

é n n n Discovery

IS Microdep-map psConfig psCompose

.Tuu R e e PStracetree ( Curve-chart) WebAdmin WebAdmin
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perfSONAR
Add-on installation

* Meta packages for perfsonar nodes
* perfsonar-microdep-archive: Logstash pipeline, raw-data indices
* perfsonar-microdep-map: Map GUI and traceroute viewer
* perfsonar-microdep-ana: Event analysis scripts
* perfsonar-microdep-toolkit. “All-in-one” for toolkit installations
* Installation
* Add perfsonar repo (see https://docs.perfsonar.net/index.html#installation)

e rpm/deb: dnf/apt install perfsonar-microdep-<variant>

Q) ccrovs
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https://docs.perfsonar.net/index.html#installation

perfSONAR
Add-on configuration |

* Tests and tasks
 latencybg: “Feeds” gap-, queue- and jitter-analytics

* Important! Enable output-raw in test spec, either via psCompos GUI or by
adding “output-raw: true” in JSON spec file.

e traceroute: “Feeds” route-error and reoute-change analysis
» Separate analysis for UDP and TCP traceroutes
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perfSONAR
Add-on configuration Il

 Connecting “things” together
* microdep-map — microdep-archive

* In /etc/perfsonar/microdep/mapconfig.yml an “archive:”
specification routes the map gui to a certain archive,
e.g. https://psdemo-archive.uninett.no/opensearch

* microdep-ana - microdep-archive

« psconfig archive ana. sh on archive node generate a spec to be

placed in /etc/perfsonar/microdep/microdep-ana-archive.json
on analytic node

* Microdep-ana — microdep-archive
 <next slide>
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perfSONAR
Add-on configuration Il

* Tuning analytic scripts
« /etc/perfsonar/microdep/microdep-gap-ana.yml
* Holds “owamp:” which specifies the archive to look for raw data in
* Hold a set of tuning parameters for gap, queue and jitter detection.
« /etc/perfsonar/microdep/microdep-trace-ana.yml
* Holds “pssrc:” which specifies the archive to look for raw data in
* Hold a set of tuning parameters for route-error and route-change detection.
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Demo time!
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perfSONAR
perfSONAR with Microdep - example architecture

perfsoner-deb.uninett.no

perfsonar-microdep-map

psdemo-ana.uninett.no

perfsonar-rpom.uninett.no

perfsonar-microdep-ana

output-raw: true

perfsonar-microdep-archive
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The end

(... or more slides with misc details ...)
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https://microdep.sikt.no

Microdep packet sensor in production

* End-to-end 24/7 latency measurements o RS s AN L LR
* UDP probes: 100 pkt/s | AN ;,_9
e traceroutes: 10 s intervals V..
» ICMP “back scatter” monitoring R m——— Y

e ~240 end-to-end flows in global topology A |
» 8 DC nodes (amazon, azure, google) B MLm o

* Real-time event analysis

Loss pemmary

* Gaps (>5 packets lost, > 50ms) i
» Queues (diff in latency from min latency) XL\
i s
* Route changes and failures (traceroute) m,_ s
-l

* Event correlations (gap + routechange)
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perfSONAR
Toolset history

* 15 years ago:
* perfSONAR’s focus: performance tests + scheduled measurements
* Uninett (Sikt) Microdep’s focus: small time scale outages + 24/7 measurements
* perfSONAR impractical for Microdep => “home grown” system

» ~10 years later: Microdep adopts Elasticsearch, scale of prod-system increases,
event based analysis pioneered and map-based web-GUI development begins

* 2024:

* perfSONAR 5 supports latencybg test (since long) and adopts Opensearch as
database.

* Microdep merging into perfSONAR as addon package.
» Grafana as visualisation GUI also fro Microdep

@ ESnet  geant U INDIANA UNIVERSITY 1N TE%NET UNIVERSITY OF MICHIGAN




perfS@ONAR
Gaps / packet loss events amazonuw2-mp o troncheim-mp

Unavailability (ppm) 1297.33

Queue (ms) 0.1

. . Jitter (ms) 0.04

* Windows of 2000 pkts studied Min delay (ms) 98.33
Big gaps (#) 87 .

* Gap event = 5 or more pkts lost, i.e. 50 i e

ms downtime ~NEEm

Plot | Queues || Unavailability (ppm)

5 SUCCESSfU” pktS ends gap . Day TimeTime lost (ms)Queue (ms)

] | 06 06:51 8720 4.438

* Stats on head and tail of gaps (50 pkts) | s i

. . 06 DG:.SE 6630 4.358

* Smaller gaps + other stats in daily 06 02:46 5370 0.103

06 06:44 5120 0.091

Summary reports 06 06:47 4900 3.907

06 07:00 4370 1518.258

06 07:04 3800 19.705

06 04:40 3730 0.041

06 06:59 3010 1911.002
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~ ! #1 Queue (ms) 5 #2 Jitter (ms) B

From azure-mp to trondheim-mp

day v | 2024-09-06 Prev |Next Unzool m

Queues / Jitter events =

* Mindelay = min one-way delay in window
* Jitter definition from RTCP (rfc3550)

Jitter (ms)

- ... but show only minor variances MW”W“M”“”"””W
- Order of few ms I e
* Queue-buildup events by change in
differential one-way delay
- (delayB — delayA) — mindelay s
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perfS@ONAR

Route faillure events

L L - -
— 1649029226 starttime 01:40:26
1 RO ute fal I u re — (( n ever e n d I n )) trace ro ute traceroute to 189.185.116.52 (mp-cph.nordu.net) 3@ hops max, 60 byte packets
100.64.102.1 (100.64.102.1) 0.424 ms 100.64.102.2 (100.64.102.2) 0.584 ms 100.

1
2 100.64.0.1 (100.64.0.1) 0.718 ms 195.178.64.232 (195.178.64.232) 2.856 ms 2.86
3 195.113.235.89 (195.113.235.89) 3.886 ms 3.861 ms 195.178.64.232 (195.178.64.2
4 62.40.124.29 (cesnet.mxl.pra.cz.geant.net) 8.4083 ms 195.113.235.89 (195.113.23
5 62.40.124.29 (cesnet.mxl.pra.cz.geant.net) 8.595 ms 8.487 ms 0.681 ms 0.613 ms
6 62.40.98.69 (aed.mx1l.ham.de.geant.net) 15.240 ms 62.40.98.192 (ae8.mxl.fra.de.
7 62.40.125.206 (nordunet-bckp2-gw.mx1l.ham.de.geant.net) 15.527 ms 15.486 ms 62.
8 62.40.125.206 (nordunet-bckp2-gw.mx1.ham.de.geant.net) 15.366 ms 189.105.97.56
9 109.105.97.56 (dk-ore.nordu.net) 20.216 ms 25.275 ms 20.303 ms 109.105.97.197
10 109.105.99.180 (dk-ore-fw.nordu.net) 20.115 ms 109.185.97.207 (dk-ore-sw-a@l.n
11 189.105.99.180 (dk-ore-fw.nordu.net) 28.589 ms 20.161 ms 20.542 ms 26.113 ms 2

- FInd «* * * ** %5 at max-hops W

* Detect periodes with route failures

* Report ICMP errors :
- Network unreachable (N!) :
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Route change events

* Route change = significant new route

* Detects change in distribution of seen ip
addresses for each traceroute hop

- Differential cross entropy

* «Learns» which route changes are normal
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Correlated events

* Gap and routechange in same time window

* Downtime + path anomality

* ldentity and ASN of responsible router

. Day Time lost

Time Events (ms) ASN |IP
| 20 15:17 gap, routechange, gap 5270 224 128.39.230.104
201517 foutechange:.gap; 3970 224 128.39.230.104
/ routechange A
A
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perfSONAR
Web GUI - map

(Global v|Gaps J\Unavailabiiity (ppm)~ Day vH2024-05—‘I1 HOG:OC‘ Prev‘ Next |[searc!|| Autorefresh | About project
Correlations Big gap time (s) Hour
m Gaps | Big gaps (#) Day -

. | -.I . \ . ‘r
Flow downtime e Jitter (ms) Week R e R T 'a‘ s
Route changes |Min delay (ms) Vrdn, - 3 - oY §
. : I_' > 1 -\ . ; - ; * - . -  ly ‘

Route errors |Queue (ms)

{3

grw' Unavailability (ppm)

e

Leaflet | Map data © OpenStreetMap contributors

Unavailability (ppm)

Last status:09:03:34 Got 10000 gap records for 2024-05-11;; Last error:none
*) The positons of sites are a guess and not official.
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Web GUI - reports

\Global VHGaps VHUnavaiIabiIity(ppm)VHDay V\‘202£+—05—11 HOO:OEH PrevH Next‘searcr‘Autorefresh About project

#2 heatmap * ‘

Heatmap

Missing Heatmap dragonlab, Gaps from 2024-05-11 for 24 hours for dov
Asymmetry

Summary Range: [ 0.0, undefined]

amazonuw?2-mp
amazonsth-mp
madrid-mp
trondheim-mp
alborg-mp
copenhagen-mp
stockholm-mp
adelaide-mp
zurich-mp

saopaulo-mp [ e

AMazq rro"»‘dhea”ﬂkfa ad@fa;damazonqu!eeu e padria. Zureay bsfgpg s

Unavailability (ppm) _ 100 _ Dashboard

Last status:09:03:34 Got 10000 gap records for 2024-05-11;; Last error:none
*) The positons of sites are a guess and not official.
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perfSONAR
Web GUI - popups and filters

Global ~|Gaps “|[Unavailability (ppm) v|Day  ~|2024-05-11 | 0:00 | Prev | Next [azur | Autorefresh | About project
Map | I "
_ googleeu-mp to azure-mp
c_-,-.- Unavailability (ppm) 136.19
ffin-
o Queue (ms) 0.49
b % Jitter (ms) 027 |
Min delay (ms) 75.1 - “Suomi /.
Big gaps (%) 88 B RN
Big gap time (s) 9.55
Small gaps (#) 104 —
Small gap time (s)  2.21 ¥
See| Routes - e
Plot| Queues || Unavailability (ppm) |
No events. ; i
o
Kazakcran [l
: 1V {
o : D YR
: - Lofamaigae Leaflet | Map data © OpenStreetMap contributors
Unavailability (ppm) Dashboard
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Web GUI - Correlations

\Global ~|Correlations v|[Max time lost (ms) v|Day  +||2024-05-10 ||0:00 | Prev | Next [bsmp | Autorefresh | About project

¥ 42 heatmap

Map

& - ; bsmp1l.switch.ch to googleeu-mp
'“ All events (#)
e 5 A Unique events (#)
Event src (#)
Avg window (s)
Max time lost (ms)

See | Routes
Plot | Queues | | Max time lost (ms) |

Da Time lost
Y Events ASN IP Per hop anomaly

Time (ms)

[0.0, 0.0, 0.0, 0.0, 0.614,

10 98P. 46300 0 *  0.006,0.528, 1.36, 7.603,
11:09 routechange
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Web GUI - pstracetree and curve char

Summary for traceroute charts from bsmp1l.switch.ch to googleeu-mp(34.105.154.156) on 2024-05-10  From azurede-mp to bsmp1.switch.ch

Previous | [ Next | [ Simple | [ Full ][ Stop | [ Continue | [ TCPUDP | [ Raw traceroute | -
= = firge o “—] #1 Queue (ms)
[day  v]2024-05-10 HPreuHNexIHUnzoom
[ h_ddelay
250
=]
SMBAS-B4 selch.ch SwilX3-100GE -0-0-0-0.switch.ch 200
SWTO1-100GE-0-0-1-5.switchch ~
E\ 150
=
@
o
=
O 100
° (=]
o
50 o
o
o
Dashed lines means there are non-responding routers between nodes. Color scale is log(e) responses. Hover nodes to see links and corresponding table entry. Select node to scroll to table entry ©
0 QOO O T 0 A O 0 o
Hop Router Avgms Min Max Sdv Loss% Seen Address Start End Error P O
P P @@@@@@@@@@@@@@@@@@@
1 swiBS1-100GE-0-0-0-6.switch.ch 09 05 14 01 000% B7I2 1305935149 1000:00:06 10 I3:58:46 CERRV RN =R SN QT A0 A AR AT AR AST BT 1T AR A9 g0 g '?:3 GQ Q¥
ADT ADY 40T 4D 4D \’0 ADT ADT ADT ADT DT 40T ADT ADT 40T 40T 40T A0 40T A0F A0 Lvs
2 swiBAZ-Bdswitch.ch 10 08 L1 01 0.00% 4 130593732 10 11:10:22 10 10:10:22
swiPS1-Blswitch.ch 23 L5 42 03 000% 8708 130.59.37.189 10 00:00:06 10 23:58:46 T||T|e
3 swiPS2-B2.switch.ch 22 14 46 02 000% 8708 130.59.36.179 10 00:00:06 10 23:58:46
Last status:none Last error:mone
swiEZ3-B5 switch.ch L7 16 L7 00 0.00% 4 13059376 10 11:11:22 10 11:11:32
4 swiEZ2-Blswitch.ch 56 56 57 00 000% 3 1305936125 1011:11:22 10 11:11:22
swiZH3-100GE-0-0-0-2.switch.ch 20 L& 55 01 000% 8709 130.589.36170 1000:00:06 10 23:58:46
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Thank you

www.geant.org
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