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End to end encryption in file sharing



ABEBox: Attribute Based Encryption for E2EE

• Key management system to bring privacy on cloud shared files
• Without any Trusted Third Party

• It decouples access control from data transfering and synchronization
• It runs on top of existing file sharing services (EFSS)
• Serverless

• Provide solutions for peer churn
• New users and revoked ones



The ABEBox application

• Multi platform app
• Win, linux, mac
• Build with Electron

• GUI for configuration
• policies, attributes, users

• First use of ABE on JS world

https://github.com/netgroup/abebox-electron



ABEBox operational flow

• Invited User or Admin?
• Users
• Select folders
• Insert token

• Admin
• Set attributes
• Add users, assign them 

attributes and get their tokens
• Select folders
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