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Agenda

• European Digital Identity Wallet

• eWallet use cases in research and education

• NREN roles and SWOTs

• Role of GÉANT related to eWallets

• Q & A
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European Digital Identity Ecosystem



Core eWallet functions
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• Identification/authentication

o Personal Identification Data (PID) including a unique and persistent identifier (‘EU eID’)

• Pseudonymous or anonymous authentication by providing a privacy preserving proof of 

possession

• Storing or retrieving identity data, credentials, attributes

• Providing attributes and attestations to relying parties

• Create qualified electronic signatures



• Shift from ‘identity only’ eID to a wide range of (identity related) attributes

• Every member state must make available at least one eWallet for its 

citizens

• eID not only for the public sector, but also for private sector use cases

eWallets: what will change



Some eWallet requirements

• eWallets must support authentication at the eIDAS Assurance level ‘High’

• In some legally specified use cases eWallets must be accepted by private 
organisations - f.i. for student registration at educational institutes

• In other use cases, users may not be forced to use an eWallet

• eWallets must be available for free to the user

• eWallet and attestation providers are not allowed to use eWallet usage data  –
unless permissioned by the user



Planning

today
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Research questions

1. How does the EU Digital Identity Wallet ecosystem impact the role of 

NRENs and providers of credentials in the research and education 

domain?

2. How can existing NREN initiatives be leveraged to support the EU Digital 

Identity Wallets?

3. Is there a coordinating or supporting role to be played by GÉANT in this 

ecosystem?
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eWallet use cases in research and education
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• Student registration

• Supporting identity federations

• Providing educational attributes and attestations to relying parties

• (International) student and staff mobility

• Life Long Learning

• International research and development
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Main roles

• Wallet Provider

• Person Identification Data 
Provider

• Authentic Source

• Electronic Attestation of 
Attributes Provider

• Relying Party

• Trusted Lists Provider

Roles in EU wallet ecosystem (simplified view)



NREN as Relying Party

In this role, the NREN consumes and verifies EU eIDs, eduIDs and related 

attributes (educational qualifications, titles and licenses) provided by 

eWallets, on behalf of the receiving educational institutes. 
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NREN as Authentic Source / Attestation Provider

In this role, the NREN issues eduIDs and related attributes (educational qualifications, titles and 

licenses) to eWallets, on behalf of the issueing educational institutes. 

Also, the NREN provides attestations for such IDs and attributes to relying parties, for instance to 

other institutes or employers. 
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NREN as Wallet Proxy

In this role, the NREN handles eWallets for the educational and research 

institutes, in order to allow them to continue using their existing identity 

frameworks whilst supporting eWallets. 

In fact, this role combines the roles of Relying Party and Authentic Source.



National PID 
issuer

1. Authenticate 
with national 

eID

2. Issue EU 
eID to 
wallet

Onboarding in eIDAS Identity Framework

NREN as Wallet Proxy
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NREN as Wallet Proxy
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NREN as Wallet Proxy
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NREN as Trusted Lists Provider

In this role, the NREN provides trusted lists containing all institutes that are verified data 
sources, trust providers and/or relying parties in the research and education domain.
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NREN as infrastructure provider

In this role, the NREN provides eIDAS infrastructure services to educational and research 
institutes. 

An example would be to provide ledger services.

The NREN has no eIDAS process role at all; these are taken up by the institutes and third 
parties.
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Questions and answers


