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1. Introduction 
An Identity Federation (Federation) is an association of organizations that come together to exchange information, as appropriate, about their users and resources in order to enable collaborations and transactions. 
The Comunidade Académica Federada de Moçambique (CAFMoz) is Mozambique’s Academic Identity Federation, that brings together Mozambican higher education and research institutions.
Through CAFMoz, users affiliated with Federation Members can access services outside the administrative perimeter of their own institution using their institutional accounts. This establishes a trust network that promotes the provision of services in a distributed manner, where each user utilizes the credentials of their respective institution.
This document sets forth the CAFMoz, outlining the set of guidelines that must be followed to ensure its proper functioning. 


[bookmark: _Toc180673782]2. APPROVAL AND MAINTENANCE
This policy was approved by the Instituto Nacional de Governo Electrónico, Instituto Público (INAGE, IP), the entity responsible for the implementing the MoRENet – Mozambique Research and Education Network. Once in force, this policy will be maintained and reviewed by the Federation Operator, who, in the event of significant changes being necessary, will present a new version for approval by the Board of Directors of INAGE, IP.
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This applies to all Federation Members and the Federation Operator.
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The following definitions are used in this document:
· Registered Contacts: individuals authorized to represent Federation Members. They may may have different roles with different responsibilities.
· Security Contact: the person responsible for handling incidents that may occur within the federation or at a client site.
· EduGAIN: brings together the identity management federations that are part of GÉANT (the Pan-European Research Network), managing organization of a high-capacity network;
· Entity: a component that a Federation Member wishes to register and describe in the metadata. Generally, it is an Identity Provider (IdP) or a Service Provider (SP).
· Federation: an association that brings together different organizations to securely exchange information about their users and resources, enabling collaborations and transactions.
· Inter-federations: the voluntary collaboration of two or more Identity Federations to allow users to access Service Providers outside of their own home federation.
· Federation Member: an organization that has joined the Federation by formally agreeing to and committing to its Policy.
· Federation Operator: an organization that provides the infrastructure for Authentication and Authorization for Federation Members. In the context of CAFMoz, INAGE, IP plays this role.
· User Organization: a public or private institution qualified to share digital resources to support Education, Scientific Research, and Innovation activities.
· Service Provider (SP): a component that, based on assertions from an Identity Provider, controls access to a protected service by managing its deployment, operation, and security.
· Identity Provider (IdP): a component that issues assertions on behalf of a user to enable access to a service provided by a Service Provider.
· Mozambique Research and Education Network (MoRENet): a unit of INAGE, IP responsible for developing, provision, and use of services to meet the needs of Education, Scientific Research, and Innovation. It leverages emerging information and communication technologies, providing federated, secure, high-capacity, and high-performance digital resources.
· User: a individual who has a formal affiliation with a Federation Member.
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There are two categories of Federation Members:
· Full Member: an institution qualified as a User Organization of MoRENet services. It has the right to register entities such as Identity Provider (IdP) or Service Provider (SP).
· Partner: an institution that wishes to support the federation and has services of interest to the National Academic and Scientific Community. It has the right to register only Service Provider (SP) entities. 
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Governance of the Federation is exercised by INAGE, IP.
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Full and Partner Federation Members, as well as the Federation Operator, commit to:
· Adopting CAFMoz’s Privacy Policy;
· Providing the contact information of the Data Registration Officer;
· Establishing a privacy governance process;
· Applying the information security recommendations of the Federation Operator;
· Periodically evaluating the compliance with security recommendations;
· Regularly performing risk assessments on the local CAFMoz infrastructure.
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· To join CAFMoz, the interested institution must meet the criteria for Full or Partner Member status. The membership request must be submitted to the Federation Operator, indicating the desired membership category;
· Special membership requests will be reviewed by the Federation Operator
· Voluntary withdrawal from the federation can occur at any time through a request submitted to the Federation Operator
· The Federation Operator may decide to remove an institution from the federation if it fails to comply with the federation's rules. 
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Entities acting as "Identity Providers" must comply with the following rules:
· Assign each user a unique and persistent identity attribute, avoiding the reuse of such attributes;
· Keep user information up-to-date and reliable, using the eduperson schema to build the user database and populate at least the attributes for name, surname, email, date of birth, and national identification number;
· Adhere to the technical standards established (https://cafmoz.morenet.ac.mz), maintained, and published by the Federation Operator;
· Adopt a secure and reliable user authentication service, using at minimum a unique login and passwords for each user;
· Ensure that only natural persons have accounts eligible for authentication;
· Receive and assist the team designated by the Federation Operator in conducting information security assessments;
· Adhere to the technical standards established, maintained, and published by the Federation Operator;
· Adhere to the Federation metadata at least every thirty days;
· Cooperate in resolving incident by reporting them to the Federation Operator in case where these incidents may negatively affect the security, reliability, and/or reputation of the Federation or any of its members;
· Always maintain an up-to-date metadata certificate for communication with the federation;
· Provide and maintain accurate contact information, including at least one security contact to offer support on behalf of the service.

[bookmark: _Toc180673790]10. Rules for Service Providers 
Entities acting as "Service Providers" must comply with the following rules:
· Respect the privacy and any other restrictions associated with the identity information received from users;
· Do not share, disclose, or permanently store the information received from users, except where there is a legal basis for processing of personal data that allows the service to store such personal data;
· Receive and assist the team designated by the Federation Operator in conducting information security assessments;
· Adhere to the technical standards established (https://cafmoz.morenet.ac.mz), maintained, and published by the Federation Operator;
· Update the Federation metadata at least every thirty days;
· Maintain an up-to-date metadata certificate for communication with the federation;
· Manage the access authorization of end users;
· Cooperate in resolution incident by reporting them to the Federation Operator in case where these incidents may negatively affect the security, reliability, and/or reputation of the Federation or any of its members;
· Provide and maintain accurate contact information, including at least one security contact to offer support on behalf of the service;
· Operate the service in a secure and protected manner, avoiding any harm to the federation or any of its clients;
· Follow IT security best practices, including proactively applying security-related updates or configuration changes. Respond appropriately, and within the specified time frame, upon receiving security notices.
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Compliance with this standard must periodically assessed through compliance evaluations. 
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[bookmark: _Toc180673793]12.1.  Federation Operator
· Provide and operate the core infrastructure necessary for the functioning of the Federation;
· Provide technical support to Federation Members through their Registered Contacts to resolve issues related to the Federation;
· Prepare technical documentation with guides for the implementation of the necessary software for use of the Federation; and
· Define the rules for the admission and exit of Federation Members.



[bookmark: _Toc180673794]12.2. Federation members
· Follow the rules outlined for Identity Provider and/or Service Provider, as presented respectively in sections 9 and 10 of this document.
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[bookmark: _Toc180673795]13. Exceptions
Any matter not addressed in this document must be reviewed by the Federation Operator.

[bookmark: _Toc180673796]14. Consequences of Violations
Violations of this policy may result in suspension, blocking, or exclusion from the federation, whenever such measures are necessary to ensure the availability, integrity, confidentiality, protection, and privacy of users' personal data, without prejudice to the application of administrative, criminal, and civil sanctions by INAGE, IP, or external entities.
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