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•SAML+AA integration based on simpleSAMLphp and YAVOM 
(HEXAA predecessor) 

– In production since 2013 

– OpenNebula 3.6, 3.8, 4.0, 4.2, 4.4 

•  by Milán Unicsovics (MTA SZTAKI), Mihály Héder (MTA SZTAKI) 

– Custom authorization mechanism specific to YAVOM 

– Contains bugs 

– DEPRECATED 



Live Demo of OpenNebula integration 1 
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• SAML+AA integration based on Apache Header variables (we use it whith 
Shibboleth) 
– In production since 2014 

– OpenNebula 4.4, 4.10.1 (current version is at 4.14.2) 
•  by Milán Unicsovics (MTA SZTAKI), Szabolcs Tenczer (MTA SZTAKI),  Mihály Héder (MTA 
SZTAKI) 

– Completely relies on apache environment variables 

– From the Federation’s point of view it is just any other Shibboleth SP 
• Can be configured with any SAML AA-s, multiple AA-s etc.  

– Uses primary and secondary groups for authorization 

– Still beta - suspected race conditions 

• This approach to SAML integration was the basis of our OpenStack work 
– Héder Mihály, Szabolcs Tenczer, and Andrea Biancini. "Collaboration between SAML Federations and OpenStack 

Clouds." arXiv preprint arXiv:1510.04017 (2015). 



Architecture 



OpenNebula with Shibboleth – Main code 



OpenNebula with Shibboleth – Main code 



Live Demo of OpenNebula with Shibboleth 



Current Status 

• Recent wonderful white paper on OpenNebula+SAML 

– Boris Parak (2015), Using OpenNebula with SAML-based Authentication and 
Authorization, CESNET Author Manuscript 

• Issues 

– Authentication and Authorization is not consistently implemented across all interfaces 

– Too tight coupling with subsystems 

– No deprovisioning 

– Patch needs to be maintained currently 

• Bottom line: More work needed 



Thanks for your attention! 
Questions? 


