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What is Big Data all about

real definition of Big

areas of Internet, mobile
d traffic, as well as from
edit cards, smart metering systems,

analysed by purpose built systems.
y and/or high-variety information assets that

, Innovative forms of information processing that
3ht, decision making, and process automation.
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Characteristics of Big Data

generated every second
ributed filesystems

ons, video, images, sensors
Cross a vast number of systems
 amount of data effectively
/ analysis independent of underlying

continous access to data
lo costly traditional RDBMS
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Big Data technologies

and people generate,
conventional processing
2 costs, better storage solutions
es and architectures, designed to

from very large volumes of a wide
Ig high-Velocity capture, discovery,

gital Universe Study 2014
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Scientific Data Lifecycle Management
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Source: Demchenko Y., Ngo C., de Laat C., Membre
for the Big Data Infrastructure. In: Jonker W., Petko
Science, vol 8425. Springer, Cham
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Security impacts on SDLM

in collaborating e-infrastructures

“Generic data lifecycle including data acquisi
and classification, processing and analytics,
delivery” based on UID/GID does not wor

« We face
— Research projects, communities, ¢

— Generation systems, networks, ¢
systems

— distributed wordwide ( ins
— with diverse infrastructur
— widespread administra
We need

— Data centric Acce
— fine-granular acc
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The ,V“s of Big Data

Traditionally there are three ,,V*s of data :

Volume - the size of the data
Velocity - speed as data arrives
Variety - data from various sources, (serr

Further ,,V*“s have been added recen

Veracity - trust into data (concer
Value - inherent economic and
Volacity - tendency of data t
Validity - appropriatenes
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Areas of big data

Three areas to look into when discussing Securit
data

The data itself -
high value of data and therefore
Security not fundamentally dif
but high speed of aggregatm
challenges

The analytics of data -
Integration of differen
introduce new securi

The presentation of the re
Systems are co
Approach must
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Resulting most prominent security

challenges in Big Data

Access control and authentication
« Secure data management

* Source validation and filtering
« Application software security
 Infrastructure security

To address these challenge
Security” report from 2015
good practices.

7, Progress on Big Data challenges
Ralph Niederberger, Jiilich Supercomputing Center




Strong and scalable encryption

Encrypt data in transit and at re
confidentiality and integrity

« Ensure proper encryption ke
 Consider timeframe for w

« Design databases with
separate confidenti:
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Application security

Use regular security testing procedure
of security, specially after patches ol

« Ensure tamper resistant devices

« Ensure internal or third party se
new and updated componen
evaluations, audits and cer
confidence and trust in pr
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Standards, Certification and

commissioning of data processing

Use devices which comply with desire
* Ensure obtained certification rela
« Ensure proper |
— risk assessment

— Service Level Agreemen
— resource isolation and

« Especially for commissi
this is highly recom
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Source filtering

Use devices with authentication capak
validation of endpoint sources is po

Assign confidence levels on the en

Re-evaluate confidence levels c
specially after patches or ch

If confidence in endpoint sc
with other higher confide
actions
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Access control and authentication

* Use authentication and aut
that Big Data queries are €
authorized users and en

« Use components in
follow same secu
desired level of
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Monitoring and logging

Enable logging on nodes participe
computation

Enable logging on databases
as Big Data applications

Detect and prevent modi

Regularly test the restc
considering the vas
system
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So what can be done by WISE

Publicize proper Authentication me

 Look into SSO techniques for dist
Data (generation, analysis, and

» Advice application developers
Appropriate Access Contro
data structures

» Advertise good practice

— High speed data
clear text) and

— storage soluti
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Questions
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