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Outline

* Why TimeMap and current status

* GUI enhancement for new use-cases

* More on Anomaly Detection
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Network Traffic: what do we usually monitor?
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Network Traffic: what do we usually monitor?
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LOLA, a real-time application sensitive to Latency & Jitter

3 x 450Mbps
RTT:
15ms
25ms
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Active measurements — all network segments good l‘
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During the rehearsal...
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Why TimeMap

We need to monitor "the hidden”
 latency
* jitter

©-
hd

TimeMap

We need to keep track of "the hidden”
 historic series

We need to find anomalies in “the hidden”
* machine learning

e alarms

e call the right NOC for the right network segment
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TimeMap technical requirements

* Agile design:
 Scalable micro-services, easy to deploy, minimal custom code
* As neutral as possible: monitoring standards and FOSS

* Security, with federated access control
* eduGAIN authentication
* Role Based Access Control, APl tokens, multi-tenancy

* Dynamic: almost no changes needed when networks change
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TimeMap architecture
Data Time series | Weather map &
normalization data base analytics
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Current Status: TimeMap instance for the GEANT backbone l

* The service on GEANT backbone

https://timemap.geant.org/

 Documentation: source code, user and admin guides, customization

https://gitlab.software.geant.org/gn4-3-wp6-tl-lola/timemap public



https://timemap.geant.org/
https://timemap.geant.org/
https://timemap.geant.org/
https://timemap.geant.org/
https://gitlab.software.geant.org/gn4-3-wp6-t1-lola/timemap_public

The entry map page: right-click on link

Click on a link to select
[Hold click to open the menu. Drag'n'drop to pan and zoom
Preferred browsers: Chrome, Chromium-like, Firefox
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Observations
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Re-routing
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Trends
(clocks
shifting?)

Anomaly
Detection
in action
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GUI enhancement to support new use-cases

Click on a link to select
Hold click to open the menu. Drag'n'drop to pan and zoom
Preferred browsers: Chrome, Chromium-like, Firefox

Select a topology:
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GUI enhancement to support new use-cases

Click on a link to select
Hold click to open the menu. Drag'n'drop to pan and zoom
Preferred browsers: Chrome, Chromium-like, Firefox
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Future of the Graphic User Interface?

Keep improving our custom implementation?

VS

Grafana Geomaps?

https://grafana.com/docs/grafana/latest/panels-visualizations/visualizations/geomap/#network-layer-beta
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On-going — GeoMap visualization drawbacks

Pros:

* Topology overlay on
geographical map

No more custom code

Dynamic topology
evolution

Measurements on
display directly the o
graph

www.geant.org
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On-going — GeoMap visualization drawbacks

Cons:

e Data pipelines have to
be compliant with
Grafana inputs

The Grafana network
layer visualization is
still in beta

www.geant.org
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Related to l00.rt1.mil2.it.geant.net
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On-going - GUIl with Grafana
NodeGraph
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On-going - GUI with Grafana NodeGraph

Node graph | €7 Beta
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Anomaly Detection in Timemap - current toolset

* Anomaly Detection, in short * Streaming Machine Learning

e Std.Dev classification + Light footprint

* Unsupervised

. Sensible to overfit * Python https://riverml.xyz

One-class Support Vector Machine

Half-space Random Trees

_:—
e
\

o
Model bagging
www.geant.org



https://riverml.xyz/

Improving TimeMap current data handling toolset

, Do More
* Areas of improvement ' 7
« Data handling Do Less
« Opportunities -~ ~ ,
PP ' C@ore Wit
* Pandas data workflow
e Upsides:

* Better readability

0
I I E I p G nd a S * Less code, less effort

e &




Improving Anomaly Detection in TimeMap

* Areas of improvement
* Tackling overfitting

______

_____

* Opportunities
* Ensemble multiple models
* Include generalized time series models

_____________________________

AR 1 MA

.

Auto Integration
Regressive

|

Moving
Average

Test input

_______________________

Final Prediction
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Improving Anomaly Detection in TimeMap

o —l Real sensor reading Lo
e Areas of |mprovement , E gej’?ﬁo” 79:50'{9”"”9 |
4 reaiction interva Lo.g
* Concept drift and data drift g .
S 1 -
2 0.6
o
T 0f
oy e = 0.5
* Opportunities .
& -1 :
° MLOps L0.3
— Model retraining -2 f — |,
— Online learning . 0 200 400 600 800 1000
* Model and data observability Time:steps

— Measure data distribution parameters
— Measure model performance

www.geant.org



Improving Anomaly Detection in TimeMap

* Areas of improvement A Simple Timeseries
* |dentification of anomaly end M

* Opportunities
* Time series changepoint detection .
* Python changepoint lib
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Future of Anomaly Detection in TimeMap

* Scouting novel deep learning approaches
* Digital twin through Temporal Graph Neural Network

~IEEE \ Q <$IEEE
IEEE Co mmummsoc Ab i icati Ct &E lion & Traini Technical Activiti Standard:
.
Home / Publications / Magazines / IEEE Network / Call for Papers / Network Digital Twin ~w
Network Digital Twin “Network digital twin aims at providing a virtual “
p—— o representation of a physical network system

that is used to simulate various design

scenarios, validate policies, and assess the \

Call for Papers

behavior of the network system.”
f y
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New TimeMap use cases: OTFN testbed monitoring

Proposed C-TFN
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10-year IRU for fibre on red
routes
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How TimeMap architecture extends to multiple usecases:

New data probes for OTFN devices will plug
seamlessly into the architecture
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| want to deploy TimeMap to my network, how?

 Find the source code on:
https://gitlab.software.geant.org/gn4-3-wp6-tl-
lola/timemap public

* Deploy the observability stack

 Enable TWAMP on your network devices and set up -
your data probes N —
* Need some help? ti : ' N
p? timemap-dev@lists.geant.org A S
Now—

Idea: TimeMap on LANSs, any volunteers? A

|
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Conclusions

* TimeMap continuous improvements
e Simpler code-base, less effort on technicalities
* Focus on ML models and new use-cases

* TimeMap as a solution to adopt and adapt N
* Not just a service to consume ——
S

* Different deployments built on top of the available code

L‘l
\
* Next steps for Géant deployment a

e T/F pilot .
* Next generation Géant backbone routers
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Thank you!
Questions?

timemap-dev@lIists.geant.org
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