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Rules of engagement

This session is recorded, there will be a short write-up

Please mute

Ask questions in the chat:
* we will try to answer as many as possible, given time and expertise

We will have a Q&A at the end of this infoshare

Ask questions later:
* Visit the wiki pages: https://wiki.geant.org/display/SIGISM/NIS-2+Directive
Join SIG-ISM
Ask your CISO/Security officer/legal counselor
Ask your GEANT partner relations representative
Ask the GN5-1 WP8 security team

GEANT Community Code of Conduct: https://resources.geant.org/code-of-conduct/



Agenda
]

14.00 Welcome and introduction Alf Moens

14.05 Quizzz Time! Zoé Fischer

14.20 EU legislation — an update Edit Herczog

14.35 NISDUC-3 Alf Moens

14.40 Your updates All participants

15.00 Closure Alf Moens
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Quick Summary

* NIS-2 directive has been published on 15th of December 2022, and will be
in action within 21 months from the “entry in force”:

* 4th of October 2024: (January 4th 2023+ 21 months) latest, but with the
Council Recommendation to do it ASAP.

e Standards are still ‘negotiated’ via comitology (delegated Act)
* Expect ,Rulings” or ,guidance” from ENISA and NIS Cooperation Group

* Obligations are ,logical”, no real surprises

* Background material on SIG-ISM wiki:
https://wiki.geant.org/display/SIGISM/NIS-2+Directive
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* Bresak outs for Healthcare, Energy, Telco/DI/ICT services, , Water & Transport, Finance, Manufacturing
* NIS-2 registration point for the Netherlands

* Standards

* NIS Cooperation group advice

Highlights

* 3rd user conference, April 2024
* 200+ participants from mostly Benelux
* Presentations from national bodies and ENISA

* https://digital-strategy.ec.europa.eu/en/policies/nis-cooperation-group

* ENISA/ISAC discussion

* https://nisduc.eu/third-conference/program.html


https://digital-strategy.ec.europa.eu/en/policies/nis-cooperation-group
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Belgian Cybersecurity Standard

* Cyberfundamentals

* A wealth of supporting material CyFun
* CyberFundamentals Toolbox is publicly available at www.cyfun.eu l |
ESSENTIAL
Certified
Framework: '
ESSENTIAL 140 controls - Controls (Requirements) Bl
- Guidance « NIST CSF O]
- Normative references: * /SO 2700172
IMPORTANT 117 controls * IEC 62443
* CIS Controls
Eligibility for labelling through
34 controls ISO/IEC 27001 certification
on-technica 'A‘
::)rmtjlatrl:d gl:idelines "A

CYBERSECURITY
v

and recommendations
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Any progress?

Let’s hear from you
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What is the impact of NIS-2 for your organsiation?

* It will depend!
e .tld, Internet exchange and DNS resolver are in scope (unless....)
* Closed network services are not!

* Position Paper on Impact NIS-2 fron NRENs in different positions

* Delays expected

* Self service

* Multiple supervisors

e ENISA: clarification on “multinational” situations
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Questions?

Remarks?
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Thank You

www.geant.org

GEANT Association

As part of the GEANT 2020 Framework Partnership Agreement (FPA), the project
receives funding from the European Union's Horizon 2020 research and innovation
programme under Grant Agreement No. 856726 (GN4-3).




