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TITLE / REFERENCE: SIRTFI

A Security Incident Response Trust

Framework for Federated Identity (Sirtfi)

Authors: T. Barton, J. Basney, D. Groep, N. Harris, L. Johansson,
D. Kelsey, S. Koranda, R. Wartel, A. West
Editor: H. Short

Abstract:

This document identifies practices and attributes of organizations that may facilitate their
participation in a trust framework called Sirtfi purposed to enable coordination of security
incident response across federated organizations.
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Scalable Negotiator for a Community Trust
Framework in Federated Infrastructures
(Snctfi)

Version 1.0-2017

Abstract

This paper identifies operational and policy requirements to help establish trust between an
Infrastructure and identity providers either in an R&E Federation or in another Infrastructure, in each
case joined via a Service Provider to Identity Provider proxy.
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Maturity assessment
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To evaluate the extent to which the requirements described in this document are met,
we recommend that each Infrastructure assess the maturity of its implementation of each
function or feature according to the following levels:

e Level 0: Notimplemented for critical services;

e Level1: Implemented for all critical services, but not documented;

e Level2: Implemented and documented for all critical services;

e Level3: Implemented, documented, and reviewed by a collaborating
Infrastructure or by an independent external body;
“Justifiable exclusion”: In the unlikely case that the function or feature is not

relevant for the infrastructure.
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Maturity assessment - spreadsheet

Infrastructure Name:

,
<insert Infrastructure name> SCl Version 2.0

Prepared By:
Reviewed By:

Operational Security [OS]

0S1 - Security Officer/security team

082 - Security risk management

083 - Security plan

0S4 - Security patching

0S5 - Security vulnerability handling

0S6 - Intrusion detection

0S7 - Access control and emergency suspension
0S8 - Contact users and SPs

0S89 - Policy enforcement

08510 - Security input to service design and deployment
Incident Response [IR]

IR1 - Contact Information

IR2 - Incident Response Procedure

IR3 - IR Collaboration

IR4 - information Sharing Restrictions
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<insert name> On Date: <insert date>
<insert name> On Date: <insert date>

Maturity Evidence (Document Name and/or URL) Version Number DocumentDate Document Page or Section Number Comments
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A fictitious maturity assessment (SCI v1

SCI at WISE/NSF Cybersecurity Summit

PR1Z.1 - User Regstration
DPS - User Personal Data___3-

CP4 - Logging Data

DP3 - Monitoring Data

DPZ - User Registration Data /

DP1-Accounting Data /.
LIS - Any Additicnal Restrictiars -
|

\

LIS - Data Pratection Responsibilities

LI - Dispute Hardling and Escalation

LI13 - Software Licemingi"

L12 - Liabsility, Responsibilities &

Ul -Intellectual Property Rulv's B
PR25 - Retention of Appopriate Lur.s

— PRI12.Z- User Renewal
T~ PR12.3 - User Suspension

w—aturity

=—Required
maturit

7, PR1Z.4 - User Remaval

o PRI12.5 - User Banning

A PR13 - Resparsibility for Actions

; PR14 - User Identification - traceability
|

7/ PR1S - Logs of Membership...

"/ PR16 - Define Comman Aims &...

4 PR21 - Vulnerability Patching

“PR22 - Incident Reparting

L — PRZ3 Physical and Nulwuvk Sct.unlv
PRZQ Conidentiality and Integrity of.
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