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SCI Version 2 – co-authors

• Thanks to all my colleagues
• Especially Adam Slagell (co-chair of WISE SCI working group)

15 Aug 2017SCI at WISE/NSF Cybersecurity Summit 3



SCI History

• “Security for Collaborating Infrastructures” (SCI)
• A collaborative activity of information security officers from large-scale 

infrastructures
• EGI, OSG, PRACE, EUDAT, CHAIN, WLCG, XSEDE, …

• Developed a Trust framework (published in 2013)
• Enable interoperation (security teams)
• Manage cross-infrastructure security risks
• Develop policy standards
• Especially where not able to share identical security policies

• Joined with GEANT SIG-ISM to become “WISE” (Oct 2015) 
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SCI Version 1 paper (2013)

• Proceedings of the ISGC 2013 conference
http://pos.sissa.it/archive/conferences/179/011/ISGC%202013_011.pdf

• The document defines a 
series of numbered 
requirements in 6 areas
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SCI version 1 - children

• Both separate derivatives of SCI version 1
• REFEDS Sirtfi - The Security Incident Response Trust Framework for 

Federated Identity
• https://refeds.org/sirtfi

• AARC/IGTF Snctfi – The Scalable Negotiator for a Community Trust 
Framework in Federated Infrastructures
• https://www.igtf.net/snctfi/

15 Aug 2017SCI at WISE/NSF Cybersecurity Summit 6



Sirtfi
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Snctfi

15 Aug 2017SCI at WISE/NSF Cybersecurity Summit 8



WISE SCI Version 2

• Aims
• Involve wider range of stakeholders

• GEANT, NRENS, Identity federations, …
• Address conflicts in version 1 for new stakeholders
• Add new topics/areas if needed (or indeed remove topics)
• Revise all requirements
• Simplify!

• SCI Version 2 was published on 31 May 2017
• https://wise-community.org/sci/
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Endorsement of SCI Version 2 at TNC17 (Linz)

• 1st June 2017
• Infrastructures endorse the governing principles and approach of SCI, as produced by 

WISE, as a medium of building trust between infrastructures, to facilitate the exchange 
of security information in the event of a cross-infrastructure incident, and the 
collaboration of e-Infrastructures to support the process. These Infrastructures welcome 
the development of an information security community for the Infrastructures, and 
underline that the present activities by the research and e-Infrastructures should be 
continued and reinforced

• Endorsements have been received from the following 
infrastructures; EGI, EUDAT, GEANT, GridPP, MYREN, PRACE, SURF, WLCG, XSEDE.

• https://www.geant.org/News_and_Events/Pages/supporting-security-for-collaborating-
infrastructures.aspx
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Maturity assessment
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Maturity assessment - spreadsheet
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A fictitious maturity assessment (SCI v1)
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SCI walkthrough - aims

• Show the SCI Version 2 paper
• Maturity Assessments from a number of volunteer Infrastructures
• Gather feedback:

• problems experienced in completing the assessment spreadsheet
• paper not clear
• multiple concepts lumped together
• maturity levels not clear

• To improve the spreadsheet
• To produce an SCI version 2 FAQ guidance document
• For input into SCI version 3 (merge SCI v2, Sirtfi and Snctfi?)
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Questions?
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