Annex 11
Awareness
[bookmark: _6m15u88y6r7s]The Why
Security awareness of all staff is the key to creating a security culture. For that reason, when talking about security training programmes, it is important to focus not only on technical controls, but also the human element. People are often referred to as the weakest link in an information security program. Through either intentional or accidental misuse of access, people often leave networks and organizations exposed. Although it is impossible to completely eliminate the human element and vulnerability from the equation, it is possible to bring it down to acceptable levels with periodic activities creating security awareness.

Up to now, this was up to each NREN to take care of separately. However, given that all NRENs work in the same sector, have the same focus and face very similar threats. A number NRENs have developed materials for security awareness for their own use or for use for their constituents. A lot of this material can be shared, on concept level and also on specific material level. Some topics are already covered, some need to be developed or, by joining forces, purchased. Good and to-the-point short movies or animations have proven to generate a lot of attention. 

 The What

There are various ways of ensuring that NRENs and their constituents’ staff will not make errors in regard to information security, including:

· Training sessions
· Security games
· Animations and short movies
· Security awareness test
· Phishing campaigns (methods to set up a campaign)
· Email newsletters
· Posters
· Webcasts

Those are only some of the methods that help employees understand the importance of the security policy and procedures. Some NRENs already have materials and processes in place that can be adopted by other organisations. Therefore, it is not only important to create various NREN specific materials, but also document best practices and create a shared catalogue of awareness subjects and materials.
[bookmark: _12inzuy4ky3a]
[bookmark: _iifj9aoljypd]Suggested KPIs & Targets:
· At least 3 groups of at least 3 NRENs develop and use joint security awareness programmes, for themselves or also for their constituents in at least 3 languages;
· 500.000 users are reached with the security awareness campaigns (NRENs and constituents);
· [bookmark: _dakrzj8q0hxg]Run a coordinated Cybersecurity awareness month campaign #CyberSecMonth in October 2018, 2019, 2020

The How and When
[bookmark: _k32egbo99k1h]Budget

	Project Period
	Start and finish periods
	FTE per period of active development
	CAPEX
	OPEX
	Direct costs for the duration, sum
	Comments




	Year 1
	
	Set up catalogue and collect (references to) existing materials
0.5 fte
Workshop to develop ideas and materials
0,3 fte
Cybersecuritymonth
0,3 fte
	
	Artwork
20,000
Trtavel
10,000
	140,000
	

	Year 2
	
	Develop and review existing material
0.4 fte
Roadshow
0,4 fte
Cybersecuritymonth
0,2 fte

	
	Artwork
20000
Travel 10000
	130,000
	

	Year 3
	
	Develop new and update existing material
0,4 fte
Roadshow
0,3 fte
Workshop
0,2 fte
Cybersecuritymonth
0,2 fte
	
	Artwokr

20.000
Travel 10.000
	140,000
	

	Year 4
	
	Develop new and update existing material
0,3 fte 

Roadshow
0,3 fte
Cybersecuritymonth
0,2 fte

	
	artwork
20.000
Travel 10.000

	110,000
	


[bookmark: _x9r6inue5608]Risks
	Risk
	Probability
	Impact
	Mitigation

	Materials are too specific and do not match (local) culture
	M
	M
	Provide diversity of materials and mark any culture specific theme’s

	Lack of expertise in the community for addressing all aspects of cyber security awareness
	M
	L
	Outsource (parts of) work to experts outside of the community 
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