
Albert Hankel & Nicole van der 
Meulen
10 April, 2025

AI & Security: 
challenges and
opportunities



Text + Image (l)

AI & cybersecurity

• 4 main categories of focus

• AI as a tool for cyber 
threats

• AI as a target

• AI for cyber security

• Security of AI systems
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Criminal uses of LLMs

Criminals are using generative AI capabilities for two main 
purposes:

1. To support the development of malware or malicious 
tools. 

2. To improve their social engineering tricks.
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Adversarial AI

Based on that level of knowledge, attacks can be divided into 
four categories of increasing complexity (Rosenberg, 
Shabtai, Elovici & Rokach, 2021):

• Black box: when the attacker has little or no information 
about the architecture, model, and data of the ML model.

• Gray box: when the attacker has limited knowledge of the ML 
model or training data.

• White box: when the attacker has full knowledge of the ML 
model, including its architecture and training data.

• Transparent box: when the attacker has full knowledge of the 
model, architecture and data, plus knowledge of the 
defensive measures taken to improve the robustness of 
the model.
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Usage of AI in cybersecurity (image: SigmaSolve)
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Usage of AI in cybersecurity (Image: MadDevs)
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Title only #1

Breakout Groups: 
How can NRENs support AI in Cybersecurity?

Sub-theme: Are Universities Prepared for the AI Era? 
(Considering Attacks, Compliance, and Risks)

Expected outcomes for each group: 
a discussion and a list of suggested actions

4 main categories of focus

• AI as a tool for cyber 
threats

• AI as a target

• AI for cyber security

• Security of AI systems
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