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Al & cybersecurity 3 . ‘ y" :

* 4 main categories of focus

Al as atool for cyber
threats

Al as atarget
* Al for cybersecurity

* Security of Al systems




Al-powered

Defenses
Al- powered to proactively protect and
Attacks disable Al- powered attacks
to strengthen attacks
= Countering
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Adversarial Al adversarial environments
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Criminal uses of LLMs

Criminals are using generative Al capabilities for two main
purposes:

To support the development of malware or malicious
tools.

To improve their social engineering tricks.




8.5TB DATASET

Introducing Fraud

of samples of phishing emails
+ source code references for malware
- Automatic scripts for replicating logs/cookies
- In-panel Page hosting included (' pages/month} with Google Chrome anti-red
page.
- Code obfuscation
- Custom data set (upload your sample page in .html)
- Bot creation of virtual machines and accounts (1 virtual machine per month on
license)
Utilizing GoldCheck CVV checker.
- OTP Bot with spoofing. ** Additional package.

Please note to entera email. License distribution is automatic after payment

settles.
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GPT-3 JAILBREAK 2023 COMES TO YOU
THE BEST JAILBRAKED GPT YOUEVER
SEEN

GPTPROTECT YOURPRIVACY

WITHOUTLEAVING ANY LOG OR TRACEIN
SERVER

SINGLE LIMITATION WHICH WILL STOP YOU
FROM GETTING RESPONSE OF YOUR PROMPTNO
MATTERIFISALLOWED ORNOTEVERYTHING
WHICH CHATGPTDOESNOTALLOWISALLOWED
IN GPT

MODE IS ENABLED AND IS TRAINED TO
DO BASICALLYANYTHING
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How is Al impacting the threat
landscape?

Al-powered cyber-threats...

..are already having a significant o o o o
impact on my organization. | 26.8% 46.8% 20'7/° 5.6%
..will likely have a significant -
1-2 years from now.
..will continue to have a
organization well into the future. i

...are not considered by
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non-Al-powered cyber threats.
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Adversarial Al

Based on that level of knowledge, attacks can be divided into
four categories of increasing complexity (Rosenberg,
Shabtai, Elovici & Rokach, 2021):

e Black box: when the attacker has little or no information
about the architecture, model, and data of the ML model.

e Gray box: when the attacker has limited knowledge of the ML
model or training data.

¢ White box: when the attacker has full knowledge of the ML
model, including its architecture and training data.

e Transparent box: when the attacker has full knowledge of the
model, architecture and data, plus knowledge of the
defensive measures taken to improve the robustness of
the model.
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Usage of Al in cybersecurity (image: SigmaSolve)

How Al is Used in Cybersecurity

User
Threat Behavior Phishing
Detection Analytics Detection
Malware Network
Analysis Security

Emerging Al cybersecurity technologies are the imitation of the human intelligence process using machines.
Machine learning cybersecurity capabilities in Al fortify cybersecurity
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Phishing Email

Detection Automated Vulnerability

Detection and Patching

User Authentication

. and Access Control
Anomaly Detection

in Network Traffic

Qﬁp\) User Behavior Analysis and
Insider Threat Detection

n Malware Detection and
| Classification



Al-Driven Threat . Al-Powered Deception
Intelligence [ " Technology

Al in Cybersecurity

Inciden?tlijzteosr;g;ig '—1 Education and Training
Enhanced Security ; N é:égercliircl)v: i
Analytics ° '
) The Necessity of
Adaptive _ Hardware Protection

Security Systems With Al

Integration of Al Al's Impact on
With the Internet of ° * Cryptography

Things (loT)




Breakout Groups:
How can NRENs support Al in Cybersecurity?

Sub-theme: Are Universities Prepared for the Al Era?
(Considering Attacks, Compliance, and Risks)

4 main categories of focus

Expected outcomes for each group:

* Al as atoolforcyber
threats

a discussion and a list of suggested actions
* Al as atarget
* Al for cybersecurity

* Security of Al systems
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