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Implications of LLMs’ vulnerabilities
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Blue team perspective
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Red team perspective

 open-source library for automated execution 
  of tests detecting LLM security issues

In code:
1. Establish connection to your model / model app
2. Establish connection to the LLM judge
3. Wrap your model into the Giskard model class
4. Configure scanning procedure
5. Scan your model:

I. adversarial inputs are generated
II. outputs are collected
III. outputs are evaluated
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Giskard detectors
Vulnerabilities exploited by Giskard:

• Injection

– Chars injection

– Prompt injection

• Hallucination & misinformation

– Sycophancy

– Implausible output

• Harmful content

• Stereotypes
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Giskard results
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Giskard results
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Giskard results
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Giskard results
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