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About i2cat … 
● An interdisciplinary team of 200 members  
● Different research areas with a focus on digital 
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● We have contributed to 39 European projects and we 
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AI4CYBER Projects
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Some of our relevant projects on the  AI and CYBER ecosystem:

- SIEVA (SIEM visibility assessment) visibility 
to information log and classification into the MITRE 
ATT&CK Framework. 

- preventUEBA: Calculate the user and entity 
exposure  degree against specific threats through 
the power of CTI  and AI working together.

- detectUEBA: Threat Detection capabilities with 
the power of SOTA Machine Learning methods. 

PreventUEBA
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The Data-driven Approach

● We have proposed a data-driven methodology that is developed following a CRISP-DM structure 
and is capable of gathering application logs from sources, training a classification model using 
labels from bad behaviors, and proposing a risk score to the SOC Team.
○ TestBed I (Real time data from a spanish regional University, 500k samples, 1772 different users). 
○ TestBed II (Real time data from UPC University, 2 Million logs per day , 7 different alerts types, 1800 different users). 
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To develop a data-driven approach for calculating the risk of a user being exposed to a specific threat. 
● Extraction of different risk activities to model the user behaviour (Crypto, OutFlash, OutTLS, P2P, NonEnc …) 

● It is proposed a Data Acquisition Architecture that extract multi-modal application logs from the corporate network for the later 

analysis 

 

 

Calvo Ibañez, Albert and Escuder, Santiago and Ortiz, Nil and Escrig, Josep and Compastié, Maxime, Rbd24: A Labelled Dataset with Risk Activities Using Log Application Data. Minor 
reviews at Computer and Security Journal  

The Data Acquisition Architecture
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Multimodal Data Aggregation & Time windows definition & Prior Results

 The time windows representation is a set of statistical features that summarizes the entity behaviour 
within a time interval
● The Phishing simulator allows to deliver phishing emails to users. We label the dataset according 

if they activate the breadcrumb (visit an url or activate a macro) and 15 days of historical data. 
● In total, we launch and label users from three different phishing campaigns with the following 

results

A. Calvo, S. Escuder, J. Escrig, M. Arias, N. Ortiz and J. Guijarro, "A Data-driven Approach for Risk Exposure Analysis in Enterprise Security," 2023 IEEE 10th 
International Conference on Data Science and Advanced Analytics (DSAA), Thessaloniki, Greece, 2023, pp. 1-9, doi: 10.1109/DSAA60987.2023.10302480.
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AI Engine Core Node Threat Intelligence platform

Data management

To develop a data-driven 
approach for calculating 
the risk of a user being 
exposed to a specific 
threat. 



Deployment scenario
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Challenges 
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Lack of data gathering & monitoring tool stack
Data Readiness for AI
Findings Validation Complexity
Data privacy concerns



Lessons learned
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Having a data plan is essential
Start with Validation Metrics in Mind
Stakeholder Communication Matters
Invest in Explainable AI
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