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Data Science flow
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Wirth, R., & Hipp, J. (2000). CRISP-DM: Towards a Standard Process Model for Data Mining.
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Task (in computer networks)

• Anomaly detection (and classification)

• Estimate network congestion

• Forecast network traffic

• Learn representation of network traffic

• Assess network performance

• Node congestion

• Traffic generation



6     | GEANT.ORG

Data

• Some common data types

Tabular Image Text

Time series Audio Graph
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NetFlow Data

• Grouping of unidirectional stream of 
packets

• Configurable

• Sampling

• NetFlow collector

Juniper IPFIX Fields

IPv4 Source Address

IPv4 Destination Address

IPv4 ToS

IPv4 Protocol

L4 Source Port

L4 Destination Port

ICMP Type and Code

Input Interface

⫶
TCP Flags

Minimum TTL

Maximum TTL

Number of Flow Bytes

Number of Flow Packets

Time the Flow Started

Time the Flow Ended
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NetFlow Data

• Target labels
o Benign, DDoS, Reconnaissance, Injection, DoS, 

Brute Force, Password, XSS, Infiltration, etc.

• Public datasets
o UNSW-NB151, BoT-IoT2, ToN-IoT3

o UNSW Canberra Cyber Range Lab

[1] Moustafa, N., & Slay, J. (2015). UNSW-NB15: a comprehensive data set for network intrusion detection systems (UNSW-NB15 network data set).
[2] Koroniotis, N., Moustafa, N., Sitnikova, E., & Turnbull, B. (2018). Towards the development of realistic botnet dataset in the internet  of things for network 
forensic analytics: Bot-IoT dataset. 
[3] Moustafa, N. (2021). A new distributed architecture for evaluating AI-based security systems at the edge: Network TON_IoT datasets.
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Model

• Connect data and task

• Supervised or unsupervised?

• Many options...

Artificial Intelligence

Machine Learning

Neural Networks

Deep Learning

Graph Neural
Networks

Generative AI

Large 
Language 
Models
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Paper

Caville, E., Lo, W. W., Layeghy, S., & Portmann, M. (2022). Anomal-E: A self-
supervised network intrusion detection system based on graph neural networks.
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Model

• Graph Neural Networks (GNNs)

• Connect data and task
o Construct graph for edge 

classification

o Self-supervised learning
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Model

• Experiments on GNNs
o E-GraphSAGE1, Anomal-E2

o Outlier detection and clustering 
(unsupervised)

[1] Lo, W. W., Layeghy, S., Sarhan, M., Gallagher, M., & Portmann, M. (2022, April 25). E-GraphSAGE: A graph neural network based intrusion detection system for IoT.
[2] Caville, E., Lo, W. W., Layeghy, S., & Portmann, M. (2022). Anomal-E: A self-supervised network intrusion detection system based on graph neural networks.
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Experiment

• NVIDIA A16 GPU (8x16GB VRAM), 72 CPU cores, 256GB memory

• 1 month of flow data from Amsterdam router

Process Time taken

Loading and preprocessing 230,000 flows 12s

Constructing graph 60s

Training Graph Neural Network 8m 54s (converging at 1700 train iterations)

Running model on test data Instant!
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Future steps

• Analyse specific flows in-depth
o What types of network traffic could exist?

• Improve data
o Higher quantity

o Labeling (some) data

o Any other data to add?

• Improve model
o Use AS numbers as graph nodes

o Research into GNNs

o Add autoencoder instead of classical ML outlier detections

o Any NREN-specific research?



Thank You
Any questions?

Feel free to reach out!

maarten.meijer@geant.org
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